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System.ObjectDisposedException: Cannot access a disposed object. Object name:
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foreach ($store in Get-STFStoreService)
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Set-STFStoreFarmConfiguration -StoreService $store
-AdvancedHealthCheck $False
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Deploy Citrix Receiver/Workspace app
For the best user experience, Receiver for Web sites detect Windows and Mac O5 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
Ul Experience users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Category Settings . - - — -
Deployment option: | Use Receiver for HTMLS if local Citnix Beceiver/Workspace a... =

Customize Appearance [] Launch applications in the same tab as Receiver for Web
Featured App Groups ["] Show ‘Already Installed” link on client detection page i ]
Authentication Methods [_] Prevent ICA downloads on all platforms (i ]
Website Shortcuts [+] Allow users to download HDX engine (plug in) @

Deploy Citrix Receiver/ ["] Upgrade plug-in at logon @
Workspace app

Source for Receivers/Workspace app

Session Settings

Windows source: [ Local files on the StoreFront server - ]
Workspace Control

Windows Installer: Mo file available in the directory. W
Client Interface Settings ° v -
Advanced Settings Mac source: [ Local files on the StoreFront server hd ]

Mac Installer: @ No file available in the directory.
B (e | [ ey |

BEXBFAER, BEHEMEL ICA XA T H,

NFENABERARLASTRRAKRE

FHRE 2402 5, FREMENABEHNERRASTRNE, UWREH Y. EEEFE TR
EIfEE, StoreFront AJLAE A SEMIGER (J1EHI2RPHIESIA)E, 5 Citrix Desktops as a Service
ZEFERN, BRETRIRERREES X ARMEPEFENEESNEMER, XTEL LRI
FEER. HAFPEMZERN, HERAMENEREBNERELNEEIRREHER.

AUZESSETIRRRE, EFRENXEY, RAEaRERY, EAFMENABERASRE
TIRRRE, ATLUERUT PowerShell BIA :

foreach ($store in Get-STFStoreService)

Set-STFStoreFarmConfiguration -StoreService $store
-AdvancedHealthCheck $False
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Windows Server 2016 NFERALE

ERFHRAS, SECEXMTE Windows Server 2016 %% StoreFront B35, BiIVEHLEIIES
hRAEY Windows Server R4S, BXEFATBMNEZER, 1BBAFTAE .

StoreFront _EHY E\?"S\ Secure Private Access

RINIER] LUEBETHY PowerShell #3588 StoreFront BIEFR Ul #E43E 33 Citrix Secure Private
Access ARS8, EUIFAF @Y StoreFront Z£hif0] Web 1 SaaS NBTEF. B *FHAE
B, BBREENAEEPIRENER,

FAS IRS3238F A AR VDA B2l

IRIMIERI LUECE StoreFront, LUEBRNE FAS BRSZ2 AR, VDA EERIIERN. EXMERT, =&
KBAFRAUERBERPAMNEREER, Ui, MR FAS BRE23TE1FR, VDA Bk K, 1tIh
BEZMAZZA, AILUERLLT PowerShell S8 5B Ao

Set-STFStoreLaunchOptions , H25%{ FederatedAuthenticationServiceFailover

MRFE, EIUERABENGSREALLIIE. BX1FHAESR, 1521 FAS,

SUHHN AP RERE

MEl, BINERTRIERTEIR. 0UE, RABLFCRAFEERADEEEMRERES, o, B
FHEWER TSuH, XBERTRINMERT, IERTEERPRENSHNEBEFIIR. 8T
AR HIERIA B EXHA/IMENIE] 1GB (5*200MB), B, XMEE 1GB (BFEHRS) + 8 TR
FBRIE 3GB (RAEN N AEIERSBEEMBEEEN S MRS Web RSEWER) o HBERE
BERBHN AREZE, BXIFAER, BB ZHIEEIER.

Citrix® Web ¥ B - £2HE L ™H

Citrix Web ¥ BINEELE L™, A5 StoreFront EEA1EAH, XL Web I BRI ZEEN TR Z IR
Citrix Workspace N FRRZFHEMRIR, MR TTFF Workspace Brhgss F& .ica XM,
MMEENERERZS. BE05E, BXIFHER, 1EEH Citrix Web ¥ &,

+F StoreFront IERFTZLZEE, Citrix Web ¥ BEMERAEIACREAN, BE, RZXBAPMEETEH
¥ BRI aeEAILINEE,

=

£ StoreFront IRAFERHAIE], Citrix Web I BA=BEER. FRIFEARZRIERBIZIEED
e, BNERMARERERRS. ERERKBRARAFFEEER R
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FHRIMEERER, EAJUERLLT PowerShell 654 /2 A LEINEE :

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension"
-IsEnabled $True

'S

FRLHMARER, HARRE Citrix Web i BRAFPEEXITH N ABIEMiEN I RERE T 6 7
BIHEIR, FRIEAFABRE Cookie, FEMIMIZEIEILIFEEN Citrix Workspace™ [ FTE
F, BULERTEERLE, HMIERZRRAMIIESHF RGN Citrix Web ™8, 88X
Bt 3%, Sit 6%, MREEKREAFEE Citrix Web ¥ &, BEZERERE,

E2H Citrix Web ¥ B, 185817 PowerShell 655 :

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension"
-IsEnabled $False

AR FARBIERYET UT (BRARTARAR)

FWBARE UATERTFRREE) MR RATMIRIR AR RS, EEFFEPERL
B, EARE CU2 HEBIRA. THRTUTEBR® |

+ REEHA I 2 18— B S A .

- SERVEESR | FENEDNEMNARFMNKERITRERE, NMHERRIFMICIER. X
WAMER, BB AT EER.

- WERNNAERFSE | IRERLAFNERRRIHITMNHNZ R REWN, BXFHER,
BEH NARFD .

o SUARESRTHEE | FTRVIERIhEEAIIRM T, ERINERER, BXFAER, BEH Rk
Tilo

B XUIFShRBIFRER, B2 AR R E,

EHF HTMLS B Citrix Workspace N T2
IHEhRAEFE EATF HTMLS5 2402 B Citrix Workspace [ FBIER,
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AT ESRBH M ARER R

R AR RIFIEE ME LR IC R BN EFEHRIEEGNANZ LT, UF, IhENEESERT
Windows. Mac #0 Linux B Citrix Workspace N 2 iHRIFEER I B, Bid Web F% 2R EER
BB, RPN BAEFARETR. @idItbhrA, METTURBEEML, UEEETNHREE
N EREENAERFIPFHNATER, Filee StoreFront BIOMB B ZET BBHIERT
Windows. Mac Z{ Linux B Citrix Workspace N FFZFhRA, ZhRASBF RN BER.

BXBFAER, BB NARFRF.

BRERNERINER

MILARAFHE, SREERENEBAMFEEER. LABETHEM.

5 Citrix DaaS &AM, BREEIOERE StoreFront 5 RS F R BREENEES, G4
TR, WAAEHARN, StoreFront REEELNERS, ERIMINEFEDER.

FH XenApp® RS

MUCRRAFF S, 3T EREREIER XenApp Services URL (2#19 PNAgent) MXERH. BN
FERRBRRAFTER, 7EFEFA Citrix Workspace N FRTZF@:d ElE URL EHEEIFES,

BERAIN XenApp 6.5 {2 HI2RHIEES

R EIEEfERA StoreFront BIEEHI SRR XenApp 6.5 FHIRR. HARILUEEA PowerShell Add-
STFStoreFarm FRINE(], ¥ FarmType 8/ XenApp o 40 :

$store = Get-STFStoreService

Add-STFStoreFarm -StoreService $store -FarmName "XenApp" -FarmType XenApp
-Port 80 -TransportType HTTP -Servers Xenl

IMABEB XenApp 6.5 FRIRA UERAERZEH @ #HITIES.

=3 g

Citrix AB3XZ#F XenApp 6.5, TERFRKBINRAH, EF XenApp 6.5 R {F1ZEH230V8E TR
BRo
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TZBR1E Internet Explorer 11 FR$THHFIRAVEES]

REEJHETE Internet Explorer 11 Web X BI28 T FF &R, hPABILAM Internet Explorer 11 58] 1%
RN AL, BIEMNMEREERT Windows BY Citrix Workspace N FIEFF 8EB & R

B & WiaE

UTEBRA 2203 CU4 LIREE E MR35 R «

« StoreFront fix5525 LRIV A2 FKE A RERBIER 14 K Ko
- AERHRFHILE ETERFN9RE THREP AR ETRAEE.

« AP BERTE ChromeOS LRINIE2RPITH N AEEMILE, RASETAPRITE P intall,
{B5&FF ChromeOS B9 Citrix Workspace R ALZIFE P mll, Fib, FF g%k
W, BRPEERHBRE TN, BIitEE, MiLEBkd ChromeOS ERIE P imtaNl,

« 3&ATF Mac B Citrix Workspace A2 £ M BERRIE TR R[5 1E 33 StoreFront [ FA & [E Y B]

L AN =+
HbE//i_F\éEI o

« FHAZXMAIEESE Citrix Subscriptions Store ARZS7E StoreFront fRS 28 EENBREHETRESHE
/%\0

- ERME|AFB% % Citrix Workspace AR —FG, NAERREXNNIEFEH, MAEE
Citrix Workspace N 2FH E 5l

+ %{5F StoreFront KAMEARS AP| ERRAIRFH, BESHRENLMITNNSIE, X
LG BAIRARIATERAER, HARBEIER,

2402 PR BEHin)R

2402 LTSR RFAEH 4 (CU4)
SREH 4 PREFNEMNL,

2402 LTSR 5RFREEH 3 (CU3)
KRB 3 PREFNEHINH,

2402 LTSR RFAEH 2 (CU2)

o MAIRIETIETEZER T Linux B Citrix Workspace N 2R ENE., A X FAEEURINARE
B MERE, IFEIR CTX692858

o FERIIAMEIIEEY, ER/ZR Workspace W AIEF THEIREN WA, FEREXERTHPE
.
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- ERMAMGRN, MRFESHEMNIIESZE, WA EENARREETICESMIIES AR
T

- FRNATRHERZURREN, TEAFERENEERENMERIRE. BRNRENAER
B R E RN A EFTIERE

- ERIMAMKIN, JAPKSIEGEEIHIEREMN, WRMIEREIES, 2R BN
WRR, BRAEAXAREASEE,

M 2402 CU2 FKF] 2407 5% 2411 5K, LHEIRETE 2503 R,

PowerShell €545 Get-STFWebReceiverSiteStyle AJRERAf&IX value cannot be null

[IENE

PowerShell 545 Set-STFWebReceiverSiteStyle AJEE=X}E1Z value cannot be null

mmRMo
TEXAFRRSEL, BWRRKRIERRF.

2402 LTSR RFIEH 1 (CU1)

« ¥ StoreFront 2402 A4Rk% 2402 CUL f5, fRIEIREMAF ]8T EE R Citrix Workspace N 12
FF#0 525 _EAY Citrix Workspace Web % F i,

- ERTHEAERMBELER. EXFAER, HEIY CTX691873,

2402 FI4BkRA

« HFEATF Windows 2309 BB = kAR Citrix Workspace N FAT2F1E R XenApp Services URL
E#3 StoreFront BY, EhZFFEAIRERSHETREINE, LRIBMEE 2402 CUL HEER,

« EABEEX Store #HHFEY, Studio HFAI(FEA _ERMERIGIRIRESE2HITE, WERNEZESBIM*
HITH.

« ¥ Citrix® Web ¥ BIEFEEBEXRTETAFI&E LN, BFEXE Web J%E 23T A
EIENER 6 MAER, XTERTFERMAAIRE Chrome 1 Edge UFHY Web 3 512809
E
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T, B, AHMENE

=53
FXIIERY StoreFront #FE

P iE]

%4 StoreFront

5 HTTPS fR#F StoreFront
fRIFIZHY StoreFront ZRE
ellfe e

MAIE BRSS 254

F4% StoreFront

CEIP
BARDARS
EN#; StoreFront

FRSESREBENH FINKE

#1 %1 StoreFront 332

WAER
StoreFront BRE H 7% R AV (B0
FA P 15 18) SR B Rz AR 7 e B 75 TR
MRIZER R StoreFront BYSAT RS
¥ StoreFront Z3EE#ARSS 28 L
€/ HTTPS & ZE P #H3 StoreFront BY717]
EZE StoreFront L858 % &M
FoE B BN ARSI StoreFront BRS5 28,

B E#FAY StoreFront ARSZFUNMA IR B ARSS 25
4,

HE5E1TIHRRA StoreFront BIARSS 28

WERIMASERE Citrix EF A RET
(CEIP)

BdiE StoreFront LUSEGE &S] Citrix
Analytics fRS3

MBRZ 23 IBR StoreFront

JBFRFTE StoreFront IKE, AECJLAEHEC
Bo

StoreFront 51&#9 Citrix Virtual Apps and Desktops EREERL, NAFPIRE—NE—EBIARS AR

=, LUnRHERENNERER.
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ZEE T — 1A StoreFront &,

CVAD
CVAD
(| Citri
=N itrix 3 Load 3 u
Rermate user Gateway elEmGEr StoreFront

F\n

T Daa8S

Cl

Local user

Active Directory forest

SRS
StoreFront {8 Active Directory #{THFP B2 . EARREMRINEMIFAER, URE
StoreFront ARS5 28 Z B[RS ##E.

MFRRSB[/EE, EIUERMABNRS 28 L& EE StoreFront, {BRELLINEEFAAIA ; TN,
StoreFront RSS2 AL T2 2 F F 1K B9 Active Directory i/, SHEMNTS5BEFIKFIHESEMFE
XRMIET, RIEEERNEMINIEEIRS Citrix Virtual Apps and Desktops it R 8817, AFMPAE
StoreFront ARS3 88 EB A AL F B —I A,

StoreFront [R53854H

StoreFront BIXE £ MRS 88 LECE, WRILUIENFFA StoreFront AR5 2RARIZ AR5 2R ERE #1THED
B. RS|/ATUREMNNAE, FIREESHRIAM, StoreFront ARECEES EMAF AR
FITRBFME R EFHEERS SFATHNAERS SR LHEENCE#ITES, XREE, R
StoreFront fREBRTAERZFATH, AR IUSSFERERRSSRIHINENBEE. B,
HiNPEARSS BR EREIEDARS SRR, HEBNITRMIESEMEH. ITRBIEERS BREMEKNL
BYSEHT, BINRARSSSRAVIEREIEE TEFIECE R, MpIEEXLEN, NRAEFTEFMHR
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SERMVEHINIE, ErILIEHARSS 28 L &% StoreFront FRRFEAINEI M EARS2H, FARSS /M
ABRSS 2B = B ECEFH EH AP N AREFITIH.

Citrix® ZiNIRSZS /AT RZAI kG NRRSHHEEBI S, BERATHFEFEIHR
MRS AR REVEFRL, HEMERER TR,

X Z RS ARA PRS2 BN HERRIER/NF 40 28 (BRITHEN) sv)hTF 3 2% (BAITHE)
BY, F32#F StoreFront BRSSERAEE. BERIBERT, RSBAFHABRSSBENLTFRE—MIE
(BIEFRO. ITRK) , EREADRRSSRENERREXLEIERITE, RSIFHERMAIUER—
KRR REUE. 2 EEXKENN A ARNERESHHEEFONRSSRE, 5EE, X
BB RE SRR, Citrix FEVFBAUEFANREREEE, BEragERTer AL,

kel

XtF StoreFront fRSS5ERAFTRIZ DRSS 28, EOMECENESHEITE, BERAEENERUSNS
ERAMRNAHEESS, HI20 NetScaler ADCo B X £/ NetScaler ADC #1TH HITERIE S
2, B2 hESE.

FFiZiZi5inf Citrix Gateway

NRIETRIMN D BINLZANERE AT StoreFront B9i518], MEFEE Citrix Gateway NitiZAFPiRERZ £
E#. J¥ Citrix Gateway EBEBTELEIMEHAER, FHEEABLAIER Citrix Gateway 53 MLEH AER
MEEFREFF K. H{R Citrix Gateway BEE AR & StoreFront fRS5 2587 Active Directory o

ERRS =M HITER

EARE Citrix B8, ErIgEEZ N EIEFOIAE StoreFront A1 NetScaler 8, ERLEIRSES
M EE2R (GSLB), FAIUEE— 2B URL, GSLB 2 EHEEREEP— X x RE
URL, &%, GSLB £IRIEMHSGEEZE (FIaNfHRATE] (RTT) S MEE) iSRRI X,

fgn, Eelged 3 MRIEM X -
emeagateway.example.com - FR/NFI %
usgateway.example.com - ZEE[x
apacgateway.example.com - YA %
MBZ%—1> GSLB :

gslb.example.com
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Remote Access using the GSLB domain name or a location specific URL for each Gateway

N\

E
Use location specific URL 8
g
=3
E
]
x
Q
=
Use GSLB URL » &
Use location specific URL- =
——
]
External Client E‘
[
-
n
Q
Use location specific URL
APAC data center
StoreFront Gateway Objects
Nl == o B [0
NetScaler Gateway - APAC Controller
APACGateway.example.com "
APAC StoreFront
APAC Controller

£HiCE GSLB 2 i, BERELRE GRS EIEBUREIALINAMIT DNS i, EELE Citrix
Gateway # StoreFront ZPEFFEHAKEA URL #ANEE FENARS SFERH,

StoreFront R ERNEVGIRETIRZB[ELECEINEE ; Hx, BEEARFTEMWEFRE StoreFront iR
SSA#RLIFBRIM A RECE, WER P TICEEDI N ARS S5 AEBRER B —BMIERIS,

StoreFront AILAERARES IRSEZ 2B BIANITIH (X)) , BBRITHES .

LT A FEE A INE) Citrix Workspace N ZFRT, EREEEAR URL FINAEERAFIEIRSZ
NEAEE, FAlt, MNREE GSLB FEE S StoreFront ERE, MENEREH X NEFHRMNEAR
URL,

p=3 g

2 Citrix Workspace A EFF1E GSLB [GEMA[E StoreFront B3EB ELEHFEY, ARFREE
FHITEMEIE. AL, BNZEBRAMY, UEEAENERT, AFRNIERBZRHBIE
- ﬁﬁgo

AP 5

BRI A P IRED,
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AP iAIE
AP A LGEE = MR [ERrY 75 A171R) StoreFront B fk,
« AH1Z IR Citrix Workspace NATER - B FRAIR Citrix Workspace N B 2RI A RILTE

Citrix Workspace N FT2F P S E T i5i7 StoreFront FiE, XigH T REMAFPAIIREK
HIThEE.

« Web %585 - B RS Web X289 F o] LOEE I B2 FEIE R M43k /17 StoreFront Fd,
BINBERT, BPEEEFAIR Citrix Workspace M BRFF eifnESmAMNBERF, Xk
BERED. BE, EeIUEERRNIMLL, MUEHRFTHR/LE Citrix Workspace W T2 AN A&
B B8R R 2R,

 XenApp® Services URL - B LEALBIBAR Citrix® & P iwmEY P el A EARIER XenApp
Services URL 1R S, BIE#EER, XenApp Services URL BAIANE .

Citrix Workspace™ W 1R

MEHZEER Citrix Workspace N FTER hREEARERE. REENAFKR, EXATRATU
XA I RIFEERY Citrix Workspace N ABRIEFIRAS, BEERRAKENK,

E{E/A Web JI%12848LL, Citrix Workspace FIEFEBUTME ¢

- BEMNRLMY, AN ica XHRTILELE, HFEMNFTH,

- @ERAYRISENME, TFHEBE Citrix Web 3 BENAI T AN BIEEFMEHE.
- RENARFRIPFRSREFNNZEE, UBEREICRNBFEHEREENRMS .

- BHFAEN, RAXYNARFNEMRENRHETKERER.

- I83RAY HDX™ ThiaE, BREMHIRMAEDSREENSHNSWINEEFIGRINE, XLWHATH
FEIRBEARNELREENVARFNESEERRENSMEE,

®, — M EERE— WL, ZMiLERTE Citrix Workspace N BERFH, FJUEEEZ NHLL,
EXMERT, ErIUEZBTE Citrix Workspace R FRIEFE H ERBANMLE,

&

Citrix Workspace N B 2FFERRERFALL URL (EAEITR. BEEABERXEFIRA, Citrix
Workspace N RAIEF _JJ—/(EﬁEFHF'EL%?‘JZMHJW]Q%J&E’A?EW]%O EERILERBEEEED
StoreFront 3@3d Citrix Gateway &%, B X IFHER, BB EEITR.

BE3R{#EH Citrix Workspace MR

ERALHBARKE, EAIURE— GG, WESAFREENRSEPITANAEENLE, EE5)
FTF Citrix Workspace N B1ER, FHEARAIFAFRHEFERE Web J%E8. IRKQME Citrix
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Workspace N AR, NWtaRAFPIRERZECHIED, s, MitaBsEtE Citrix
Workspace N AEFLUEERINAEE, B XiEMELR, B52% EREH Citrix Workspace N FHE
o IEINEELRILUESIEMHTE Citrix Gateway FRSRHL, 155 @i W X EiEETE R Citrix
Workspace N ATEFo

R FBRSIEARINB Citrix Workspace M FTERF

Lwxfa, WIANECE Citrix Workspace A2 FRVERIFAER, UEEZIRERAF SEMNATRR
FRNAEE, EaEIU ARz —aAPRHEAFERER, AMEtEREETTE,

BEERR .

EFRINBR T, Citrix Workspace 2R ER SN BREIEEIL HTTPS &%, 2R StoreFront
KREEBAER HTTPS, APXIHITENNEE S BT REMEA HTTP i, Citrix 3BTV INE
AEEEFIMEFREAS StoreFront WAREAFEE. BXFAGE, BSRERT
Windows B9 Citrix Workspace 2R XM W AEERES .

FrhECE

FFP R LGEIZ7E Citrix Workspace N FATERF H i AR A IS URL 3% Citrix Gateway URL RFHIE
BINAEE. MERBFMAERZA URL, Citrix Workspace N IR IHRH— NN BREES R E
EE, BXRIEMER, iEEIR Citrix Workspace N BTER X140

FaBc S

ERI AP RHE S EN AREEEEFAE RRIFEC X . & Citrix Workspace N REF/G,
RPIF or XU BEENAEENIKS. RRINMERT, Mt ABAFRRENERENSE TN
P IERIFREC S o (&R LAYE7 A P et VAR 2235 1m) B9 N A P RS RO PR it H A X L P B T 2T AC X
o BE, NTRSESRAES], ERILUEER Citrix StoreFront EXEZEH 8RNI E—PHEZD
N A IEEEOF AE DRI . PAKE, TRl EX G RGEHENMNAR. B XFHAER,
BB NAFRRHNAEETRE o

BRIERIAYIZE URL

¥F551T macOS WA, ERIUERERAT Mac B Citrix Workspace N FT2FI&E URL £/
FROIE— BN ABEEEEIFMAE SRR URL, &3 Citrix Workspace R FBEF/E, AR REHZ
URL BNR] Bopfc B R FARIERIIK . HEBIFAERRARIZTER, ABFER—AIUDRLER
FH# URL,
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BT TR, & T

EENE TR FHANIK, ZIThEE, BREFMEENAEERILEIFAER, MIEE Citrix
Workspace N ZF#IaECE L 2P A B FHiEF#titt, B XERELLINRENFRER, 55
57 BT B FE AR & Mo

£RMNAIERS

f§£F8 Global App Config Service 91&#Y StoreFront N AFEIEACLE Citrix Workspace N ATERF. 158
%) ECB AN AR IERYIR B,

Web X418

{ERFERAMZELER Citrix Workspace NEFHERAR, BFPHLUET Web Y% 2sihRIE N B

G, BE, —TNARERE— 1ML, BEAURESZ WL, S17MiGEE E S8 URL FES
Bo

RERFE P AU EES MBI N BAEEMLL URL, INRER StoreFront ERERRAE ZNWiL, EAILUSE
R—1NECENFIA URL, HSEFSMEIEXR URLBY, BREHETERSRZ URL,

NRIEEEBE Citrix Gateway, NALAFRFMEIMX URL, X@EEE—1AEH URL, BRIUE
BEAERHERR URL.

xE:

M Web Il %5 2545 FE BY S B P 15 Wiy URL 5 B FEC& Citrix Workspace [ FA2 RN A IS
URL A @,

SAFEHEZRIR, BRfHEIEN

1. FREARMZER Citrix Workspace NAEFFER. XFWERRN. XANAFRET RER
¥, ANEFNRTBNRERGEN. BEXEZRAER, BEHESRD

2. BRAENGHEFER. XEAPTHFERMEZE MR HIRER,

N B R EREAME L Citrix Workspace N ARZFURITEEED. B EREE, UIRL
ENE IR ERIRE LA P IEE. B2IRERE Workspace N FTER.

MNREEGRIEERET NRAEM Receiver REJH, NIEERA Receiver for HTML5, 84X AP EXIEN
AR IT AN AFEEMLLEY, AP LUERE T FRBEMR UEE Web X EBPEDNE R
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XL BRPIT A AFRNER

WFREBMLZ LA, RIANBERTZA@EE Web X% 281418] Citrix Virtual Apps and Desktops 2
HHZIR. EER Web % 2RE A EEAMNBZFRAMIAE, BEER Citrix Virtual Apps and
Desktops AkZ525 L EF ICA WebSockets E#%E&, Citrix Virtual Apps and Desktops f# im0
8008 #1T Citrix Workspace N FFEF for HTML5 £, HREHIBAASEFE MR & DIFIAIE
i, BXEZER, EBHWebSockets HRIRILE,

797 £ Citrix Virtual Apps and Desktops RIRIIESN, BEEFITENAERFMEEB VDAB
TLS %%, @i Citrix Gateway HUZFZZERE ] LUER Citrix Workspace N2 for HTMLS B&h&E
IR, MIHRICEET] VDA B TLS &E#,

EGEE
U B EORIE Web IS8R TF LA TS RS BAE A RAEH) Citrix Workspace AR B B 32

FFEY, XAFAEEEE. MIbAILUBIZMA NS AR ER Workspace N AR BEUB R
o

Citrix Web § BB

AT RERERAFALR, EERE Citrix Web I B, XLEEBER Web X BN B, AIRERFE
1%, BFRNAMZ R Citrix Workspace N BREFHEMELINBAEZFNREHE. 5 Citrix
Workspace Enpas #8Lt, X TEHFNBFALR, HEn T 2BIRS s 1 EHT%ER0R =,

EEAETISNSRT BNEF IR, BHRITUTIEE !

« 7E StoreFront fR$ 35 £ E R ILLINEE,
« EEFPIRIEHE FEENRIET B

« EREEHR T Windows 2303. Mac 2304 ¢ Linux 2302 T & = k49 Citrix Workspace N FHFZ

F

o

RPERESIFNTS LIARNBEEMILE, RAERTETAPRNAZ2EE Workspace
EF. TEASHER Web B, IIRKW, NMZEiEEHA Citrix Workspace Enhgs. BE5
Workspace N BEZEFNBINE B IR HPIZE", 2358 Citrix Workspace T

B LAE 0N Workspace N TR,

p=3 g

£ StoreFront HRAF4kHRIE], Citrix Web I BASBEIER. MRIFEARZEEREAILLINEE,
JHUEEﬁlM%ﬁMFHJkuo 7_5E5EE|"JH)§2F‘:P, bJﬁiﬁFﬁﬁnB%EFﬁo
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FRIBERERY, BILUERALLT PowerShell sn40 /2 ALLINEE :

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension"
-IsEnabled $True

S

ERLHEMAEE, K& Citrix Web BRI AF B XITANAREEMiL ATRE2E R 6 #RVIE
IR, BRIEBFEBRE Cookie SMIKE TIHE ZEHE B Citrix Workspace WRTEF", FNIILEE
RARBEREE, HIERZR M= RN Citrix Web i B, SXER 37, &
it 6 ¥, MRIEHKEAFEBE Citrix Web ¥ &, BEEHFEHEZR,

EH Citrix Web ¥ B, 185517 PowerShell 545

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension"
-IsEnabled $False

Citrix Workspace EEh28

YA ERMERAZ IR ERSAN K 251518 StoreFront Wik B k%22 Citrix Web ¥ B, ES
=X Citrix Workspace E&hg8. AEesnlgeRiRmAP#ITHAIA, F :

This site is trying to open Citrix Workspace Launcher.

https://storefront.example.com wants to open this 2pplication.

l:l Always allow storefront.example.com  to open links of this type in the associated app

Just a moment, we're detecting if Citrix Workspace app is
already installed.
MNRLEET ZZFRRAR Citrix Workspace NBTER, Nz ATEF BN StoreFront, X528
BEFEX—R, HEENAEFEFER Citrix Workspace Launcher,

7£ Windows. Mac # Linux EERLTXIEEREY, EEMiERIAMA Citrix Workspace Launcher :
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Firefox 52 ERARA
Chrome 42 S{EShRA
Safari 12 S{EmhRA
Edge 25 E S HRA

Citrix Workspace Launcher 2 T &{EhRAH Citrix Receiver 3§ Citrix Workspace &R

 &AT Windows B Receiver 4.3 S{EShRA, & WebHelper B (LA HRRINR L)

o SEATF Mac BY Receiver 12.0 B{E S AR A

« S&ATF Linux B9 Workspace W2 2003 S E ShkA
#N5R Citrix Workspace launcher REJF, HERFPAATFEITH, WERTEQNE Atz R
Citrix Workspace M BIEF. AP AILUAREER, HERT BRE", EXMERT, ERELREIEF

F ICA XS T & Bohi AR, BRHEETLUEEHEZE REH R H EH Citrix Workspace
MAER RKER.
Citrix Workspace launcher BB TR :
s NREBELIKIRS BN HIEREEERZNIERD StoreFront fRES2348, NI Citrix Workspace
launcher AJRERBIBUIE LK, MEERILRIE, EARITNEBIRS 2R HHEREE RG] B

Web RIEER P HNEENEBN S A RIRNFAERES|— StoreFront fRZ254H. B X ¥4
€8, EE[% CTX460312,

o J@1d Citrix Gateway E#ZRIMiLAT, Citrix Workspace launcher £ X Y HDX BREERE
Citrix Workspace R FATERHIiE KA I2[E StoreFront RSS 88, WIRM * BB N NEHRIIE" (M
JE HDX B&H) , M Citrix Workspace launcher &% %% StoreFront, EfFRIEAI, EHAMR
&M Citrix Gateway B2& T HDX ESHFIEHAY STA fRSS25. 4RiE Citrix Gateway, ¥ FEDR
AEIGE N BRI HDX B8H”, HELE STA RS,

 HNR Citrix Gateway BIHBLZI FHIIERIIE, N Citrix Workspace N BTEFTTES Citrix
Gateway 237 SOCKS &#, HItk Citrix Workspace launcher &% K,

« Citrix Workspace 25125 7EE @1 Citrix Gateway I REF£ BRI IERT R EIER.
tCEmAETUER. ENABEMEN BRISE REL, AR BERAMYLGIERER

ERENFZE, 8BE Citrix Web ' E.
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IE X 4123

FAF &R Internet Explorer FR¥TH N FARIEMLLEEY, RASIRTAF L3 Citrix Workspace N F
12, HhEEEAT Internet Explorer B Citrix ICA B IRINEN, ZEMRBMGE, @I AME
M Citrix Workspace N B2 BN BRI S,

ICA X TH
ANR MG T A B AT E A 5 UM B A Z2 2/ Citrix Workspace N TER, HERAFEEHBR
£, WYAP BN ARFRREEN, TR TFH— ica Xf. BRAMERAHZEN Citrix
Workspace M RZFT AL X4, RENERILEAZE, REWT !

o T ICAXHEFHRERE FEEREX K,

o A REEINEE BN, MLTEEMEEINERIE,

- HEBSHIIEARTTH.

R, B XIFMER, 15807 58F Citrix Workspace B ER.

HIRRES T

A AER URL, LURM N AREIET A BREMNARRFIAR. RXEERR AR ARG L
HERNMIEF, UERAFREIFRRR. BFRREGHEES, FREERIINAEENL, MNRER
R, WELLER. YAEENLSEHEHER. BXERARREAXNESER, BEH
G R EE T Tho

I AREFIRES N, FRARNARETREEMYAREFEEHERNGT. RESATEX
DEEHERESTHNARFNZIRE. BF, IREMNBETNSEAFRHRSIEEESG, WA
NENEARZBEIRIRES . REAATEAFSITEREELNARER.

ZOIENAERREAN, EFEEAFEERREAXNATBMLA URL ACE StoreFronte HAF
BEMuLy ERNRREFIRES BT, StoreFront RAREZHIAR URL FIRGEZMiEL, UHERIER
R BZEEIMLL,
XenApp Services URLHE

Pz

XenApp Services (12#59 PNAgent) BEFF. BINEFER Citrix Workspace B BiEF@id
Store URL #E#£%| StoreFront,
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ERFEEARIBRR Citrix FFPIRHIE P AT LUEE HEE P inhEREER XenApp Services
URL RIFE)EEE, XA LG XenApp Services URL, M3E1T Citrix Desktop Lock BIE 1N
ABMKREIZEMEFHFAN PC EAMEENAR, FkETXH, EMAREEEMAZ
& StoreFront fR5528HY Microsoft Active Directory MRS

StoreFront 2#F:@id Citrix Workspace N FATEFE] XenApp Services URL BAE B FEE SRR
iE, Citrix Ready & 1EIk1H =S fEA Citrix Fast Connect API, 1&@3d3&AF Windows Y Citrix
Receiver Z5&FAF Windows B9 Citrix Workspace N AEFE{LAFE S, UEA XenApp
Services URL E#ZERIFEE, AP ERAOES XM TIEIEHITEMIIE, HIREEEE]H Citrix
Virtual Apps and Desktops {2tV EMNBIER. B XFMER, BERKH EHTF Windows
A9 Citrix Workspace 44,

BIBFFEIERS, FEIERY XenApp Services URL ZRINE A, FEERY XenApp Services URL &z
http[s]://serveraddress/Citrix/storename/PNAgent/config.xml , Er

serveraddress J& StoreFront E3EHRSZ B[N H FEHIMENTLREH %, storename ZE6
EREENIEEMNETR. XA RAE[EHE PNAgent Y AY Citrix Workspace N AR ERER)
StoreFront, A * A]3@i¥ XenApp Services URL iFRIEEMNZ Fin, 15258 BPISEENK,

BEEITEmM
XenApp Services URL STEX T EFARZ Citrix Workspace NARIEFHAF, UKREREEHMIA
A ER RIS R TMER, HITRERTER XenApp Services URL 9 P 1R &RV 18] ALR
BY, 3EEEUUTRE,

o IBEEIEHFEER XenApp Services URL,

o BILEBESRIBEIE XM config.xml RIS XenApp Services URL i& &,

« XenApp Services URL XIFEXBHWIE. HEBEMRIE. SEFEMMIEUANEREFERS
M, ERXRFMHIWIFZIAEA. B XenApp Services URL REEECE—MB M IIEAZE, HF
B8 EIEREE—" URL, IREFEEAZMBMNKIESZE, WKMASMEGIIESE
SR BMAIRENE, SN EEERE— XenApp Services URL, Afa, BHBFRXIEESS5H
BRI AEEMNAEE. B XFAER, 55 EF XML N85 KIIE,

« XenApp Services URL BAIAE A TEX#ER, B AREHEZR.

- AR ESEBNIEREERE LS HEEREREmMNATZFR Citrix Virtual Apps and Desktops
ZERERAEIHIEFISS, MM StoreFront SR IRIEARS -

RFER

1E& % StoreFront 281, 1BEHE ¥ StoreFront EfE,
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StoreFront JREZEBREK

LN
Citrix BEMIXAHZIFELUTFE EZZE StoreFront :

« Windows Server 2022 $3E O R FIFRERR
« Windows Server 2019 #E /O RRFIFRERR
« Windows Server 2016 #3EF/ORRFIFRAERR

p= g
StoreFront & Windows SR, FILTEZREIE Windows Server Core o

AR5 2sLHPBIFRAE StoreFront AkS5 250 M EAMERRVRIERGMRA. BEEMXIFIKE,

R HFFARITIT StoreFront BIARSS 88 LRVIRIER R A, Citrix BIEEFLZENRIFRALLTR

StoreFront,

A& StoreFront Z A, #Z17E Web Br5585 EERALT Windows IhaE, XEHAHEHLTER
Windows EEAIAB R, FEULFRIFERRMENE, SNTFHERIEEEE,

« NET-Framework-45 I&E

o NET-Framework-45-#%:(»
» PowerShellRoot

o PowerShell

NRZEER .NET Framework IRAETF 4.8.0, MEZERFBEENZEE .NET Framework 4.8.0, 15
AR, XERBRE NET-Framework-45-Core Windows IhgE, Itt4), StoreFront 2402 CU3 &
SHRAEZE NET 8, MREALZE, WEEREFSBNEZE NET 8

N StoreFront ZEFZF MBI LU TR Windows IhaE, MESBHEEEN] :
« Web RSS2
o Web-Web R$%Z28

> Web-1BA-HTTP
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o Web-ZRIA-X Y
o Web-HTTP-££i%
o Web-#&-RA

> Web-HTTP-EE [
o Web-3&iTHRR

o Web-HTTP-BEIEH
o Web-Z2%

o Web-7#i%

o Web-EA-FHIIIE

o Web-Windows-& {3181
o Web-NAEF-FF 4

> Web-.NET-# 45

o Web-Applnit

o

M4&-Asp-Netd5
W4R-ISAPI-1 B
W4&-ISAPI- Tk 2s

o

o

- MK-BE-TE
o E-BE-ZHE
o ME-HIA-TH
 .NET Framework 4.5-IAE

o .NET #EZ8 4.5-ASP.NET

o .NET-WCF-ig5345
o NET-WCF-TCP-PortSharing45

TE&E StoreFront 28, FJLUE IS MubBshEI AR B R IReh2s. RS [/ATHPIEIRS 3
., IS /A StoreFront FIFERT IR R4 AEE],

M
Storefront™ ARZB 23 ITLHEA TEK !
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. Q0IESE : B/ 2 MEI CPU, BV 4 NEL CPU
. RAM : 4GB, HIEEANTTRAESMAM 700 2%,
o Ffi#ZEE) :

o StoreFront KB FHEE 250MB,
o BN FEE 30MB, RigES TN ABE— Wi,
o WFBMTERTREFENNAREE, FE 5MB, 0 1000 PUETE 8MB.

o RIBENER, N IS BEXHREEBHIZEE], BB Microsoft X TEIE IS BEXHE
RIS A,

o JJ StoreFront 2T HEIREEBEAIZEE, BIAER T, StoreFront A MARSZRE 1GB H
&o StoreFront BPE@EEE 1 MEMHFIRS, NNETNEREE 3 MRS (MAMEERS. B
RIRIEARSSF0 Web ik Receiver BRSS) - B85 1R StoreFront tfEHEER,

e
StoreFront fEFM Fim A T@EE, IBERFREA IS EMMNLZIEE DIFAX LR,

o BPFIREA HTTPS B HTTP %13 StoreFront, @E 9 3@1d TCP im0 443 8 80, EAILUD
YR P InEEIEEE) StoreFront, {E@ERFPInSEERAHSEREIM %, AEFRERLE
StoreFront, ERILATE 1IS EeB B PRER MO, ZINEFER HSTS 58%] Web X% 25EH
HTTPS,

« TCP %[ 808 AT :
o ERZSBFANREFTREF., XMCERTERT WEFXAZRFERNEAMEIBEEMIENEE SQL
Server BHEEMIBE .
o ERZSRAZEIRFTITIH. XICERTFEEER EF TR IS R.
o ERARSZIANES FiEo

« 7EARS3ER4AH, StoreFront AR35 28 [BIR@ISEMA MPRE R IR B ix O FREHLERR TCP R0,

o WRIFIEEERATEH StoreFront M5 28HY NetScaler faFa%iss, ©EEIEET) Citrix JRZIAM
22, BABERT, HUSHISR7E TCP B0 8000 HinfT, {BtalARE @E HTTPS Ei [ 443
iE17. &% {8 NetScaler ADC #{TH E %,

HIRZ 2L StoreFront B, SAZE Windows B ASEFN LTS 1518 StoreFront BIHITX o R4
HRRNERMLE LRI A E MR F AR ALIERBEE AR S E TCP isONRE.

StoreFront 21548 IPv6 ML IPv4/IPv6 IFIE,
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ETHER
% StoreFront THEEE K Z22E StoreFront B Windows AR5 2811 A Active Directory 1%, StoreFront
FRERLEETEIHIERIZS Lo

771k StoreFront £33 Microsoft Active Directory 3B #1TERIIE, 1EHAR StoreFront ARSS 25
EMASZEFPKFIE, X5AFPKFEEEEEXRNE, WF IHERE, XBERHHEN. xt
F AR &HMED FMIIE, RIANERTEELD, HEERIUEE StoreFront FE MM IIEEIEAR
IR,

WRIBIERMAZEBIIRSS 25 £ %2 StoreFront, MM TFINEEARATA :

- IR53ER4A
. Uik

- REXRFRNEBZANSMIIESE, TIEEEREEET StoreFront EZ2BIM X, Eh
MECIE StoreFront Ry HRI0IEEFELA T HEHIZR.

{8 Microsoft SQL Server f£fi&i] /A #iE

R L% £/ Microsoft SQL Server ZiETTIRIEHE, StoreFront 2#%5 Citrix Virtual Apps and
Desktops Z#EFEHRAIRY Microsoft SQL Server k4, & % Citrix Virtual Apps and Desktops RAE
K, BB BIEE,

BAHZRMER

Citrix BMIRXFF7E StoreFront SLLF Citrix = mahk AEC & 52 AR R 4 32 3%,

Citrix BN AMKEE™
StoreFront 2L FhRZABY Citrix Virtual Apps and Desktops :

« Citrix BN FIFNSRE 2402 LTSR
Citrix FE¥UN FAFISE 2311
Citrix FEUN FAFN K HE 2308
Citrix FE4UN FAFN K HE 2305
Citrix RN FAF1SKE 2203 LTSR
Citrix RN FAFISKE 1912 LTSR

BN Gateway
LUFRRASEY Citrix Gateway A B FALNHEMLE ERIE P e StoreFront 35 RIER,
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« Citrix X 14.1
« Citrix f % 13.1
o Citrix % 13.0

1B Citrix Gateway BUIEZE R LUER ICA RIE. Citrix Gateway T E P i VPN (CVPN) &

Mo

APISEER

StoreFront AP RMET Zfian L mAMN BEFHNEDL, Citrix P ] LOEE A ZER Citrix
Workspace WAEFHEENKE TG RNEEE. 8 X IFAER, 1581R AR IARED

A HZFEM Citrix Workspace BT

&) LUERRPTA Ha1 24509 Citrix Workspace N ARIEFFIRA, TiL2@E NS IEEL 2@
Citrix Gateway, Rifin] StoreFront MRS, B % Citrix Workspace T2 £ ERAEEE, 15
£ <https://www.citrix.com/support/product-lifecycle/workspace-app.html> o

IHAR Citrix Workspace™ [ FRF2F#0 Citrix Receiver™ AJRERILUETT, BARS R,

Web %38

AP RILUER Web M SE22A RN AREE. NARFMEE A LUBEI AL ER Citrix
Workspace A 2R (FAREEEN) T Web FSzREnh. RIBENMLECE, RKLHAFH
MEX B 75 A BT,

BEAU TN SR RHhRA.

£ Windows L :

M3X Edge
o &8t Chrome
NAIGH 55 25

IEX| 288 11*

* Internet Explorer 5] F§ &2 BB AL B AR MIEIM A A E/EMit, HTMLS HDX
B iHARZHF Internet Explorer, FEILLE#ER Citrix Workspace N AR EEE)Z R,

£ Mac Lt :

o Safari 8

o &H% Chrome
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o AAIH BT

1 Linux E :

« A3t Chrome
o NN S 25

B XEHEHRTF HTML5 B8 Citrix Workspace N FTER @1 Web X S 2EEDRFENE S ERE
B, B2 EATF HTML5 B Citrix Workspace [ FTEF X140

Citrix Web § B
RNTIREEHIKLE, NP Citrix Web ¥ BARINEIE Web %25, BXEK, 1B5EIR Citrix
Web H\-Eo

IBhRIZ &

|HAR Citrix & Fima] LAEHE XenApp Services URL 3518 ZHAEZ FRAY StoreFront M FAEE. XenApp
Services URL /7 Citrix Receiver 3.4 Enterprise N8 RIRAR P iniE I AEEIREREREMIBIR
X IREEFA, FRERRNRAPER,

EREFENR

¥ Citrix Workspace MRS EEEES (A

Citrix WX 5 EEERFERER IR F (CAC). EEEFRIMESKAAZERTAZFDRIE (NIST PIV)
FURFLE USB BREFTHENFRAM, ERIUERNE USB BH/EEFENOIKRE (CCID) MEH
WIRERRERERS (ZKA) 1320 1 EEREFIRFEHRAEMIURFER. ZKA 1 EEMIUIRFHE
KAPREEFEAR TSR, TXFHEMAERNERFIRFE, 2F2 KR+ HFERTRA
PIN B95282) . JEEMIURFHRURETRIETORR (TPM) B BEME R+,

3FF Windows &8, FHeEFZFET Microsoft MAITEN/EEEF (PC/SC) 1 ERSE. FNREE
K, B FMIREBRVNZIRERA L FFFEIRT Windows BEHIAIE,

B X Citrix RAZREEMPEGHNEZER, FEA Citrix Virtual Apps and Desktops X4 FHEYE BE
£ # <http://www.citrix.com/ready> o

Citrix Analytics [RSZE3R

& o] LB E Citrix StoreFront, L& Citrix Workspace W FIFER B] LU EIE &% 2| Citrix Analytics AR
%, BEEIFAM(E R7ECitrix Analytics fRSS H#HIT T Haid, HEINEEZIFU TS ©

« BT Web RS 285IRAIRE S,
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« @ITEATF Windows #Y Citrix Workspace N FTEF 1903 3 8F =ik A58 IS,
o WLIEATF Linux B9 Citrix Workspace N 2R 1901 54 E mhAR A A R A IE,
23 StoreFront
RiEMECE 27
EREFEIE StoreFront 271, BEERAEK,
Z4E StoreFront
==

JBtRIE RS StoreFront B HILETESIRNBIEER R, BHRERFIBNARZEFHEEXH, HEHE
RS LR TITHMIES SR IE,

1. M StoreFront FEDIHE FTHZRERER. TEZFMALTE Citrix Virtual Apps and Desktops B
REY \x64\Storefront BRFILE

2. EAEEARMEIRRNRAIKS B RE] StoreFront AR5 25,

3. #E| CitrixStoreFront-x64.exe, HIUEIERBMEITIZXHF-

4. FERRFEZIFRIY, ARRET—%

5. MNRBMEBMLERETIH, BRI T—F%

6. TEFLZETNHL, NEIHNERENNLERMM StoreFront B, AFRERE
7. BETRE, BE T
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$2 Citrix StoreFront - —

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Information Services (115 installed successfully.
& StoreFront installed successfully.

@ Citrix StoreFront 2203.0.0.29 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish.

8. StoreFront FIREREREFHBNATM L =, BH B ILANEHEE.

9. 7 HTTPS AZ& Microsoft Internet Information Services (11S). B *$ 8, iESFHER HTTPS
{R1F StoreFront,

ESIRERTA TEE StoreFront

1. FREEXRMEIERN R ERE] StoreFront fR55 23,

2. ISP BLENFRRTHE, %3 CitrixStoreFront-x64.exe, SAEIIZH § £1FIRZS S MG
NIVAE=

3. AMBIRTA T, SMAEILSLEXHFHNIXHRABAULT BT,

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR installationlocation]
[ -WINDOWS_CLIENT filelocation\filename.exe] [-MAC_CLIENT
filelocation\filename.dmg]
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B/ -silent SEUFRB S XL StoreFront RENED, FIABER T, StoreFront Zi1E C:
\Program Files\Citrix\Receiver StoreFront 1, B2, ERJLAEH -INSTALLDIR BEIEE R FE
MZREANIE, HM installationlocation &% StoreFront BB R, MREITENRSBIENRS
2RAH—ERSY, M StoreFront REEAIEM IS MILiGE. ¥IRREFMILS ID MATEFMBERS S8
FREF—

S F7E Windows 85 macOS £/ Web I SgsHFT AN ARG, MNRBINER FLELNE
Citrix Workspace N T2, RARIRTAF M Citrix Wik FHHREERTEFEHMEMN
Citrix Workspace N BTERF. ErILUERILITH, MUERF M StoreFront fRS388 T & Citrix
Workspace MAREFZEXMH. BXIFMAER, FEREENABEAR ERER.

NREITREITILEREER, 15187E -WINDOWS_CLIENT #1 -MAC_CLIENT B8, U575
iEATF Windows B Citrix Receiver & F Windows B Citrix Workspace N 2R A RSE
F Mac B9 Citrix Receiver &R F Mac B Citrix Workspace 2R ZEX 4 § HIE
StoreFront SPEFHIMERNAIE, §F filelocation B ATDEE L FINREXHNER, &
filename B N 2SI TR, EHA T Windows BY Citrix Workspace N AIEFEUNRER T
Mac B9 Citrix Receiver S(i&FHF Mac B9 Citrix Workspace N EFLZEX S S1EEH Citrix
Virtual Apps and Desktops Z2#E/ G,

Windows Server 2019 B .Net Framework 4.8 ESS %

.Net Framework 4.8 & Windows Server 2022 FHFRR&ELH, BFRZE Windows Server 2019 E£HY
MREAHE, MERIZE Net Framework 4.8, CitrixStoreFront-x64.exe RERZFIFBIT Net
Framework 4.8 Z#12F, WIRIEEFERIER .Net Framework FF, M{EZEE StoreFront Z &1,
OIReEEEHEHARSZ B FRESTH Net Framework 4.8 &R, MR T IEFEIEIT PowerShell &

&, WrlgeR&kEXME R,

MNREEFHEE, CitrixStoreFront-x64.exe FHEY, ZEEBEFNEHEON. MNRZENTEE
B, ERUBIRCERY, SNHERERAFEFED. EXMMIERT, CitrixStoreFront-
x64.exe HFEFHR[E] .Net Framework 4.8 ZEIZFHHERIERILEHAE. EANEHENRH
(A=Y

« ERROR_SUCCESS REBOOT_REQUIRED 3010

« ERROR_SUCCESS REBOOT _INITIATED 1641

I FE1d PowerShell BIAERZRZEE CitrixStoreFront-x64.exe, WIERARSZ2E FHERZLIE Net
Framework 4.8, EMAZEE,
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{E)9 Citrix Virtual Apps and Desktops™ H—E80#{TRE

& T LU StoreFront ZE7E 5 Citrix Virtual Apps and Desktops #EEIRIARSS 28 Eo 55T Citrix Virtual
Apps and Desktops Z3#%12F, AREH BEE Ti%&# Citrix StoreFront,

ﬁ%alh\
BEXBEXHNEZIFARR, BEHEEET.

BdiE& StoreFront

LTEESEMG, Citrix StoreFront BIRZEHI S BoIER. EHAI UM FIE"SEFTH StoreFront,
Citrix StoreFront EIRiZH| S B XEIE, SIEHEM LT,

s Citrix StoreFront [=[o [
File Action View Help

«» [m BE

¥ Citrix StoreFront CiTRIx' Actions
* Citrix StoreFront -~
»

Wigu

6 Refresh

Welcome to StoreFront H vep

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users,

Join existing server group
Add a server to an existing load-balanced group.

o SIEERE, 1T StoreFront BIEHEEE —S RS 3R, PIRBEMEIEEE ST StoreFront
g/ NBUEFERE, BCiESE—15 StoreFront AR 23/5, BRI LAMERS AP ARINE 2RSS 25 LU
MBERE,

- MAMBERSEH. HE—ERS|/AMEIIA StoreFront BPE, i IIED AT HREIG N
StoreFront SBEMN AR E. ZARFHRMEFBENLAH T, BARMRS S, EFZHREBEHE
MB RSS2

T8 AY N A P TS TR 7 R @ K| BE 88 8K Citrix Workspace M RERARF R BEREAF A,

Citrix & P &0 eE i1+ 1!

BEERT .
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i&FF StoreFront BY Citrix PRI EITLI BES1E, StoreFront 2402 LTSR CU3 EEhR
AAR LM CEIP X=H3E, MNRIFFERAMNIZ CU3 ZRIHIRRA, StoreFront £MIARS &Z1XEE
', BEIER2&RE,

MREBS Cinix BRERBEIH (CEIP), ERKHBNERERMARA Ciri, MR
& Citrix = SR BAIELE,

AINBR T, LI StoreFront B, X BIA CEIP, BXREIELEALELE StoreFront £X
[E#1T, ERIUEEMTRIKEFESULIINE, MREELRE StoreFront ZBIESCEMRIZE, N
RfERZE, MRETFHLR StoreFront ZAIESCIMRIZE, NEEMRZE.

B

BRI IMER I ESSETENE, EENRFTEENTERIERS. Citrix TARIER]
DU RA A EMEREMRRIESR M SRR, EEITAEERAIMRRESIXL, E5H
HIEAMRZE, BEUENEMR.

ERHOTEIER S LEREMRIRE BUME=1)

Location: HKLM:\Software\Citrix\Telemetry\CEIP
Name: Enabled
Type: REG_DWORD

Value: 0 = disabled, 1 = enabled

ZUANBER T, Enabled BEAREE. HEXRIEEHN, B EENELTERRS.
{53 PowerShell, LT cmdlet B12/A CEIP ;347 :

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name Enabled
-PropertyType DWORD -Value 0

p=3_

38



CITRIX® STOREFRONT 2402

M FRIREZRFIE RS SR LB AHHNELRIHBIENERE N8 L%E. fa, MR

1815 Delivery Controller 1HEBIARSZ 25 LT StoreFront, FHIREFHFMR:

REERRIR

i CEIP, NiZaftR M ER N A F XMW N

M StoreFront &R CEIP #1E
TRIBH T RIREMNE B E B LB ARHA,

iR

StoreFront A4

N R ST
AR5 2R AP RIARSS 2R 1T

SN AREIER Delivery Controller™ &
HTTPS EEH

&M T Citrix Receiver™ for Web B9 HTML5 &
B

iEFT Citrix Receiver/Workspace N FBT2FHY
TEXEFHEER

ERATNAEERNZERRERA

M X E

BRDHhARSS

XEHEASLSEMALRFIEE R M EIFAER.

F3

=

T StoreFront B ZZERRAZERTR. 6
i, “3.8.0.0”

ERE RN AR ER TR
AR5 2R H P AR S5 AR L E R 1T E 2R

IBREERES NN EEIER A Delivery
Controller HEHEESZR,

IErEERTERERA HTTPS
(“True"=“False”) BIFEFFER.

FETE Receiver for Web 5 £5H9 HTML5S
Receiver I¥E (“#/%%". “BELR"Z“X4") BIF
FFERTR,

FETRE Receiver for Web It E2FEER“T
EXEEE" (“True"si“False”) BY%R/RIEFIZR,

RS ERES NN ABERE CBARIES
A" (“ENABLED"Z“DISABLED”) W= £
=

ERERECERY Citrix W X BRI ITELER,

INRIEZBIEE P H BB AM StoreFront F8E, NMIRIMUECE StoreFront, MEREIEA XTI 5
ARy Citrix Analytics BRS3. ECESS, Citrix Workspace N FFEF 0 Web %5 2SS AP BHLXF)

Citrix Analytics #1743, Citrix Analytics RR&

BEXAR. NARERF. R, MENBIERIERT,
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LR AP T AN LERE. E1E Citrix Analytics XIYFFEIES X IWINEEMER, BSH A
StoreFront # A Virtual Apps and Desktops It

FECELITH, BHRITUTRE !

* M Citrix Analytics FEECEX 4
« {5 PowerShell ¥ Citrix Analytics &S AR &M StoreFront FREH,

StoreFront ECE5EkfE, = Citrix Analytics ARZ51E3KBY, Citrix Workspace N AER BT IAM
StoreFront T & X ¥R

BEERR .

1&H9 StoreFront EREMTEEISEX R Citrix APl IRSS. 155157 Analytics FLEEK,

M Citrix Analytics TEERE {4

BEERR .

TR ERECIHREENEEX . THEBEZEREZXMG. BNSHRNBHERIA
HZ XY, BEBTRE, EAIUBRILEXH. IREFEES—aitBY EBXERNBE
&, BILLM Citrix Analytics ARSZ BIEZEHI S BR FEIZX 5o

1. EFAEEGKPERIMSIE ( https://citrix.cloud.com/ )o
2. EEEERRF,
3. BT EEE T Citrix Analytics fRS EIRZHIE

ol = 177

Analytics

How to Buy | Learn more
» Launch Demo
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4. 1E Citrix Analytics fRSZ BIEIEFI B, i%EIF Settings > Data Sources (I%E > HiER) o

5. 7f Virtual App and Desktops =H, %8 () HEEF, 7A/F1%E#E Connect StoreFront
deployment (%% StoreFront Z8E) .

6. TEi%#E StoreFront EREDIE L, 73F TEXMH LU T# StoreFrontConfigurationFile.json X {4

THIEEEXH
{
"customerId": "<yourcloudcustomer>",
"enablementService": " https://api.analytics.cloud.com /casvc/

<yourcloudcustomer>/ctxana/vil/cas/<yourcloudcustomer>/XenDesktop/

<deviceid>/dsconfigdata",

"cwsServiceKey": "PFJTPn..... T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/

<yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

Hen
customerld E H a5 = HIME— IDo
cwsServiceKey & FHriR S aiin &= P kP B ME—25A,.

instancelD EATZEE ({##) M Citrix Workspace N FBF2FE] Citrix Analytics BIIERBIERL IDo
INRIEE I EREMZ T StoreFront AR 2REARSS2RAE, ME MRS FHRSHBAEALEEH—H

instancelDo

¥¥ Citrix Analytics ZIES A BIIERY StoreFront™ EREH

1. ¥ StoreFrontConfigurationFile.json X {4+ & HlE43#h StoreFront fR$3258 (3K StoreFront ARSS2%
HPN—ERSER) LHNEEXMHSEH, UAThSREXHFEREREHEH,

2. ¥TFF PowerShell ISE #FiE3F UER R F93517.
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Import-STFCasConfiguration -Path
"$Env:UserProfile\Desktop\StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

4. ke miR[EFABIENEIAFH R E ERTE PowerShell 55,

CustomerId
EnablementService
CwsServiceKey

Enablement5erviceStatus : https://
Instanceld c
Mame : CAS5ingleTenant

p=3_ g

ZEETE Windows Server 2012 R2 _ERIZAME StoreFront fRSZESATREZ BEF oL C++ iB17HY
A, UEE(IRILUME CAS Efft. WIRTE Citrix Virtual Apps and Desktops Z A 8] %
% StoreFront, MAEZEIFHE, FH CVAD TREREFBERLE C++ iB1THHEM, WIRNE
F8 CitrixStoreFront-x64.exe JTTREEIERF &4 StoreFront M&RAE C++ 35178, MESA CAS
REBXHE, ©rseiAm et

FF Citrix Analytics BHE(ZHEE] StoreFront fRS5234H

WNRIFIETE StoreFront RS 254H EHRITIXEEIRME, NALTUFF AR Citrix Analytics BIREBRIARS
SSAMIFR B AR, 728 StoreFront RSB ESEPEH, WP BARENEM,

BEREEE, BERUTHEZ—:

« {EF StoreFront EIRHESIE,

« {#F PowerShell i34 Publish-STFServerGroupConfiguration,

FEE StoreFront fR5Z854H ID

BERBTIENEER T EMINEME Citrix Analytics IRSS, EBILUER PowerShell K ERERY

ServerGrouplD,
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1. BRIEH StoreFront RF25, HEREIIRSZI[IAFEI—15 StoreFront RS525.
2. ¥TFF PowerShell ISE H iR UER R E5E1T.

3. BT a® !

$wWebConfigPath = "C:\Program Files\Citrix\Receiver
StoreFront\Framework\FrameworkData\Framework.xml1"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

Blan, XLmoREMMNTREE

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432

HostBaseUrl https://storefront.example.com/

SelectedIISwWebSiteId 1

AdminConsoleOperationMode Full

{S1E M StoreFront [A Citrix Analytics ZXEHE
1. ¥TFF PowerShell ISE FHiZ RN EE R BHPETT.
2. BT TS -

Remove-STFCasConfiguration

Get-STFCasConfiguration

MR ZEIF AR Citrix Analytics ZHEERIIIER, N Get-STFCasConfiguration RN &R [E/{E (7]
S

3. WIRIRIETE StoreFront fRZ 254 ERITXLEIR(E, BERBERNH MRS A RIFRE B 5 HMER
S AR Citrix Analytics #iE, TERSBRAETH—EIRSER L, SITUATHS ©

Publish-STFServerGroupConfiguration
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4. EIEAEMARSESFAEMG L, BT TSN Citrix Analytics ACEE NAFHIFRE RS 22K
THiER

Get-STFCasConfiguration

ol

. FREEAKFEREENES ( https://citrix.cloud.com/ )o
L EFE— N EMBEEF.

. BEHEEITH Citrix Analytics ARSZS BIBHESI B,

. 1E Citrix Analytics FRESEIBZH| S h, %% IFE > BUER.

. R EMN AN RE RS, %EEF StoreFront BRE T

© 0 N O

Data processing on

Virtual Apps and Desktops (&

1 site | 2 users | 1 StoreFront deployment

10. @ EZEHEHEA URL M ServerGrouplD FKiRFIEMIFRAY StoreFront SRE,
11. 7£ (1) F&rh, %R M Analytics iR StoreFront EBE,

StoreFront deployments

StoreFront deployment

Remove StoreFront deployment from Analytics

The StoreFront deployment is successfully configured and connected.

BASE URL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
https://sfl.bvtlocal/ 3db073f2-211f-479c-99d3-ef185cadf4be ® Success Jun 92019 12:06 PM

Page 1 of 1 Srows

p=3_

INRIE MRS 23ImMA M Citrix Analytics FHIBRECE, N StoreFront 2RE B IHREE
Citrix Analytics 1, {BR& M StoreFront WA IR, FNREXM Citrix Analytics FPHIFRED
&, N StoreFront BPERBFME FT—RNARFMEW (7 IS EENTHE 24 /it BEpit
17) BIEFHHRM,
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HCi& StoreFront UAEF Web AEREXR. MEMFFEM Citrix Analytics

#NR StoreFront IETE Web RIBFERIEN] Web fRS 85 L, M & Citrix Analytics BIERR IS,
2R StoreFront EIEGEE Citrix EREHRER HTTP I, NIA47E Internet Y StoreFront JRE R4
Seidid Web RIE, SAIGFRERISA=HH Citrix Analytics, StoreFront A& HifERITEIREREN
RIBIZE ; FEFANERBF eI miEEE T Web RIEBAXHINRE, ERILOEE MEER
web.config XIERINFERDKREE <system.net> RIBEIE, %TF StoreFront ARS8 L ATE
Citrix Analytics ZZXEIRINE N EE, EBHRITICR(E,

Fik 1 EE PowerShell A— SN ELRBEAEERE (#%F)

iB1T PowerShell f{ii4s Config-StoreProxy.psl 8] BahA—INK ZMEETMRILIETE, HEHEAR
WEY XML LUBZE <system.net> o, ZBIARIESIFEER web.config XH&EME HeIEFPNEHE,
WEEXER ALK § RIE2KBY web.config X5,

p=3— g

ZIEITHIARCTRER SEURMZ ™ <system.net> XML El&X., B8MEENNE S
<system.net> FKB. RNMZNEIARELEREEREREER I,

1. ¥TFF PowerShell ISE #i%#F UEBRE 5T,
2. i&E $Stores = @("Store","Store2") LUBEEELFER Web RIBECENREE,
3. FBEUTE—Em :

o —/NIP ML, TY
« Web {287 FQDN

4. 3BT PowerShell :
$Stores = @("Store", "Store2")
$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"

$ProxyPort 8888

# Set this for every Store using Stores array
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function Set-StoreProxyServer() # Tested with both IP and FQDN

[CmdletBinding()]

param([Parameter (Mandatory=$true, ParameterSetName="ProxyIP")]
[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][array]
$Stores,

[Parameter (Mandatory=$true, ParameterSetName="ProxyIP")][string]
$ProxyIP,

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN") ]
[string]$ProxyFQDN,

[Parameter (Mandatory=$true, ParameterSetName="ProxyIP")]

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][int]
$ProxyPort)

foreach($Store in $Stores)

{

Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "Yellow"

Write-Host " 'n"

if(!(Test-Path "$env:UserProfile\desktop\$Store\"))

{

Write-Host "Creating $env:UserProfile\desktop\$Store\

directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop\$Store\" -ItemType
"Directory" | Out-Null
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Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix\$Store\web.config
to $env:UserProfile\desktop\$Store\..." -ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix\$Store\web.config"
-Destination "$env:UserProfile\desktop\$Store\" -Force | Out-Null

if(Test-Path "$env:UserProfile\desktop\$Store\web.config")

Write-Host "$env:UserProfile\desktop\$Store\web.config file
backed up" -ForegroundColor "Green"

else

Write-Host "$env:UserProfile\desktop\$Store\web.config file
NOT found!" -ForegroundColor "Red"

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for Store
$Store..." -ForegroundColor "Yellow"

Write-Host " 'n"

47



CITRIX® STOREFRONT 2402

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix\
$Store\web.config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))

{
$ProxyServer = ("HTTP://$ProxyIP"+":"+$ProxyPort)
}
else
{
$ProxyServer = ("HTTP://$ProxyFQDN"+":"+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements

$SystemNet = $XMLObject.CreateNode("element", "system.net","")

$DefaultProxy =
$XMLObject.CreateNode("element", "defaultProxy","")

$Proxy = $XMLObject.CreateNode("element", "proxy","")

$Proxy.SetAttribute("proxyaddress", "$ProxyServer")

$Proxy.SetAttribute("bypassonlocal", "true")
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# Move back up the XML tree appending new child items in

reverse order
$DefaultProxy.AppendChild($Proxy)
$SystemNet .AppendChild($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk

$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:
\inetpub\wwwroot\Citrix\$Store..." -ForegroundColor "Yellow"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer =
$XMLObject.configuration. 'system.net'.defaultProxy.proxy.proxyaddress |

Out-Null

Write-Host ("Configured proxy server for Store $Store"+": "+
$ConfiguredProxyServer) -ForegroundColor "Green"

Write-Host " 'n"
Write-Host "Restarting IIS..." -ForegroundColor "Yellow"

IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -ProxyPort
$ProxyPort
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# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

L

5. 07 C:\inetpub\wwwroot\Citrix\<Store>\web.config MHKEERT IS

<system.net> Ef93

</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />

</defaultProxy>
</system.net>

</configuration>

6. ¥RER ¥t Citrix Analytics #3ES A StoreFront 382 HFmh S A Citrix Analytics #3E,

B2 FohfF <system.net> EBANMBIREE web.config X4
¥F StoreFront fRS3 28 LI T Citrix Analytics &K ZEEEEMENEL, #ATHITIHRE,

1. &IPFEER web.config X4, HIFEEHIE c:
\inetpub\wwwroot\Citrix\<Store>\web.config ZANHHB—PHIE,

2. {£MF FODN flimOHEg IP Mliw OAE, BEENREIGEESLLT XML,

f5lgn, fEF FQDN fligOBA&RY, 1BERALUT <system.net> JoT& :
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<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />

</defaultProxy>

</system.net>

flan, R 1P MimAAER, FEAUT <system.net> o3& :

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true" />
</defaultProxy>

</system.net>

3. 7EME web.config XHHRIRE, 7EMMMETRIUERAMENE <system.net> JT3 !

<runtime>

<gcServer enabled="true" />

<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>

<assemblyIdentity name="System.Web.MVC"
publicKeyToken="31BF3856AD364E35" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-5.0.0.0"
newVersion="5.0.0.0" />

</dependentAssembly>
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<dependentAssembly>

<assemblyIdentity name="Newtonsoft.Json"
publicKeyToken="30ad4fe6b2a6aeed" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-9.0.0.0"
newVersion="9.0.0.0" />

</dependentAssembly>
</assemblyBinding>

</runtime>
Insert the <system.net> element here

</configuration>

4. ¥R8 B Citrix Analytics #IES A StoreFront E8E FFTR S A Citrix Analytics #3E,

{EF HTTPS 1R} StoreFront

Citrix 5BZUERINER HTTPS {R1F StoreFront 5P IKE& ZEIREE. XAIHHREFigS StoreFront
ZBRENBRBMEMEBIRZIMER, 4, 4 HTTP EEr eS| &MKE (FinFiE AR
StoreFront A HTTP #1T&(S,

IRIECAECE, AP RJREEIT W & oX fh 2 F#1853/18) StoreFront, & A]LATERA % 2% & T2 b &
IE HTTPS &E#%, B2, TEXMIBRT, Citrix HRARINEER HTTPS 72/ X 1 StoreFront Z &)
U REERE, FA NetScaler 71 EF#i238t, BXIEREXK, SRR ADC 188 RS [/IEP
SRS,

IN5R StoreFront REEBEAER HTTPS, MmN TES !

4\ StoreFront using HTTP not HTTPS.
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B AIS

 W{RATFA18) StoreFront BIEZA URL FQDN @& 1E DNS FERHEAEMEBZ AR (SAN), H
7E StoreFront fRSZaEIEEA A H FH#380, EA URL @& F#28 FQDN, MAE
StoreFront AR538% FQDN, 1S FRAV“BIEISIES... 'R IZE SAN, EILARNER.

- EA%E=7 CA (B4l Verisign) SEARBIBIAR CAEZBIES.

o FNREARNEBIEPMEN MBI & E#FIEET StoreFront R385, MMNTRBREXLEILE LR
LRIER, WRAF@EI A ETERRHM X 178 StoreFront, MAFEZAHTFERIAMX L%
FEARIUEF,

£/ Windows IEBMANAGEIEIES

INRIERIIHFE— Active Directory IEFARSZ RSS2, MBILUERE M StoreFront ARSS 2830 HHY
S—aitENEIEIEHR.

1. A, ARTEERFERARAEERITENIES

2. BN S IEH

3. ERBEIUESR", ARMNREREFREES > BRMIEE"

4. ESEFRIEREMREE RE L, %EF Active Directory AL,

5. EFEIENR Web server exportable, 53— 1N&5&RER,

6. BE AMEIEBEREESER. EFHELERERE.

7. 7I Certificate Properties & L :

a. 7f Subject name T, % Common name A FQDN,
b. 7£ Alternative name T, % DNS FHiiA FQDN,

c. (Aik) %% General EMFEHIEA— DR F A

d. ¥ OK,
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Certificate Properties X

/B Subject General Extensions Private Key Certification Authority  Signature

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or cormputer that is receiving the certificate

Subject name:

Type: CM=storefront.example.com
| Common name o Add >
Walue:
E < Remove

Alternative name:

Twpe
I ol . storefront.examp

DMS |
'hl' | s

R Add> |

< Remaove
Ok Cancel Apply
8. 1% iEff.

SNRIZTE StoreFront RSS2 LEE TIEH, MIMEAUTE IS REAE, IREES—aitBIlL
BIETE, NBIREFHHTAZ StoreFront fR558%.

SAABIED
EANUSATES—IMREFCIZVER. IEBLIE PFX BAH LS.

1. ¥TFF Internet Information Services (I1S) EIE2SEHI&
2. EEMBIFPRIE FIEZFIRS 25,

3. FAMERPINT Server Certificates
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@5 Internet Information Services (IS} Manager - O X
&~ 3 "iﬂ v storefront-eu-1 » | rg_i i )”I\ @ X
File View Help
Connections Actions
= in{} storefront-eu-1 Home
u)' H ﬁ. 2 Manage Server
5 Start Page = - 2 Restart
H Filter: + W Go - g Show All | Group by: Al - [28]- s
» 83 storefront-eu-1 (XAEAADYjon Go - & = g Aren »
ASP.MET - e
. = top
i 4 § a : O
'__i QQ “ L‘? |ab]| - View Applicatien Pools
.NET .NET MET Error NET NETTrust  Application Connection MachineKey Pages and View Sites
Authorizat... Compilation Pages Globalization Levels Settings Strings Controls Get New Web Platform.
et Mew Web Platform

.(i?) 0‘ . Components
! % E @ Help

Providers  Session State SMTP E-mail

s ~
) o] . 5
2 & T & @
Authentic... Default Error Pages Handler HTTP HTTP ISAPIand  ISAPI Filters Legging
Document Mappings Redirect Respon..  CGI Restri...
E .! 3% & o]
= QE%H #’ 2 o= Legl @y
MIME Types  Modules Qutput Request Server Worker
Caching Filtering Certificates || Processes
Management ~
Configurat... Feature Shared
Editor Delegation Configurat...
Ready
ERSBEDRRED, A FEE—MEB
4. ERS/ERFREF, WSFRER—NE o
@5 Internet Information Services (IIS) Manager - [} bt
-5 » storefront-eu-1 » | '___ b =
f [ e 1 w
Eile  View Help
i 1 Server Certificates
T = mport...
(=% H -2 51} Imp
.45 Start Page Cortific
I Use this feature to request and manage certificates that the Web server can use with websites configured for S5L. Create Certificate Request...
- -Qﬂ storefront-eu-1 PR s = -
B Complete Certificate Request...
L5 Application Pools Filter: - " Go - ghShowAll | Group by: No Grouping - e e
> [8] Sites Create Domain Certificate...
) Name Issued To Issued By Expiration Date Certificate H T
. E Create Self-Signed Certificate...
TenantEncryptionCert DC=Windows Azure CRP Cert... DC=Windows Azure CRP Cert.. 6/15/2024 8:51:31 ... d —_—
DigiCert TLS RSA SHA256 202, 10/13/2022 11:5 Enchie Aufonah ol
Renewed Certificate
@ Help
X >
Ready %

J9 HTTPS EZE IIS

B 7£ StoreFront fR$Z 25 E8 HTTPS EZi& Microsoft Internet Information Services (1IS) :

1. EEMBIRSARER, EERRIAFNLE" (SERAIFLL)
2. TERIFERT, BREHE...
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@5 Internet Information Services (IS} Manager - O X
&« > & » storefront-eu-1 » Sites » Default Web Site » @~ @
File View Help
: fault Web Si —
Default Web Site Home
Q-id %8 W B e
- Start P ==
el Filter: - ¥ Go - GhShowAll | Groupby: Area - @ Ly
~ 5 storefront-eu-1 .y
[} Application Pools ASP.NET - L) Sito
v (i Sites = & @ B 2N 3 P -
» & Default Web Site ”& Z 4 2 =" Es Basic Settings...
.NET .NET NET Error NET MET Profile  .NETRoles  METTrust .NETUsers Application View Applications
Authorizat., Compilation Pages Globalization Levels Settings View Virtual Direclories
= - s
"114 i‘j \ ghf) & = Manage Website ()
L * 1 = 2 =
Connection MachineKey Pages and Providers  Session State SMTP E-mail © Restart
Strings Controls P Start
s N B Stop
N . y . T Browse Website
& =y fipe ;5 2 -
H& @ %ED LS = = Browse “:80 (http)
Authentic... Default Error Pages Handler HTTP HTTP ISAP| Filters ~ Logging  MIME Types A
Document Mappings Redirect Respon... - g5
Configure
" SR o= ’
4=t ﬁ = @ = Limits...
Madules Output Request  SSL Settings HSTS...
Caching Filtering @ Help
Management ~
Configurat...
Editor

< 3 =] Features View 17 Content View

Ready -l

. EgErEOS, BEER.. .
. SRV TRIYIR S, kR https”
. 7£ Windows Server 2022 Sy EShkA L, BH2AIBEMR TLSUEZBETF 1.2 89 TLS,

w

N

ol

E£3IBHY Windows Server fra< £, Ea]{FEA Windows EMRIEBEZAIBAR TLS ikAE, BE
i# Windows Server X1

6. EEZBIFANIE, RHE"
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| Add Site Binding 7 x|
| Type: IP address: Port:

https ~ | |All Unassigned v| |4-'13 |
| Host name:

] Require Server Mame Indication

[ ] Disable TLS 1.3 over TCP [] Disable QUIC
Disable Legacy TLS [] Disable HTTR,/2
[] Disahle OCSP Stapling

S50 certificate:

el molipalbile +mmmud oo el Select... View...

Ok Cancel
7. ZMER HTTP 3718, i5EEF HTTP FEE MR
Ik S 40T B O A9 R R BB (/en-us/storefront/2402-ltsr/media/install/iis-site-bindings.png)

¥% StoreFront fRZB[E A URL M HTTP A HTTPS

MNRBEERBEALZEMEE SSLIEPHIBE R FEEMAEE Citrix StoreFront, NI StoreFront J5f&EF
HTTP #1T@1E,

MREHEREHEE SSLIEPH, EFEAUTIEMIR StoreFront XERRSZFEH HTTPS &%,
1. 7E Citrix StoreFront EIRZGHIEH, EAEMBERPIEF RBER4H,

2. ERIE BT, iF EE X URL,
3. WEAR URL BHFH AL https: Frk, AE2TE BWE.

HK URL BORREEE (/en-us/storefront/2402-Itsr/media/change-base-url-https.png)

HSTS

BMEERSHRIRERT HTTPS, ARNEZEFAMEENARZREIK L, HIal, FEARLETER
HRUR StoreFront ARS32s, BIRA @A HTTP EEEIIIRARS 235, AE, MATRILURRIERE
2, BNBFRNERE. FRAAREHRRAFINEHEAIZIHED HTTP 7RMRS R, ERIUER
HTTP & fZ4i% 2 (HSTS) KEIMUIL B /Y.
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EFR HSTS /5, BRZ25=M Web X %K 2815 3 ML BV IE KN 5423853 HTTPS #17, MIRAFZ1A
{8 HTTP 3418 URL, JUESSiBohYIRAER HTTPS, XMAR T 2N A IEIIEU R IS
PR ARSS 2R IRIGIE. Web X% 28 & 1 AL & AU B 8] R PRAR$F Lt 38 3IE,

xE:

BB HSTS &MmE—iE _ ERIFRBE Wik, Fg0, sNRMisa@E https://
www . company .com/Citrix/Storeweb 35iA], M HSTS HREEFFNV AT https://
www . company .com FEIFREMLL, XAIEEREHAENE R,

BZMBR HSTS BNk, EMNiZRIEFE—ED, LUEREZRIZEERIRK.

EI 1 - IS

£ Windows Server 2019 RERArAT, EEILTE IS PECE HSTS,
1. ¥T7F Internet E2ARSS (1S) EEE.

2. #%#% Default Web Site (SUFERZEIMILL) o

3. EEMBRIE BT, BE HSTS...o

4. EEBA

5. WMARAERRR, Fl40, —F79 315360000

6. (AN%E) %EF9F HTTP EE@ERB HTTPS .
7. BT

HSTS 12 BRI REEEl(/en-us/storefront/2402-Itsr/media/install/iis-hsts.png)

3%IA 2 - StoreFront™ EIRZEFIS
3 F BN S ML

1. ERNAEE, ARREEE Web I4mhk Receiver’,
2. EEML, ARRLEE..”

3. BI'REIRE XTI+

4. EF BRFERERREME

5. FrigfeiaR SRR B B NFTEE.

6. BETE"
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3% 3 - NetScaler® faZT#28
INRIFTE StoreFront PRSZ25FTEEA NetScaler Th &35, NMnIIATEELIIRSS 28 LECE HSTS,

BXFARER, FESfNetScaler X4,
T 4 - NetScaler Gateway

WNER A8 NetScaler Gateway #3#%%) StoreFront, ABAMERILITE VPN E#IIRSS 28 LECE
HSTS, X#EMAIFARE, EWERT NetScaler BFRFE LUK StoreFront L EHITIE,

RIPIZRY StoreFront 2fE

AXELNBTESENEE StoreFront BYRIRERIMAR R £ AU

RLRF B2 1RRIE

BE, AP MINERER StoreFront HITHRI0IE, Z¢#& [ StoreFront FIEHAY Citrix Gateway i#
TEMRIE. BXUBEMNKRIEAENESER, BH2HEHIIE,

ERAmEPEE

Citrix ZiXfEA HTTPS RIFAFI&&E S StoreFront Za/MEE, XAMREFiHS StoreFront Z

B & XM E MRS N, o, 4 HTTP EEIESSRIZMIENEMN, FlanfiEA
i, THEENRHE Wi-Fi ARERRLMBERIIEEN, REEEEHM IS BE, StoreFront
FHER HTTP TR,

RIBEECE, AP LOEIS M X 5t 2 F%1281/18) StoreFront, EATIATER X 2§ fa & F#resb &
IE HTTPS &%, B2, EXMIBERT, Citrix HRABIEFER HTTPS RIFM X s A Fé2R5
StoreFront Z[8)89%E %,

EEHHTTPS, 5ZH HTTP #EB HSTS, EEEER HTTPS {£1F StoreFront,

TEIRAY NetScaler Gateway 3k 1 2 Fé2s IR SZ 25 £, EAIUECER AWLE TLS hkd, BINEE
B2F 1.2 89I8kRR TLS A7

7£ StoreFront ARZ5288 L, Windows F 1S JREFLIFMLE TLS AR FEAERE. BNEERRET
1.2 B9IBAR TLS ARA. £ Windows Server 2022 k£, #ErJMUERE IS UBZARF imiEHEH TLS 1.0
1.1, ESEEA HTTPS £R#F StoreFront, 7EFAE Windows ARS8k A L, ERILAfEAAZRRR
8¢ Windows JEMFRISEZA TLS 1.0 #1 1.1, iEZ#Microsoft X1,

|Bhk Citrix Receiver oA TLS 1.2 &#%, B XIFEHAER, 1BEIRICTX232266,
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B fERIgEE

Citrix ZiXfEAR HTTPS MY RERIF StoreFront S51&1Y Citrix Virtual Apps and Desktops 31125125
ZIEMEERE R, B *FHAER, 1ESIRTE Delivery Controller EEHB HTTPS, EEZE StoreFront

LUER HTTPS, i&E&i#49 Citrix Virtual Apps and Desktops FRINEREIR F7AN Citrix Gateway 1%
o MIRIEFHEEHE, ErILUERIEPBHYIER (CRL) &, StoreFront £ TLS 1.2 EShRkA

B e 8RS,

BIEECE R (I 2254 StoreFront, LIFARIBRISER StoreFront [RS8 RES R 1 E 2818

&, FBHAEERZEER.

5 Cloud Connector EE

Citrix BIEA HTTPS MY RIRIF StoreFront 5 Cloud Connector Z [B{EEHEEE, 1527
HTTPS ECi&, EACE StoreFront, i5&% /3 Citrix Desktops as a Service FINZIRITIE A 70
Citrix Gateway 1&&. HIRIEFHERHE, EILUER IEHRHESIER (CRL) K8ZE, StoreFront £/
TLS 1.2 S EZhRA 5 Cloud Connector @15,

BIEECE DaaS # StoreFront, LR EAEZEED StoreFront fRZ28F 85 Cloud Connector

BfE. BXIFAER, B2 EELZ2EH.

5SS MRIERSER

B x StoreFront SEXE S MRIEARS (FAS) IRZF[ZEIRENGER, ESH KESHIIRS - &
SMMEEE,

P 3 b]

Citrix RIS StoreFront fREZ [ EHRFEE Internet b, Citrix ZBINEA Citrix Gateway Fitiz A

F iR SR IIEMIE),

HEREBXME R ARSS (11S) ZEME]

BRI LUERZ IR IS ECERECE StoreFront, EXE, XAEINIAR IS BB,

Xtai B4a
IERILUERIERIERECESIFRINX AT BRIIR, ARIERIBHIXHRT BHR. 55 IS X

o

StoreFront EEU T X U2 B4 -

- (ZEBY E%)
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e .appcache

. aspx I B%

. cr

. .css B4

- DTD X%

. .gif X

* mhtm

o .html X%

+ Mica®

. .ico Xff

* Rjpg

e s

. . png

« .svg X1

« mitxt

o gxml
MR AN FAREEMIEFE AT Citrix Workspace N AATEFH FEE ALK, StoreFront MEBEELTXH
TEA:

« mdmg

> mexe
WRERTERT HTML5 B9 Citrix Workspace W BTER, StoreFront REELTXHT B4 :

e . eot
° H.ttf"
o Bwoff

o Hwasm

zhiA
TR A RERImEREEIFRITNIASIR, HELERFIBIENE, BEH IS 31,

« GET
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 POST

* HEAD

URL HEYIE ASCIHl =75

R IFHIRN B iSRRI MuL 2 M ER ASCI F7F, N StoreFront URL AE2aE3E ASCI =
fFo IEOILUERIBRTFIERZLEIE ASCI FR/Fo EBIR IS X1,

MIME 28!
O] LIRS AT XA B3I EY OS shell MIME €8¢ ©

. .exe Xff
o .dll XX
. .com X%
. .bat X
« .csh X%

BB IS X1,

R X-Powered-By #xsk

INBERT, IS ERSBEINETES—MEN ASP.NET BIFRk X-Powered-By . StoreFront &M
PR StoreFront L ARRIBRIEEARSK, S eI IATEARS 285 MIBRILARSL, XERFARSZ 28 LR E
Wi, EE2E IS BE XK,

RS S 1S hRAHY Server 57k

ZINBERT, ISEIHRNM Server IRkFIRE IS A, ErILERE 1S LURIBRILAR L, BRI
1S IFKIFIE S,

$¥ StoreFront Wit chE B2 X

I&BI LU StoreFront MISFREEESRAX G ANEMSOX L, £ 1S B, EBRTECIE
StoreFront SRE 28I, J¥ Default Web Site Foh RIS EE LMD X L EIE B IhAyIL =,

IS Thek

B X StoreFront ZEMEAB 1IS THEEFIKR, EEIH (/zh-cn/storefront/2402-Itsr/install-standard/
system-requirements.html), EA]LIBRE ML IS ThEE,

R%E StoreFront REIZ{ER ISAPI Fi%k2s, 18 ASP.NET FEILIhEE, RILTEEH,
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SO TRTE R bR
StoreFront EELL N IERZFIEGY, EATLURIBRE b IEFZ R BRET,

o T EB% URL QIBRER - &£5% - 4.0
- MEWNIBEFETI - £/ - 4.0

o StaticFile

BRI IS R IERF I,

ISAPI 528
StoreFront AHEEE(A] ISAPI TFikzs. He]LUMIBRARE ISAPI Thikss. 1B, ASP.NET EZE ISAPI
Windows IfEE. 1B IS ISAPI JifiEas i,

NET #2530

AINBRT, IS BRSEFF“.NET MWL E R TTWFIERF" FAINER T, StoreFront EARKY
s =4k &I AL B

INRIETERRSS 2R A MIFRENE SR NET AN, NHIEE StoreFront EARIMLL_EAIFEN, LA
AINFRE B P RIS R FH M BRE A E AR

FEEX
B UIEREZERI, B5H IS X1,
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Select an option below to create a new store or extend your existing deplayment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.
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S A StoreFront BtiE, &2811ER Import-STFConfiguration S HEIARSS 2R C WEE, RS2
CMZEEE5RRSHAERNEE,. MELFEE TR, RE—BRSFHBERELIENG
A&, BIPREEABIMAANEAEMIRS RS,

ZER ALK EA StoreFront fRSS38 HEVIRAFARARSES2S Co ARSZ2: C MIEE R S IHRS 234848
HNECE, HEFAREIFhRAB StoreFront,

SATHBYE, ErSFHERSE: C iR MELTFEE TR, AFE—aRkSHEEIT
FEEIENRIA, B EERIMAARNEAEMIRSER.

ERARSEHZBEESES. 4 5M7 (FREEETRE6) - EILHAE, RARSHZANAFIER
M ZFIREVIGE. Fit, BWETFER/NNRFHIERAITILSE, I StoreFront Ak352:4
AR ETTIt &

fEA MAMB RS 254 TFEITARSEZ2S B MMABRS 28 Co XA HATARAHY StoreFront _E12ftEs
NIRSZBEE (RSBB\/A) , FEFRRAR StoreFront HIRMH— NN S ARSZ854E (RS
B C) o

F#ARSS2% B M C AP AEIGERSS, UEENTRILUERERSEE A
MR EGERPBERIRSS 2 A, UERFKERZIFHARIMRSE: B M Co
ERARSBAEZEELSES. 7. 1011 (FEEETR6) . RSFAARIRENETMH. RS

2= A. Bl C EA5RmABRREEMN TR,

p=3_ g

ERRSS 25 A BME— A 1TiRIARSS SRR T HAlE], Wik AJRERER (B 9) - XATRESEHFH
AR5 aAEARERERME T SEERIA, HETAHFIERERS=ER.
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XRBIRERMNE, EAWEEBEN TRRERMNBRRAIELATD, B, ERSHEA
k& hI IREHMAFARNLS, BRFEBRBRERR. REFAKAREREIDBLD
WiRIER, BERXZEMENBIIER FHALKSER StoreFront £ MERIEEFEBIER,

FRRFHER )RR

1. 7£ C:\Windows\Temp\StoreFront 1, ¥TH & CitrixMsi*.log HiEREMZF B IR,

Thumbs.db IFRFEE | B C:linetoublwwwrootlcitrix S ELF B RHH thumbs.db X5 #2.
BRIXEIBVES thumbs.db X5

TAEREM 53X AR RIXEFEEERPRE  ARATH, 8 REB/ER, HERRSEES,
FHF&E L StoreFront RS

RELEBIRE | tNRAIH, k& REB/EM, HEETER .NET framework 4.5 (MIEEF
IHECE X )

2. Y0 CitrixMsi*.log FRAREEIR, FRERSHN FHEER > XWKRS FEE5FEEE L
& FHIRHE R EAEIR. SEENAE.

3. MREHEERTREREEIR, 1BKE C:\Program Files\Citrix\Receiver StoreFrontllogs FHY
BIEAHE, THREEEE AR EHIREBNEAEIR, EIEENEIN.

BEXBEXHNEZIFARESR, 52 ZEBE.

RIRSHREE ML RIALE

ERLBERT, FENL StoreFront ZEEBE NEVIIRLT RS, a0, 7E5F StoreFront RSB ZFEH
ANINBIRSE A2 HT, WIRERMVNEN, FILBAITFoNEHEMEF 2, BXEFEN, HEMRER
SEEMATTREE, AR PowerShell SFECEEZEENIIAE,

1. H4{% StoreFront BIEIZHIEE %X o

2. 3517 PowerShell SDK #355#2 Clear-STFDeployment,

Clear-STFDeployment -Confirm $False

3. B mAIhTERE, #T7F StoreFront EIFEGI S HMBINFAEIRENEEE, IR ER GRS
BN MARERSIBRH LT
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a Citrix StoreFront [= [o [
File Action  View Help

«=| @ 6=

& Citrix StoreFront CiTIlIX‘ Actions
. Citrix StoreFront -~
»

Wiew

6 Refresh

Welcome to StoreFront B ree

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, dats, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

{H1%} StoreFront

BRY P mASF 25, 3 StoreFront RMIFRSMIIEARSS. NARME. &AF Web B Citrix
Receiver I, XenApp Services URL RE X BXNECE. S22 AR NARRITRSIENITRN A
IERS MR, TRRSHIER, APNNAREITRIFREENALLER. BE, 2R
SEREER, XEHIBERREEAPHNEMARSER L, StoreFront REIZFERNSTREZHE (F

40 .NET Framework IhEEF] Web ARZ328 (11S) BE®ARSS) 1EEIZE StoreFront BY A& MARSS 25

FRo

1. FREERMEIERNRNK - B RE StoreFront fRS528.

2. 908 StoreFront BIEZHI S FH RS, BRE X H.

3. X HAnlaEE AT @ T H PowerShell SDK EIE StoreFront BYFFE PowerShell &iF,
4. FIF g, gl (SieENR) , AEREINA

5. M E O, %R Citrix StoreFront’, AR HHEH UMIRZEDHIFRFRE
StoreFront B4,

6. TE“HIF Citrix StoreFront’3HiEEF, BHR", HETHE, BEHHE

FrhifiBR StoreFront

E0%; StoreFront f5, JM{R StoreFront BEZE&MIR, iBERITIUATIRME :

1. PR Web BRS52% (11S) B, B XiFHER, 1HSIHA Microsoft Learn,
2. MIBR S C:\Program Files\Citrix\Receiver StoreFront,

3. MBR C:\Program Files\Citrix\StoreFront Install FEIEAFE R.
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4. MIBRSCHFE C:\Inetpub.

RIMIERI LAEFT &2 StoreFront,

REAE
B X BEXHHESEFAER, BEHTEAS.
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= gv il

BRI E

BE, AP AILERE StoreFront™ #1TERI0IE, &M StoreFront gIERY Citrix Gateway #17
BRI, BIBENER, BB MIIESETA,

BHiE HAEE

R %il&g FF#AHE Active Directory Fi 2 & 12253,

AR ] Windows & FAEER Windows BSFRFHY
KPP HITRERER,

ZeeF FPRIEEEEHA PIN, X{EREFEMEIEERE
+ EBEBREIEAF &5,

SAML £ SAML B MIRIEERIAE=H B Riet
2.

HTTP && RIFE=HEMFERE Active Directory FEF %
MEG AP HITEMIIE. ESIH Web API
FF& AR B Post Credentials AP,
HTTP Basic AMEERATRFSMIIENAR R
o

M Citrix Gateway E3& RIFFAFTE Citrix Gateway #1755 1IE,

EREFEMAE R P rT LGEE Citrix Workspace W AIZFE R StoreFront 9574, 1521 BRES R
i BRFEAPALUER Web XIRERERIGZE, 158 BECEMLE S HI0IE,

EH, FRIEFNAEIEN, EAUERSMEIE, HARATERBRAXENBEE, BE5H SIEN
RIS,

BoSRE VDA

KESMIIEG ZSERERERE VDAWINE, BXFEAER, BERASMEMNIIES E. &N,
BJLUER BXE B R IIERS EMBLER,
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BRBRIEAEBENX

EAUERIMBREAHITEEN, BEA S SDK ¢ B SRS MIIES .

[i—#=gn L gl
RS PIIETT &

MNFETNAREE, ERLER— TS TEMIIESE, XET5AEET Citrix Workspace W

BB RN AEENT A,

1. 7 Citrix StoreFront BEIEZEH ENEBERPERNABETN R, ARTERFERTRLEESH
BiFA o

2. EEENAFBRANIARGE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]
| | Methad Settings
User name and password
[] SAML Authentication -
[v/ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[] Smart card
Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTP Basic
[+ Pass-through from Citrix Gateway
Installlng ar_u:l umns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

B XU ANSMWIERE, BERSMHRIE.

RN BRSNS AR AR R EIET Web X 55281510 N AR ENERNEMIIIERE. BE
SOBE Web N B8R E RS MINIESE, BERSMNEIET %o

{#F PowerShell SDK &R SRS %
E(F A PowerShell SDK ERB & RI0IE, 1BEHITUATIRME !
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1. AR Get-STFAuthenticationService LUIREXN ARG E B R B MRS HEEH HAIAC
Bo

2. EEMRIERS £, EARZAMBENSMEIENYN. ERABMYIIR, HE1T Get-
STFAuthenticationServiceProtocol. EEBMY, iEiE1T Enable-
STFAuthenticationServiceProtocol Fi2HEE ARIHhiNFIR. BEEAMN, 1EiE1T Disable-
STFAuthenticationServiceProtocol FiREEZFRIHNTIR,

BRI AIgE
RLegmiit A E2EEHEMEE, EFGE THIRUEFTRIED, §XIFHAER, #ERZE
RIIES AT ¢

« FFR&MEE I%E

+ SAML B2I8IE 1®RE

M Citrix Gateway E& i&i&

HESMPWIERSSIRE

RGN AEEREARES— P EABENSHIIERS, ATRIEIZENERY
Re

L $TH EESHRIES .

2. NRER THRSES, HEHESARIERSIGE .

3. A EARESNRIERS 2 EE, REN ARG TS PR — RS,

=3 g
HESMBIEIRSMEBENRIEIRSZEREREER. AR NALNABEEEEZENE R

IERRS A ANHZESZ MRS, EAEEBSEZZINERZHLZES M IIEARSSHIFRE N A
RIS RYI1E),

RENHHSZBIIES X

NREEERSHR LLTETHNBEEXSMNRWIESE, WESATAEFERENS M IENARIER
BizH % T EESGRIEAEREY, &R RE, ARER RENHBFSGWIESE .
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~
BReFE I

fEENERRE R BHIIE, R EIRRENAEENTTUEREREE PIN #{TE M. AJLOES
Citrix Workspace W ATEFE. Web X% 25F] XenApp Services URL NiEZEEINBEENRAFR RS
BeF BRI,

=

RAFERAEREFER Windows, BIVEER BIEESMNRIE, MAR (FUK%) Ehe+
S, XERFETEERERFENMHTEMIVIERAI SN NABIENRERE R,

EREEFENNIEAELAPNERIE, RERAFHREMEGNT 2N, BIER
RIAEMZEAIETIEBNRERS DIEIERFIF N RNEBREMLERTR. FhARBEAEHIR
P, KABHFEEF. EAFPALLGEIEREFM PIN GG, AEMNSMREIREILAELRR
MNRARERF.

EEAEEEEMIIE, HAESE StoreFront fRZS 2589 Microsoft Active Directory 5
StoreFront fRSERIFEF ERNAEEX RIHPERERF K, . RS RNEEENZMEE,

XY (/zh-cn/storefront/downloads/smart-card-configuration-for-citrix-environments.pdf) 91487 20a]
NRFEBREFXERCE Citrix BBBUEREREF. HtENENEREFHERAELUNTE,

FoRFM

- HRFIE AP K EEEEITLIERE StoreFront fRSS 2387 Microsoft Active Directory 13 ECIE,
HETES StoreFront RS RIFEFERNMEEX RNHFEE,

- MRETHIEAERFEMNWIEER, FHRHECHERFRFHRERE, PEEFEENEEN LT
B+ PIN £277 SRBE SO IF XA

o EE{TIRMA P SEMNEZFM Virtual Delivery Agent IR IE YR 1+ B4 L REMN RIS
feErhialt, B XHEEEES Citrix Virtual Desktops E&ERAMESZER, EE8% (/zh-cn/
citrix-virtual-apps-desktops/secure/smart-cards.html).

- BRIENDAEMBRMEEREE, LEIEHRIK, RIS EE ENIERY Active Directory 1153
IEFARCE, F BB IEREIERI AR T,

BdiE& StoreFront

o IBAZER HTTPS #1T StoreFront SR g & Z BIRBIEF B AE T2 MK, F5F (/
zh-cn/storefront/2402-Itsr/install-standard/configure-https.html),
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« EfE@1d Citrix Workspace N 2R EZEIN AREENERSEFEMHIIE, BT (/zh-cn/
storefront/2402-Itsr/configure-authentication-and-delegation.html) F4)iEsBGH 4)%E BEEF.

« BINMBERT, NNABIEERASEFENRITEENZNAEENFIENEERS R FEHK
IE. f&BILATE (/zh-cn/storefront/2402-Itsr/manage-citrix-receiver-for-web-site/authentication-
methods.html) _E3437 /5 FA 0 22 A4 E WML Y 55 8+ B 1A 11,

- NRTFENEESEFRNMARLEEEHRIE, ARRVWEIFEASEEFRMN PIN ERHIE
™, BRIV E g FHIMERRIR, 1T OEEE RS DIk,

BZi& Delivery Controller™ fS{E StoreFront

FERAEBEFEHIIER, StoreFront IT:AAIRAFERE, REItbIEEM Citrix Virtual Apps and
Desktops #1TERIIE, Eib, FHEZE Delivery Controller LUEER B StoreFront BIiEK, 15
27 Citrix Virtual Apps and Desktops Z£ 7 2 BN & {EL K,

B Citrix Gateway H{TiEfZ1510)

3 Fimizifia, ERILTE Citrix Gateway FEREREF, AEEIZREMNIIEERAXT StoreFront
HNEBEFHIIE. BXEZIFEMER, 158H Gateway BEil,

NAFRAPEREIL S ERFENEENAREERBIRS SFLKEIMNNERER, BHEIEEZ MM X

HERZRESEETE (SSL) S R2RARFHmEMNKIE. BXFMESR, B8R BBLE RIS MK
o B EBEREEFMIRIERIM XI5 StoreFront B, @i LIRSS 2RECE R1E Citrix Gateway
A, DERIANAEERERENNAEREFNEHE. EX1FHAGER, 55R BN AEEN&
£ HDX E&H,

BaERE VDA

RGBS EEAFP NS R ERERE RN VDA MBS E R, ALUET Web JSEs:ERATF
Windows B9 Citrix Workspace™ N Z2FIA RN AEE, BRIFESHANTEEA T Windows BY Citrix
Workspace N FAZFHTH. EEMIRERS LF0@id NN 2Rh IR, AP EEEE] VDA B
MEFMAEERE,

1. ELREERTF Windows B9 Citrix Workspace NE R ERAY, HHHERENERER, 15
S B EB S 51T,

2. FERANAREIRTTHRAREER defaultica X, 1SR Default icao

3. ERAREHE Citrix Gateway HIBINAEENAF ERSEFERESR, BT S0 PRNUATIR
Bo

DisableCtrlAltDel=0ff
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R BERTF R AMEENATERS. BRNEANEENEE S ARIEE
7, ERTNERS BRI AR ROTAEE, 25, BERISE
MR,

4. BB Citrix Gateway PR ABEENEFERSEFEBEE, #E BOFFINTR
B

pGESIE ST I VY
EeHESMWIEG A

UseLocalUserAndPassword=0n

igEERTFNABENFERF. BEAXERARERERFMNRIE, HERAEMARERFEE
RHEKRENNARER, BB NSERF BRIV ARE. AR, MAFSISEEEHES
RET AR RIS,

HE, EaLBSE Federated Authentication Service LB SR & R %] VDA

ERFEFREM
SREEEAT StoreFront AP SHRIERSEU FERARH,

. EREBITRMLSE (VPN) BESEREFEMBRIEESER, AP UARE Citrix Gateway
HESRRER, EENTBERERESEEM PIN #178MKIE. WTFEEERAF, By
Citrix Gateway 14X StoreFront #1TEE S R IIEAR A Ho

« AILER—-BFRRELERZKEEFHNZ NN, BUREAERFENIILIESR, BRY
RTINS E SN AR RfmA—KEEF,.

- HERFENAERPERN (AATHFELINE) , APAIRKEITNNETR, EX
BATREFRNMEA PIN. NREHEAT ZKEEFR, WAIEKLZEXMER. XEAIEEHT
BIGE (FlnBBEAARKIEEN PIN ZESHEHILE) EM. HEEFEER RS
PERFMRIETEAS RN, MR RAEEEUHE . MNRAFPKETRREA PIN, t{i145E
XA E PIN.

« TNREAFRBEE Citrix Gateway i N A EEBIHNIA % E LB Windows A Citrix Workspace
N RRERF AP ERSEESHIIEEER Citrix Virtual Apps and Desktops, NILtti& &iE BTN
RAEENERF. ZRNERSEBRNEEFSNNIIERRKEMNARER, SuihEeh
SRS AR AEIE, A, TR SIEEDEEHEMIIEA AN AR
JEo

 TNRIEEI Citrix Gateway 171N A B IEBYIEIN A 1% & LB Windows Rl Citrix Workspace [
RREFRFPEREREESMIIEEES) Citrix Virtual Apps and Desktops, MIthi&EER TR
BIENFERF. ENELCAFRFEREBSHRIIHEREMARERERENNAER, T
MANBARFIERIMNNAREIE, G, HENAFSISEEEHSMNRIEA AN AEE.
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« B XenApp® Services URL REEECBE—ME RN INIEHZE, HESTNABEREE—T
URL, BRTBREFREMRIEZS, NMREFTEERAHEMAETMHFMNIIE, WK AEMIHIEIE
FHACIRRMMNAREE, ST NAREEEE— XenApp Services URL, Rfa, MHEHAR
5| SEEEHEMIIEA AN BEE.

« &3 StoreFront f§, Microsoft Internet Information Services (11S) FRIERIAER BN B R Z F imiE
BT StoreFront HRIRIEARSAVIEBH A ILIE URL BY HTTPS i&E#, IS AR AEEEM
StoreFront URL &K E FImiEH, ACBEERER NS AP RERREEXFHINIERTE
M, WUBGtITBEIEEEFin, BIEELHM Windows RERIZE, AP T UBRESEENT
REMAITEMINIL

MRIERER IS BB N ERE P EIEBATFFE StoreFront URL BY HTTPS &%, N SHIGIIE
ARSI A IER L FR—RS R L. ERITERMPIE N AREEHERNEFiRiE, 7Lt
IS iEEE T, HeeEAF TAET Citrix Gateway %1, U AELRREXSFHIWIE, R

AR MHEIgEPBRIRE R+, NBNEHRER,

IS8 S Bk

BRPMEEMALEA Windows IHEHHFITEMNIE, HEENBTFTEBERE) Citrix Workspace
BER. WIhEEERTEA T Windows B Citrix Workspace N AAIEFH] Windows 1509 Web

PN

StoreFront Fdi&
EH5ERTF Windows BY Citrix Workspace N BEFEREIER, BT FMWIESZE PIEFEHER

o

HINBERT, AENNEBEERREEESHIIEERAIZNBEENFRE M EREATF HTMLS
B9 Citrix Workspace N BEFHIHEE SR IRIE, ErIUTE EIZ Receiver for Web b5 B0 50IE S
EEIF _ERREE WL 22 F IS B & B 9 3.

Bdi& Delivery Controller™ LLfS£F StoreFront

EREEBR RIS, StoreFront FBAIARIAF &R, EILLITEM Citrix Virtual Apps and
Desktops #1TEMIIE. Fit, EHIEZE Delivery Controller LUSERE StoreFront BIiEK, &
27 Citrix Virtual Apps and Desktops 243 2B R {E = E.
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Web Y $iZRACE

EHEBES Web M R2RLESER, WihZER Citrix Web Extension 3% Citrix Workspace
Launcher BTt MIE] Citrix Workspace N B EF. ERJsEREEHAF B Web X 2REE U IF
B8 & 17 I,

IE X588, Edge XI5I23H Chrome %28

AZE Web ¥ 5254 Windows Internet Explorer It BER REREEAESE R, BIANER
T, ENIAM Intranet RKIFHNIERER. E/RENIERANNE Intranet (KI5, EHITUTIE
fE:

1. $TFFEdER”

2. #TFF“Internet &I

3. BIRLRTF,

4. FEFRAM Intranet

5. BHIiR.

6. mfimRo

7. ZNINIEBY StoreFront FALk,
X B a] A LA SRR ERE,
B XECiE Microsoft Edge LA#1T Windows EEBMRIIIENEZER, i5EEMicrosoft X4,

A0
B LR KIRE, MUSHE StoreFront Wif URI SRLIE S F R,

TS
HIRMRIE SRR EFTRER SR EN#, 15B1TRIBHRE X,

1. ERHERMEEH# TR M IIERITEN E3TH Firefox.
2. 7EMuHER=AR, B2 A about:config.

3. REEERXR !,

4. 7EEERZA, A negotiate,

5. X i network.negotiate-auth.delegation-uris,

6. HAIREIZNE] Windows 1Y FR (40, mydomain.com) o
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7. REHAE.

8. X network.negotiate-auth.trusted-uris,

9. WAZHE Windows HHI&H#E (40, mydomain.com) o
10. BEHAE,

11. XHHEFHIZED Firefoxo

BERERT VDA

EHEAEEREERERE VDA, BUNIERFTE BARERER AMHHERTF Windows BY Citrix
Workspace N AERF, B2 EENEBESDINIE. HE, BAIURE KE8MRIERS UER
BRE VDA,

3K B Citrix Gateway BE#

FAF 1A Citrix Gateway #1{TEMKIE, HEHRENAEENEMNER. BXEEENNAEIERIT
T2inia)Et, BRIAEFAXKHE Citrix Gateway S RIERER. AP R MUERARMEZER Citrix
Workspace N AATEREE Web ¥ 5251830 Citrix Gateway ZEIEEIN AREE, B % A Citrix Gateway
ACi& StoreFront BFNIFAER, 1EEIR BL& Citrix Gateways

StoreFront 21FLLF Citrix Gateway S1AWIEH EZNE IR,

« 1 AP ERE Active Directory AR 2B R,

« RSA AR ERAHAZEDBERNSERE (BREDPAIRGBES) RENEBRER, NRE
BT RESEEREREMNRKIE, EFHRERENZFEAZEINXELHNZMRIEIERK, F
90 F #Y Microsoft Active Directory 1HE#z,

- BHEF AP ERAS5H Active Directory TP ¥ BXHISREF B Fo

- RSA + i AFEREEEIENZESEREER,

« SAML AP EEERIE=H IdP LUEIT SAML &R, SAML i MaE S AP Active
Directory TP #J UPN,

WNRIKTE Citrix Gateway FE2ER T BMIIIEREZERATERER, WAMERER, B4 NiEEME
RIIE S ELZ —o

ARSI M Citrix Workspace N FIEFFHNERA RN BREERNIZIZEAFPEE 7 2 Citrix Gateway HIXY
BRERIIE, MARTE Citrix Gateway EERIZFR N RIRIEREE, & RADIUS (RiEEHINIIELS
BFRS) BEAFESMIIEAE, & LDAP (BRELBRIFIAMNY B AMHEIAE, BRE
BRI IUERIFEREXGPERBEEIZMIRIEAZE, UER LDAP EiE{E&EL StoreFront, I Citrix
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Gateway & & ARIIE] StoreFront ELERY, MEREMEGENBIMEZLTHE, BXIFHARGRE, 7L
i% <http://support.citrix.com/article/CTX125364>

3852 Citrix Gateway ¥ StoreFront ERAZIHSMHIIE, EESMAM Citrix Gateway LDAP &15
IR Y SSO LB MIZE A userPrincipalName, EEIUE KR 7E Citrix Gateway BRI
E_EEE—ME, UEHEEMFERIMELN LDAP K8, BIE Citrix Gateway RIEACE X 4 LUIEEE!
StoreFront BY, EIEE R RE R, ENNEEES MAZEINEEXR. BERIESLITRAF MEM

155 R 3 StoreFront, MAZ{XPREAIEENEERE,

TEIZRY Citrix Gateway EREZIFHIIE/R T, EAILAEA SmartAccess 1R1E Citrix Gateway =IEREE
EHEIF P 3T Citrix Virtual Apps and Desktops &R,

B F Gateway [Ei&#
EE3853 Workspace N AR EZE AN AEEEARZERH Gateway BE:BEMRRIE, 157E 815K
WA 7E B O AR EUE 4% K H Citrix Gateway RIEE",

AIMBRT, ANAEIERA Citrix Gateway EE S IRIE R AN BEERFIEMLERE.
IERILUTE B RWIIETS A R+ L A% E WA ZE A A P &N &0 31k,

EEZEENAF

INSRIZRT Citrix Gateway ECBIER LDAP BAIRIE, MR IAPREIXT45E B AYAE],

1. EEEBMIIEAEEOR, M Citrix Gateway B3l > IRE ThRSF, %F BESEEE

2. R RREME, AERE 20 UaAZEEENRT. EZETREKANAPAUERE
FrEERSMIIERSHNARE, BESES, BEREEWIRPERZEE, ARG
iE. EEILZIE P AP KA NN AL, BEFIRPEEZE, AERE BER.

EESBNAIVRE T AR AT ARZRENRI. IREHFLAFUEARARIBARS
&, 1BF NetBIOS ZINARNEISIERFR, BEERAFPUABREHREMRIVAARZE, BxE
PRIE R ANET)RP, NREFLAFEBLUEAAARANAR T HLTRABARTIE,
M5 Z50FF NetBIOS & AFHTT 2 RE MR EAIMNETI TR H,

3. MREEE T SNREMEE, BN RINTFIRFIEER P ERNEIAEFIE,
4. MREHFLABRIE LY HREEE, BHEFEERTEPERETIRE EE,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

Default domain: | example b ]

%! Show domains list in logon page

o .

ERE R IIE

ZHANBER T, StoreFront RILIEM Citrix Gateway FEWEHIEF 2MERE, NRER Citrix Gateway
A& LDAP £/ Active Directory THR(EAREER (BIa0, 7E(EA SAML SEEEFRRY) , MU
StoreFront BB EAEEM X FITRVIRIE, EXMERT, EEEMXEmARLIE URLIFEEEE, X
{& StoreFront A]LAIIEIEREE HK B Citrix Gateway, F2H BEIE Citrix Gatewayo

1. £ BESHBRIEAE BEOF, M Citrix Gateway Bl > i&E ThEF, %F BEERIG
ISk,

2. 1 BEREBIIT2ZE R Citrix Gateway,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users leg on with smart cards.

Fully delegate credential validation to Citrix Gateway

o .

PowerShell SDK

E{FEF PowerShell SDK F¥ N AMEEECE A Citrix Gateway ZREPIRIE, EFEA cmdlet Set-
STFCitrixAGBasicOptions
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o EXEMIIIERIRLM X, 1554 credentialvalidationMode IREN Auto o

o EE(F StoreFront IIFEIE, i3S CredentialvalidationMode I&E&J Password o

BHELOIE
SERTILE StoreFront R ETIIEREIR, FRERZMHEMBWIERIE. HX¥AEL, HLHA
PEMEBSARIE - BBRIE,

MERIER T HEBRRIFT2EREA Citrix Gateway, T8 3 (F2H 2310 IE R FIAYIR BT (e
Fo EXMIBERT, StoreFront AIEESSTE Active Directory REHF, EIt StoreFront IRSS5E5H9
A 5ERFRBEREEXR.

RIFAPEERNESCIAH

SNRIERY Citrix Gateway BCEAEA LDAP (BF&MERD) HRIIE, NAUECE NetScaler X
RFEE RN E ST HAZE,

1. &R NetScaler® EIERM 4

2. EMEXREF, BEFHRIE > ZHIR.

3. BHEMBINIERSR.

4. THMIGET, AEAWEREB,

RIFAFEEREENHG

&R LAECIE StoreFront UNITRFP AR REERHEN, LLINEEXTEM X A LDAP H17I8iEH A
FaEategs (MIEAMZER Citrix Workspace N AER) 181N A &R AT Ao

BAINEY StoreFront ECERFAIEFA R ERHEEW, BERHEEIH, MRERESALLINEE, BHR
A EIRSHNENRBRARIELERAF ERHEN, DITAFEREEHHRRNTEIERELTE
AR LU RERSMIVIERSVERNAREIERA. NRENARELLRE, NERPEHPEN
ThEe{RIERNERER, FHRERRBERNAREERT MR B MEANEBIR,

1. EEESMRIEAEEOR, MM Citrix Gateway EiE > B THRER, EEFEEELEEN
2. ERVTRAPEREE, HERAFAF ERED 8 1EE,

BRI R REEE (/en-us/storefront/2402-Itsr/media/configure-authentication/gateway-

authentication-change-password.png)

p=3— g

92



CITRIX® STOREFRONT 2402

RERBR RITAFAEREN, XU EEREER THIRE, BTHRAFRNE
B3 H P I0IE,

PowerShell SDK

E{EH PowerShell SDK &R EFRIAI, JEEA cmdlet Set-STFEXxplicitCommonOptions,

Bidi& Delivery Controller™ LLfS£F StoreFront

& Citrix Gateway ECiE T LDAP BAIIERY, BRMNEIEE®EL StoreFront, M FEMBRIEIES
7%, StoreFront &) EE, EILTTiAM Citrix Virtual Apps and Desktops #{T& 0481, Fit,
& RECE Delivery Controller LUEERE StoreFront BYiER, IEEIFCitrix Virtual Apps and
Desktops & F B E MM xELE,

ERRXSSMARIERSERERE VDA

UM XECE T LDAP BAIRIER, ERRFEIEEIEL StoreFront, UEATUEAERE] VDA, XF
Hth B4R I0UEAE, StoreFront TiEIFIRIER, RILFKIANBER T ERITERE R, ErUFEHEL
BEMERIERSRIBEHERE R,

SAML B{45&5IF

SAML (ZE£MEIRCIES) B—MARIE, HENMNEMNIIE~mER, 8 SAML, ERIMEF
StoreFront FCE AR EE BRSNS DRI HITH M I,

p=3—

AAREBIFIRECE StoreFront B SAML B4 501E, FNEBIGIR, EFER SAML S5 KIERCE
Citrix Gateway, SA/SECE StoreFront BY Gateway BE@ & 7181,

StoreFront EERF S SAML 2.0 WH DR METER (1dP), Fla0 :

o« EF SAML 48EH Microsoft AD Federation Services (fi3E WS-Federation 485E) » B X ¥4
58, 1B5&% CTX220638,

« Citrix Gateway (BZEX IdP) o

« Microsoft Entra ID, B X1FHEE, 1BEEI% CTX237490,
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SAML BiE AN EZ— <saml:NameID> 7Tk, HHUER THFPBEAF EEKRAF (UPN),
StoreFront 27F Active Directory &It UPN, StoreFront A #FEMBRHAF, £/ Entra
ID BY, AFR#MEGREEM.

BHNNRAREIESASERER SAML SR8, §7E SMRIESE BHAFEEFE SAML SHKIE, A
BRT, NAEESR SAML BMEIER N ZNAEENFEMMLERTE, EANUE SMRIES
& EBF ERS T IR ZAEER SAML S35,

StoreFront™ SAML 5§
EFfE SAML, BB REIERASEEEU TS

o X ID B URL, XENAREIESMIRIEARSHIEE, BHE https://[storefront host]/
Citrix/[StoreName]Auth

- WTSERERSH URL, B% A https://[storefront host]/Citrix/[StoreName]Auth/

SamlForms/AssertionConsumerService

o LIRSS, @E W https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/

ServiceProvider/Metadata

HNEE—RiRS, BER https://[storefront host]/Citrix/[StoreName]Auth/
SamlTest

BRI LUER LT PowerShell Bl A% H+E E N FA & 5 BY I 20

# Change this value for your Store

$storevirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService
-VirtualPath $storeVirtualPath)

$spId =
$auth.AuthenticationSettings["samlForms"].SamlSettings.ServiceProvider.Uri
.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath
+ "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath
+ "/SamlForms/ServiceProvider/Metadata")
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$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl,
($auth.virtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:
Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest"

HtRAl

SAML Service Provider information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

R TR BHITECE

NiEfLECE, ERIUESMNRERFNRSRERER (FEARMFA StoreFront) ZBIAHRTEE
(FRIRFF. BB, wmRAEMEE) .

MBS MIREERZFTHIES A, WAILUFESME StoreFront Tt IR M. AR @ XAT0E
& HTTPS %o

BERASMIREIEFNTHIREE StoreFront, 5 A Update-STFSamlldPFromMetadata
cmdlet, Fla0 :

Get-Module "Citrix.StoreFront*" -ListAvailable | Import-Module
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# Remember to change this with the virtual path of your Store.

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https://
example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:
# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -FilePath "C:
\Users\exampleusername\Downloads\FederationMetadata.xml"

BRI RHEER
1. ik SAML SRMIETHIRE THRE, RESEHHEHRER.
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i )
| Method | Settings

Izl User name and password
SAML Authentication

| | Domain pass-through Identity Provider

B Can be enabled / disabled separately on Receiver S B

|| Smartcard
Can be enabled / disabled separately on Receiver for Web sites

[] HTTP Basic

W Pass-through from Citrix Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

Advanced ¥

o [T

Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post =

Address iy

Signing Certificates

Subject Name Thumbprint

Add... ] [ Import... Edit... Remove

o [

2. %% Post = Redirect #Y SAML 487,
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3. WA BMRIREIEFAYHAL,
4. SABTEE SAML SHERIIER,
5. & OK REFEEH,

EEMRSRHAER
1. & SAML SRWIETRIIEE RS, R/EH RS RIEER,

SRR HIEFE O REE B (/en-us/storefront/2402-Itsr/media/configure-authentication/saml-

service-provider.png)

2. (FI%) EFE—SFHERIES, BTEEMNEHEFELHER

3. (FIi) ER—ITRHMBIES, BTFEENSHRERZFEERIIER.
4. BRBRHEFINATETUETTREIER S IIERSS.

5. R THAEURTES,

PowerShell SDK

{#H PowerShell SDK :

« BEAZRIUEPE, EAA cmdlet Import-STFSamliSigningCertificates

« BEAMBIUEP, EAA cmdlet Import-STFSamlEncryptionCertificates

M3k

Eihis SAML &E5% -

1. %3 SAML A TIE, 1E£1% StoreFront SAML s,
2. XRMEEERERFMNIREER. WALNEE.

3. W EERENAT@E, ZHEE RSN EBEMNENS.

Bidi& Delivery Controller™ LLfSfF StoreFront

£/ SAML SR I0IEEY, StoreFront FTATRIRIAF &R, RLLFER Citrix Virtual Apps and
Desktops #1THHIIE, Eitk, EXMEZE Delivery Controller LUEEHR B StoreFront BIiEK, 15
£ Citrix Virtual Apps and Desktops 22 ¥ E BN R IET .

EREXSSARIEARS Y VDA BTHRRER

fEF SAML B{2383ERY, StoreFront Toi&iARIAFER, RILEIABER TILEXN VDA #ITRSE
Fo BOLUER BAEBHIRIEARSE RIHERER.
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P& S 78Ik

FERRAFRLMEBSMNIIEN, RASRTHAFRAX Active Directory AR &M% 1D,

cifrix | StoreFront

domainiuser or user@domain.com

NRAFPHEREIHSENIH, NWREEE, AP ARERREESELIET,

EEER Citrix Workspace N AREFI AN AEIEERAREABALMEBSMEIE, 5E MR
7574 B AR AR EUEAE AR AMER.

RINBRT, ANABEERERAFRSMNEESHIEIEtERAER Web NS AB R ERZNAREE
BFFE ISR B R IRIE, ERIIATE B Web MR S RI0IET AR FHR Receiver EEER%FTE WL
YR P2 MEE S 53k,

EEZEENAPE

SEETIABRAIE A R USRS R M BRERIAE, TEREEERERB Citix Gateway

EREESARIEER.

1. £ Citrix StoreFront BERIEHIG ML BAS ISR RS 155, SRIEIELSRE PR
SRMIES®. ERIFERS, Bt SESAMIESE.

2. \ RFRAERE > 98 5IRT, %iE REMEEOR,
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3. R RREENE, AREE HN AR EEENRT. EZEPREKFNARTUER
ERSMIIERSFAENAEE, EEdias, BEREENRIRTERZEXE, ARE
T B, BEILZEPAFKANRAEENSR, BEFIRPERZE, AEEE MR

THEERBNAIVRE T AR ImARSENR. NMREFERFUEAFAERIVAARR
&, 51 NetBIOS &IFANMEISIERFR, BERAPUAFEHRIMBIVAARRE, Bxe
FREHBZANNETIRP, MREFRLERAFEBIIARARIANAR EALTRIVBARERE,
M5 Z5UFF NetBIOS & AFHTT 2 RE MR EAINE T TR H,

4. MNREEE T ZTREMEBE, BNFINEFIRPIERR P ERERIEFRIE,

5. IREHLHEERNE LY EREENE, BEPEERNEFEREHSIKR § EE,

Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

Default domain: | example b ]

%! Show domains list in logon page

o R

PowerShell

ERINECERIRSFR, EER cmdlet Get-STFExplicitCommonOptions o

EEHZEERE, B5FEA cmdlet Set-STFExplicitCommonOptions o

FOIF R P E S

EAI U P B B E N, E, SRR ESRREAEEEIHNAR . XEREER
LS RAFAKEACRBR IS M AL NEKRENNAREF.

MR & P inie (23 EIhgE -
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CITRIX HNE STOREFRONT AR WE EE R NP STOREFRONT
WORKSPACE M2 TERTkImEE, AP HAAYEAD FERTILIEE, AR
F AU ERE S HINED AT TERR S HART S X
BB
MN&E =
Mac =
gog=-!
i0S
Myh 5T ER =
Web = = =

ZHABCE S PFELE Citrix Workspace N AAIEFH Web RS asA P EXRE, BEMERBETHE, R
REBALINRE, ERFRISENRSSHENFINRERREIEAFRERERE, AFAFREREBRR
RN R 2R BLAEMALURER S G IRIERSNERNARENA. NREHNARER
LREME AP BB (EREER, BWEEE TN ARSI UM AT MEN SRR,

INRIETVFA AR ESE, NERAFIHNAAREERNIREIES, RRINERT, A
Fey@AHARR & ARY Windows SRERIZIERTE. BE, ERILECE BESGRAAR,

1. B EESORWIESEEOS, NAFPRMELE > RE ThRER, SR EEREEN
2. ERVTRPEREE, HER AR ERER § TiE,

AR | IREREFUIED, N AMBITRISSEBE S AMmE A R EKENN A2
FHIRF.

3. EREFAPRERBIERENRR, KM ERED.
4. EFEEERPED IR REMI ], ERILUEFELITEDR |

o FREE - Ul FETRENTHRE, CREBEIHIGEMNAR.
« £/ Active Directory ARBEPIVIREEISE - ER/G, NMRAFPHNEDRNT AR PRE
NXBAIH, BRRERAXL@EN. AP ALOEEEREN,

p=3 g
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StoreFront A& [E {5HZ DR, Hit, MNREBIEEFEBFHATIDRE, WWANERE
[ligwiALis

- EREEMRERE - ERE, MRAFNEFTLAEREANIH, ARREENA
Fo BPALOERERER.

Manage Authentication Methods - Store

Select thd Manage Password Options [ ]
| M tings
U [+ Allow users to change passwords: :_ = .
0] s (@) Only when they expire =
M b \ At any time (only available when using Receiver for Web)
B Remind users before their passwords expire:
L] Sq Do not remind
c . . :
= 8 Uze reminder settings from Active Directory group policy
L] H
- Use customized reminder setting
v P3 -
Remind users |10 — [+ | | Days = | before expiry E

Installi

authent =
o

ced ™

AR

AE1:

HARIZAY StoreFront fRS3 25 E B BB MR 8 RIZEFIE R MNEEX . NTIKRERFH
B EENITHE, StoreFront 21E1ZARSEZ 2 ENIZB P IE— A MEIE X 4, StoreFront
WA BE I X RIS I I35 F BEE U P YRS,

AR 2:

MREEEFAMREANERAERENE, XWRFM Citrix Gateway E# S{7IIERN EEE
BT RV E.
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PowerShell

BRI EEIENYIR, 15 cmdlet Get-STFExplicitCommonOptions o

BEHZEMEE, 15 cmdlet Set-STFExplicitCommonOptions o

S IEIIE

B, StoreFront 2K Windows &3 Active Directory Y EE, XEK Windows RSB 255 B F
FR—EF, JER NI BEFEEERR. HIEREIL Active Directory S1E8Y, ErIEE
StoreFront {3 Citrix Virtual Apps and Desktops 3 12HI23 RIGIEER. XM HTTP Basic
# Gateway BE@EF R,

EFIE StoreFront WIFZBHA :

1. B EESHRWIESEEOS, NAFRRMNED > B ThRed, #F IEEHERIE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]

| Method Settings

er name and password

[] SAML Authentication -

[v/ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

[] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTP Basic
[+ Pass-through from Citrix Gateway
Installlng ar_u:l umns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

2. NEEUTARRIERE THYIRSD, ®EEF

« Active Directory - 3K Windows 7E Active Directory RIS IEEE

« Delivery Controllers - Z3KE2&HRY Delivery Controller™ ISiEEHzE,
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Configure Password Validation
Use this setiing to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers +

This method delegates end user authentication to Delivery Controllers.
Click "Configure” and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers
Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. WRIREIF T “Delivery Controllers”, Ni%EiE“Configure”, 7E“Configure Delivery
Controllers’REH, FHIN—12Z1 Delivery Controllers UISIER P&, ARSI 0K,

Edit Delivery Controller

Display name: CVAD
Type: (@) Citrix Virtual Apps and Desktops
() XenApp 6.5
-
(load balanced):
-
| Add.. || Edit. Remove

|#| Servers are load balanced

Transport type: HTTPS v

Port: | 443 |

4. ERHE

104



CITRIX® STOREFRONT 2402

PowerShell

BT REBRIEAT, B5EA cmdlet Get-STFExplicitAuthenticator o

E @i Delivery Controller #1THRBIGIE, JE1ER cmdlet Set-STFExplicitAuthenticator J¥3%
IEBRIE /) xmlServiceAuthenticator . EiIZERATRIEEIEH Delivery Controller, i5{ER

cmdlet Enable-STFXmIServiceAuthentication

BERERE VDA

SAFPEMREIRE, StoreFront AR BTERIEENFEEGZES VDARITTRERER.

MR AEIER BT Federated Authentication Service (FAS), M StoreFront REXZR FAS BRS325UAIR
HIEE, MMEINEENERER. ERR%EELS VDA, MARERE. f0R StoreFront JoiEEK
R FAS RRS588, MITTER VDA HITRERE R

BEXERRR

EREEEBIBERERD, BEAF Cc:\inetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\Templates\UsernamePassword.tfrm . 1ZiER{ER Forms Template
Language 7 Xo

LURRBIAIN T AR FEBELE Citrix Workspace app for Windows 2B %50 :
R A

HAFERIINARER, RAERTERMNEERR TN K, EAIUETYRBEERNREE
HORBENHER !

1. FRAXERYRIESSFI A M RIUEARSEY UsernamePassword. tfrm X1,
2. TEXMHPRIHEIATIT.

I @* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. BEMIREIS e FMEM *e REUEIFEZED.
I @Heading("ExplicitAuth:AuthenticateHeadingText")

2 Citrix Workspace WA 2T A A EREERALLL S MRS NN AREIEN, tiISERIEAT
A AR IBE R U AR A AR AN
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4. BESIFEANEK, BEANEKRESRITTAEMICIEARSEY ExplicitFormsCommon.xx.resx X
5, ZXHEBEENMT c:\inetpub\wwwroot\Citrix\[Store
name]JAuth\App_Data\resources\ BZH,

5. EXAFHIHREIUTITR. fiE <value> THRPLBHINA, LUENABRERRERLLS MR
IERRSS BN AR RS SRS FE B RINEEF BRI AR X A,

<data name="AuthenticateHeadingText" xml:space="preserve'">
<value>My Company Name</value>

</data>

BERHMXEIRERAFHNERMNEETEXA, BREAMI G

ExplicitAuth.languagecode.resx, EH languagecode & X3H & BEFRIRFTo

BELE3&E R F Windows BY Citrix Workspace N A FEFHR AR 4

ZINBRT, iEBTF Windows B9 Citrix Workspace N FIEFEHF & RE StoreFront i FE R[5
SEFEEFS, EPELIEEAT Windows B Citrix Workspace N RIEFEF A S, ERES MR
IERRSSHISC 14

1. ERANXAYRIEEIFTH XA inetpub\wwwroot\Citrix\\
Auth\App_Data\Templates\UsernamePassword.tfrm,

2. FEXFHEHBILTT,

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials"))

3. BRI TR ERZIER,

<!-- @SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials")) -->

RRERERIERILLE M IIERRSS BN B SR o s A E &,
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FUNBERT, EAT Windows B Citrix Workspace NBREF2BER EXBANBFR %, E
BIMERBAFSFER, 37 RRIEEREZBEHNERNG, E2R ELIEEREF windows BY Citrix
Workspace N FREFEEFZESFAF %o

B Citrix Gateway H{TIZ2iH A

IRRIABCERRY Citrix Gateway, UEAFEREEAFRLNER UNENEZRR) ER2IN
Xo XEEIERFEZEE] StoreFront UERFINAEE. £ LDAP AR AMERE MK B SR
Citrix Gateway, EZI7 NetScaler X1 - LDAP B1318iE, EEZE StoreFront, iEEIH M Citrix
Gateway Hi&,

XSS AWIEARS I E

B A 1 U0IEARSS (/zh-cn/federated-authentication-service/2402-Itsr) (FAS) {EFIEH &A1
VDA IRIHE ST R, LA SAML FHMIIIEAER, tkIIeEIEEER, KA StoreFront TTiEAR]
Active Directory &1,

NP FRIEE R FAS
ERBATEERM FAS 28, EUAERAEKEE FAS REBIR, SXESRMES, B

FAS X#4(/zh-cn/federated-authentication-service/current-release/install-configure#configure-

group-policy).

BRHNEAEEER FAS, EX4ERA PowerShell cmdlet Set-STFStoreLaunchOptions 5 VDA &%
BUES RIZMIEFIREN FASLogonDataProvider o

BINBER T, StoreFront TEE BT FAS BRSS588. ERIAESUILIRE, LMUE StoreFront 75 REY
PEHE FAS BRS3 88, XIFMAVIFAL RS T BT Al sEHIIAVEIR,, LHETE FAS RS EBRAR A

B, EMMEAZD FAS RS8R, BR, ENRAE, WR FAS RSREESRIEELER/FR
oA, WESNERKXKHERIAFRLMZBIRBIIE (BSR FAS IRS 2R A (#fas-server-
unavailability)) . BEEEILITH, EBITHSE claimsFactoryName FEY PowerShell cmdlet Set-
STFClaimsFactoryNames, ZEEERIN1EE FAS IRSS525, BFHIZEN FASClaimsFactory o &
% 8 BNTAHEETIENERE FAS RSS2, 1B HIZEN standardClaimsFactory o

BN, EANNBEIER A FAS HEERINIEFRSEE :

$store = Get-STFStoreService -VirtualPath [VirtualPath]

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFStoreLaunchOptions -StoreService $store -VdaLogonDataProvider
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"FASLogonDataProvider"

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

BN FAEESER FAS :

$store = Get-STFStoreService -VirtualPath [VirtualPath]

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

¥ [virtualpath] EIRAHENBIEEEE, FI80 /citrix/Store o

EER7T FAS WIN AR E LB R P 2 MEBR S5 IIE(zh-cn/storefront/current-release/stores/
authentication/username-password.html)B, StoreFront 3AZ2{EHH FAS MARIRHHNEREHITES
TR

FAS R385 A7 Atk

INE FAS fRZ AT, NWEMMRIAEERK, BZE, ErJLUECE StoreFront, LUETE FAS fRSE 25
AATEE, BRFALGBEmAREEREERE VDA, EEREE, BEATESEH
FederatedAuthenticationServiceFailover HJ PowerShell cmdlet Set-

STFStoreLaunchOptions. ##0, ERNBEEERBHIEES .

$storeService = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions $storeService
-FederatedAuthenticationServiceFailover $True
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EENMEERE

7E Citrix StoreFront A7, ZAIUSIEZMEIEREE, XEREREXRE Citrix Virtual Apps and
Desktops NN FAZFMEE, NAFRMES EﬁjhﬁlﬂJ\/ Fo IERIACIEZ N EIE, B MEIEED
BECH—ERBEMN—PHZ ML, REBFPALOEE Web FIEFTHXLEREE, RENTITR
INRA#Z2 2R Citrix Workspace N AIZFEH,

ERAEE

1. EEEER e, EFRANERPBEETRo
EREHELEENEIS,

&4 Citrix StoreFront — O X
Eile Action View Help
e« | nm B

& Citrix StoreFront

m Stores

[E Server Group

Actions

Stores -

Authenticated Subscription Enabled | Access Create Store

Yes Yes Internal and external networks Export Multi-Store Provisioning File

Manage Citrix Gateways

Manage Beacons

Set Default Website
View »
Details - Store |G| Refresh
Details [ Deliwe_!xContmlersJ nmemmwmmj Remote Access Help
Store -

A\ Certificate is about to expire.
@ StoreFront using HTTPS.

Manage Delivery Controllers
Configure Unified Experience

Manage Authentication Methods

Store URL: https://storefront.example.com/Citrix/Store Manage Receiver for Web Sites
KXenApp Services URL: KXenApp Services not enabled : :
Remote Access: Enabled (No VPN tunnel) Configure Remote Access Settings
Advertised: Yes Configure XenApp Services Support
Unified Experience: Enabled Configure Store Settings
Authentication Service: Used by this store only

Authentication Methods:  User name and password, Export Provisioning File
Pass-through from Citrix Gateway

Token validation service: https://storefront.example.com/Citrix/StoreAuth/auth/vl/token/validate

Remowe Store

Help

EHAERENRTR, EAUEEUTEDRF :

ETF HARR

FAER RMEEEFMAES, FIE0 URL B MIIESE
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i HAER
AT 25 B NEERBNERIRE, 40 CVAD s
g DaaS
Web ik s UR 2R H A EE BRI E Wik,
AR B X 2E\EM Citrix Gateway B AZi2iAH
FAER

eEmEE

NBREERR RIS S, REBNARE . 8XEARER, BEHLENARE,

R R G R 1

MR B R ARME S, eI LRITU TN A REIERERF

T35 FHAER

BB ATTERIES ANINAO BRI 2o

BIESMWIEAE EFRBP R TRNEEEHITEHRIIERNS
&

EIBERAT Web B9 Receiver B4 BIEATFIHIRIN B PSRRI i

BIBITIZIFRIEE AN RHMEEZ A EEET Citrix
Gateway 18] N A &

fBNAEEIRE BB . Kerberos &k ={E HDX K

« KN AEE MERgE

SHE 4 RO ABEERFAERNXY, 2iE
AN A EECERIE Citrix Gateway ERZEF
(B
fIBR Rz F P T MBR R B ERIN S,
mRECE

EAUE BRI ZAITU TR BEEECE
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T+ FHER
IEBMEHIK (CRL) E 2@ StoreFront MUEAE R RIS B TR
(CRL) #&& CVAD R {I1ZHI23ERBY TLS IEH
RE

ECER StoreFront M ABEIEUHZ=—"EH FCER StoreFront AREEULEZ—T8EA

ITIRIBE E ITIRIBEE,

EIEN AREERITIREE EE. BA. BHIERITIASKE (Wi
¥) .

£/ Microsoft SQL Server fZfEU iR LR fEFYLER SQL Server BUEEEFMHEITIH (Wi
¥) ik

BARERBMNANSEiLE BCi& Citrix Virtual Apps and Desktops i&&, X
g B RN IREN AEEMLPRERA
"

RN ICAIRE BT F HDX IREBAINE] default.ica SREEEEA]

ICA XHZE4 fCE ICA XHESH

Citrix Workspace N RIZFEE &£/ StoreFront EZi& Citrix Workspace [ T2
52

SN S

ERAIIRIERECIZESHENNARE ; fi, EIUNSERFAHSIBNAREME, SR—4H%
ENFRAGHE—I.

BERTR:

TEZARSHMER, —RAREA—ORSHBNIRSFAENEEHITER. R Citrix
StoreFront EIREH S AREREPNEMEMARS S LiE1T. ThE, FERREERETHERIRS
#x2l, MUEBHIMEPREMARS S

BEIENARE, EFEBIRMNAEE SREER LENAREFRHNFRIVARS 2REE,
A, ERILUEEFEE Citrix Gateway BCiE ¥ W A B IERYIZIZ1R]o
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1. ERFERT, RELIRNARE.

Create Store

StoreFront Getting Started

StoreFront stores provide your users with access to their Windows desktops and applications,
mobile applications, extemnal software-as-a-service (Saas) applications, and internal web

Getting Started applications through a single portal from all their devices,
Store Name
Delivery Controllers Store URL @
e o ol e
L] 1
Remote Access 1 gt H
1 Citrix .
Authentication Methods 1 Receiver

XenApp Services URL

Receiver for Web Site o :
summary 0 0 0 ke ---eeeeeeeseeeeee- @ _________
—

n
Stoiie Browser E End User

'

. []

- 1

u n

. XenApp Services URL @ .
PNAgent

BHT—%
2. ENARERINETF HEEUTAR !
* AN FBEERT

« NREHRLERITFRAPELSRESMIRIEIARNARELE, BAERXARFRESHBEIERA
PRI RS, SIZRESMIERNNBEEN, SRR ENTEGRIEAA
A, EMFAREERPNRSBAT GBI NELELR URL, (XEH—TANED, X
FIEEMA RS B AR AR SS B4 )

(/fen-us/storefront/2402-ltsr/media/configure-manage-stores/create-store-store-name.png)

BET—%
3. EXRfHEFEETF L, AENEMKENNAREFMIZRE. BXESHAER, F25H(/

manage-controllers.html)
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Create Store

StoreFront Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,
Citrix recommends grouping delivery controllers based on deployments,

# Getting Started

+ Store Name Name Type Servers

Controller Citrix Virtual Apps and Desktops cvadl.example.com

Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Add. | [ Edit. || Remove

%a-:l-F_’fo
4. ESTIRIFRNETE L, EREFEET Citrix Gateway FfEERIH. BX*EZFMESR, 5
i) 383d Citrix Gateway B IEX P15 BZAZ 1517,
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Create Store

StoreFront Remote Access

Enabling remaote access will allow users outside the firewall to access resources securely. You need
to add a Citrix Gateway cnce remote access is enabled.

# Getting Started

v
P SN Enable Remote Access
+ Delivery Controllers Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) (i )

Remote Access

FariienBention Methor ) Allow users to access all resources on the internal network (Full VBN tunnel) @
Xenhpp Services URL Users may require the Citrix Gateway plug-in to establish a full VPN tunnel.
Summary

Citrix Gateway appliances: [ ] Gateway [ ]

Default appliance: [ - l

5. EBHRRIEAEET L, EEBAARATRABEHITENEIENAGE, RAREE TS
BEXAASMEIEAENESFAER, HEH RES KL,

BRTY Mz RIRECEF RIS EZHN, EAIUES— T EEAZESMRIERE, Alt,
EERAXESHRRIERS", AREE—TIEBEE,
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Create Store

StoreFront Configure Authentication Methods
Select the methods which users will use to authenticate and access resources. [ ]
# Getting Started | Method
| &4 User name and password =
# Store Name i . + y
|| SAML Authentication

i t —
ey Comils || Domain pass-through

+ Remote Access Can be enabled / disabled separately on Receiver for Web sites
Authentication Methods Ll Smart card : _ _
Can be enabled / disabled separately on Receiver for Web sites
XenApp Services URL [ HTTP Basic
Summary .. Pace-thronnh frnm Citiv Gatewsy E

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service. The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name -

B & T8

6. TE“XenApp® Services URL"ETIF £, MNREEFE PNAgent WIRIEE, ARIFOXER
XenApp Services URL”, BNIEGE%A)%E,
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Create Store

StoreFront Configure XenApp Services URL
URL for users who use PNAgent to access applications and desktops.
# Getting Started [_] Enable XenApp Services URL

+ Store Name URL: https

+ Delivery Controllers
Make this the default Store for PNAgent

+ Remote Access

« Authentication Methods PNAgent will use this store to deliver resources
XenApp Services URL
Summary
Bl

7. ARG, BE T

BIEFEIER, EREVBE—THIL, URWAFIEZEE. SR BB LA eI th s

PowerShell SDK
{553 PowerShell SDK BIE2EE[E -
1. {#F Add-STFAuthenticationService IR IRIEARS. RRIGH, EPRZEEN /

Citrix/[StoreName]Auth . T#E, ERILUFEHR Get-STFAuthenticationService SREXINE &5
BIERS. ERBEEAZTELSE,

2. IRIEFERESNIWIERS. 555 IEES 7k,

3. A Add-STFStoreService,

s NNRAREEEFE—TEMRE, FREIREN -virtualPath 2% &% A /Citrix/o

« ¥ -AuthenticationService REBANESRE 1 HEIEMNBFMNIERS. HE, WTFERMN
S5, I8& -Anonymous $True o

° IU\_.I-J'/(@ﬁ_ | J\/ \/)?E,J-ﬁéémtzuu\o H{‘H_:!J\l \/}%%aﬁgzﬁgalﬁo
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ACEN S

BIEANABIE, BHRITUTRE:

1. £ Citrix StoreFront EIREHI ENABRPEF NABE TR, ARTHRFEERPESIE
Rz ARG IR TE

2. BB BPITHAER-FURE RS E B BHE.

3. ¥3|Kerberos ZET+UECEN FBEEE SR Kerberos ZiA A I1EHIZR#E TR A IIE,

4. ¥ RE HDX BEET-FUREREN ARZFNKREMVERFTEENIRNM X,

5. ¥B| %N AEEER-FUEERF A FQDN SEBEFHRfHiEY Workspace N iZF =R E
AP ERNABEE.

Configure Store Settings - Store

StoreFront Manage User Subscriptions

'®) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing _ Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
3 published to users are available on the Home screen without users subscribing to them, User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

M BR R AR R

EMFRN RS, BRITATRE -

1. 7£ Citrix StoreFront EIEZHI S ANER P EFE NERE T =
2. P ERT, 25 MERNARE
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3. EHIAEORELE

Remowve Store

ﬁ Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

TRIBRR. FARSIERT , AEfA] X BXRY LGt A FRo

AR R S S ETRE

B RS S EEERFAE RN, SIEABIEREENEM Citrix Gateway ZPEREIR. [
XL HRELEF, WEMITeTUEREEFHE S BEIECE Citrix Workspace N ATEF. BF
A LUET Web 3 ¥ 2815 1R] B [EBY R & Citrix Workspace N2 Fillc X 4o

BERT

EZIRSHFMER, —XHEERA—CRSSENRS[/ANEBEHITENR. AR Citrix
StoreFront EIEZEHI G R ESEPHNEAEMARS R LE1T. TlE, HEEEREFHRIIRS
2520 (/zh-cn/storefront/2402-Itsr/configure-server-group.html), UEZEB R EMARSZ2R1SE]

E#o

1. BERESSTREFASENMEXH, FERFERTEL SHESEEMEXH", AR
ERE A ESEXFPRIEE,

2. BESHHERXAU o I BRREIIME LG EE,

AP AZBNRRNAEE

BRI LUARE T MAFR ERNARE, UWEMITETETEFHHaIKS ZINEK FQDN A& Citrix
Workspace N AZFRFERNEIE SHKFA R, BRINERT, HIECIENAEIEN, EXEAR
F7Z Citrix Receiver FRAMMANATUE T, St 1AIMITEZNAREIER StoreFront BBER, PR
BEEHFARFEEITERN, Bk, BPSMF). FHIEE URL HERFIEXHECE Citrix
Workspace T2, FHijHtNAEENERFHAER.
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BERTR

EZRE[EER, —IHeeFERA—GIRZ[REXNRSZIALNVEE, AR Citrix StoreFront
BIBETHI S REBPIEMEMRS S 51T, TG, MHENEEEXEREDIIRS 2548,
LUEE BRI EH MRS 25

1. f£ Citrix StoreFront EXEZEH SN AMNERTEFNABET R, AREREERS, RLECE
N FRREIEIRE > KNS,

2. ERHMNAMEIETIE L, %% %N SRR A,

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

When this option is selected, the store will be presented as an option for users to add when they

i configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation

) Hide St
Optimal HDX Routing - Hide store

When this option is selected, the store will not be presented to users to add to their accounts
Advertise Store when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/

Workspace app with connection details for the store, either manually, using a setup URL, or with
a provisioning file.

Advanced Settings

ﬁ[ Cancel ] [ Apply

Kerberos Z)J
p=—

Kerberos ZREFH, FHEHEES XenApp 6.5 RERRA—IE[EH, TAESTAZTIZIFN
Citrix Virtual Apps and Desktops hxA—i2fE o
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HEAFEBRNEREFIMNRIEN (CitRERER TS @ Citrix Gateway /) ,
StoreFront REFRAFNER, RLWTEERBFPNERRRGEHSRHTIMIIE. HER
XenApp 6.5 RERARABY, EAILE A Kerberos &k, UILIF StoreFront i&3IA P @3S
PSS HIT BRI, XFEETE Active Directory FEREZE ko

1. EFE—INABEE, AENREPERTET IRENEBIEILE .
2. %kiE“Kerberos ERET £,
3. EE 2B A Kerberos ERiILE2H Kerberos ZEifi.

4. BBAHHE URFES.

‘BB FAEIEIRE & O “Kerberos Zik" I+ B R R B El(/en-us/storefront/2402-Itsr/media/

configure-manage-stores/configure-store-kerberos-delegation.png)

PowerShell SDK

EFRE Kerberos &)k, 15 cmdlet Set-STFStoreService FERSE -Kerberosbelegation

EEIS R

R BB IR BRI, ISSFIMIBRE Citrix Virtual Apps and Desktops. Citrix Desktops

as a Service # Citrix Secure Private Access Ig{HHIE S,

ERILA

1. 7% Citrix StoreFront EIR2{ZHIEH, EAMBE R FEER RAEBE o
2. BERERPEE—AEE

3. TMFERT, REH BRI

{6 PowerShell SDK &EFILS

{#H PowerShell SDK, iE{T6p% Get-STFStoreFarm LG HFRA i £ s 4 E ik 5o

AINIE R

53 Citrix Virtual Apps and Desktops™ ZRiNL =

. BRI RER, 2E R

A BRAI U B EIRANZIT R

. R IEIR 9 Citrix Virtual Apps and Desktops’s

. 781> DDC H“IRSS8%' T, BT AWM HHA DDC (SNHENAY TS FHes) AUttt,

=

N

w

IS
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- YIREETE DDC FiME R FH FE2:, WA E T &[00I, WREKRER R EH T
23, MB35 HSE1 DDC,

« E0EF 21 DDC UEMATRo

o NREHIIRSIZI(FER HTTPS () , BAREERS (Y RIPIEENRITE XLARSZSIE
FEMETL2IE (BFEANE) o

5. Citrix BB iEF REZ[BVEAHFHFE LT, XF StoreFront TEERIZEHET AT TR FFENIERE
— RS2, MMIEPRE RIS TliEHZSR B D iR 3. MRAREFIIED, NMARSEE5IF
FHER LRI M IEERSIR, EXMMIERT, 100% HEFAEESRHPNE—IEDD
AT o EERR b MR IZARSSZ_AEAL, T 100% MBS ShHMERYIRFE _PIRS R, K
I SEHE,

6. MEMIER T |RP, £ StoreFront BT SRS EEENEREZEE,

o EENKRMBREZELELEIE, HIERHTTP, RERIIEDT, NAMBEITREE
StoreFront 5AREZ 2 EINE £1E%,

o ERIMEBEERAIHIE (GEE) , HEFHTTPS . W1RA Citrix Virtual Apps and
Desktops ARZZ281EIF AT, 1BHR Citrix XML Service iRiE 5 Microsoft Internet
Information Services (I1IS) £ZHixO, H B IS EBEALHF HTTPS,

Pz

SNRIEEER HTTPS {RIF StoreFront SARSZ a2 BINER, BHRREERSSRIIRFPIEE
a5 XERSH/EB LNBNTETE (2EANE)

7. $E7E StoreFront BFEERSEBMEE O, HTTP EZEMERIAEO N 80, HTTPS EEMEIALE O
7 443, IBERIHROMTE Citrix XML Service AR,

8. AT

AN AT 28 58 O Y RE&E (/len-us/storefront/2402-Itsr/media/configure-manage-stores/

add-delivery-controller-cvad.png)

9. NREBEELXEEA (%) , NLBEERA PowerShell IR, Hl40

$store = Get-STFStoreService -VirtualPath [Path to store]

$farm = Get-STFStoreFarm -StoreService $store -FarmName [site name]
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Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

73 Citrix Desktops as a Service ik s

1.

2.

3.

T EER R RET, BRI,
BMA—TEBTFEIREN BTREH
IR 4R 9 Citrix Virtual Apps and Desktops’s
EB T EESRN RS8R T, 2E AN HRAEESs (HERNHESEER) BT,
- WMREEREREERT DDC FIEKE T 1 &it5%es, NmAREIERNBIT. WREERE
Rt #5Ess, NemsHE DDC Hmikikss.
- MREEZNERAME, Citrix BINERNE R VDA WFMERRUBFN=IEESS, UEE
KEFRETEY, StoreFront RIAERAAM ENRFRIEEHNMABERDI VDA,

- NREEFECERMEIGEESE, BAABNARUEERRIRNATISERIEEER, MR-
MAFESERUTEIERUENRSSHRIE, XEESREPEXERE, A, EAtE
MEEFRIVT, ©RMELE StoreFront HEENEKEZRAXREMHNERUE, NMSBEH
KMo

- WIRERMRSSBER HTTPS () , BHREERSHBIIRPIEENRISXERSIFIE
FLERRIFEETE (ERNE) -

. NRIEERBEZMUERVERSS, Citrix BIEFFHT StoreFront AR5 28 iER RERIEE IR RIES!

RINER, FHEUHEARIED BRSBEATITE, BT ERSFNFEL2AES Daas XH2H=E,
FtER A FIIERIRL AR,

M 23R 5Kk, 1%F StoreFront BT 5 RS 2 BERIEEHEE,

o ENEITRIMNBIEELEIHIE, B%EE HTTP, NRERIUED, EXMBITEHHRP
StoreFront SN =ER 2 < iB)B0IER,

o EEEMBEELAZRIE () , 15EFR HTTPS, MRERILER, ENNBREIEESS
BEEN HTTPS,
xE
WNRIEFER HTTPS KR StoreFront SRR SZ 252 BIANERE, BAREERSZEYIR

PIEERNSMESXERSZ[IEB LSBT LEE (2FERNE)

122



CITRIX® STOREFRONT 2402

7. 1E7E StoreFront BF EERZ 2RO, HTTP EEMEIAEOR 80, HTTPS EEMEIALE O
443,

8. 1% MR,

Add Delivery Controller

Display name: Caas
Type: l' Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers connectorl.example.com E

URC gl Bl o nector2.example.com -

| Add. || Edit. || Remove

[:| Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o |

9. IREEEBLREER (HH) , WLTER PowerShell FINER. F40

$store = Get-STFStoreService -VirtualPath [Path to store]
$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]

Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

39 Citrix Secure Private Access FRbligS

UNEIRH StoreFront fRZZ2SECE S Citrix Secure Private Access, NIAILAZRAN Citrix Secure Private
Access Ih 5,
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1. 1% StoreFront ESHE N A RS> 3 2HIEE"

2. B Ao

3. FEAMANEHE EOF, RE—EBREMHLITRIZIR.
4. 2B %$E A9 Citrix Secure Private Access’s

5. %A Citrix Secure Private Access AR$3 235

6. M EBEE THITIRD, EEATR TSRS EEMNERLEE,

« HTTP [ @ RANE BER A X B
p=3_ g
SORERRHTTP”, MRBEITRHFURIF StoreFront 5hRS328 2 BIRYER

« HTTPS : FALZ2EEFE (SSL) HFHBELZEM (TLS) BT e HTTP EER X
1o

7. IEEATFEEIRSBMNIEO, HTTP WEIAEORE 80, HTTPS MIEIAIRORE 443,
8. BHMAE"

{&H PowerShell SDK S5

IRt =, 1BEERATS Add-STFStoreFarm

« 3+F Citrix BN A K@ 3% Citrix REIEIARSS, & FarmType I&KIEJ XenDesktop o

« XFF Citrix Secure Private Access, F¥ FarmType I&EN SPA o

fEoih =
O EERAMHENE RRT, EE— S, REEERE

4=
NREE UGS, W -

o ZUh SR AESR] Optimal HDX E&H BREARMIBR. FATURZIL = EFZNE] Optimal
HDX EEERECE H,
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o ZUARBERBF IGER WiEk fEL RIEEEEFERZSHRRE) . XERNKGER
IBRBRIS | B, WRIFIERFTWMER, FILAIREFfiLREanREIERIGRTE,
MR FRZEFRHI. BRI, WNREERRIZE SQL Server BUHERE, MATLEH
HIEEFRIER. SN, EAUSHEERX, FELMAERSA. BXFAER, BS
7 EIRTTRIEE.

f5F PowerShell SDK &L=

E{FEH PowerShell 18Rt =, 1EFERAMS Set-STFStoreFarm

RS =
T EERAEHE RS, SE— i, REET IR

{65 PowerShell SDK filfREE =

E(F A PowerShell filfRiL =, EERM4S Remove-STFStoreFarm

SITRARENRS R E 1T

AT ERERMFRIRS FLF A RINEEMEE, StoreFront RERYSHI TTAMMNAIARSS 250
LIRS B WEIR, StoreFront ABKIZARSS 28, FENERERKIBARR. XAILUBR =X ER
B eI AR S5 2R BT IS L AVRER

ERUTSEIEE S RITHRIREATE
- EESTINREER SRR - 57 StoreFront BB MRS SR ATAMERNME, RINMEN 19
o BEELLIN, HE5H FoaTReERIBE .

- BREENE - ERAEGSTRINEN, IMENEMKENKIOFENE, EBHIIEENZER
M, MRFAFGSTRALE (FREIN , NRSJ[FHEEZR, BEREERIH. AN
60 735,

- FRERMBSERRISENE - XNEZ2AEEREROERER (REE) . 18 YIS ER(T1EHI3sFT
EIRS B[ EWEIRAT, StoreFront (EAMAEEIFENE] (%) , MASERIFENE, ZAE
$9 0 Hfh, R StoreFront A= BRIFAIIRS 25,

EERSH

BETHREIXEIRE,

1. 7£ Citrix StoreFront EIE#ZEGHIEH, EAMBRPIEFNABEET =
2. EERBRPIEFE— I NAEE,
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- ERFERT, RREERM S,
CEFERIZE, REEE, ARTEREBRAESERS LEEISE,
. ERRIKET, BHRE,

. HEEERRIKE IIEES !

w
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a. EFMBEXRMNERIFERETH, BEEZINHBA—TE (98) , ZNERTERE
AR5 aRRAEMN T, XHZEHIZREARA BRI E,

b. EBRIFEREITH, RHEZIHWA—TEE (D) , ZEEXRRIES RS EAREE
MRS, ZARSSER AR ARAAYES E],

¥ FE P RS B ik 2R

HKINBERT, BENEBENBR2ERNZNEEERENFIE MR EIBERRENRSE.
ARERAFPRERENZE, SoUEERMINEREE, EERME StoreFront E3&, ;E, &
] LUABHE A F 7£ Microsoft Active Directory £AFRRYRE 53 B 10 RIR I EZRERIF IR, X(EEEER @
T BN EEEARREN B P AR ERREL,

fIan, ERILCRFrE AP REA R RDAR— T EER, HRMSEMINM SN AR DAERS—
TEBEH, AXMEETR, IFMS BFRARGNAFPELRNAEEN HEERERARF. ‘U
S RAFPARRNEERBARFEMISNAER.

HE, EAUNSEAPLIE—TEHE, ZHNERHSEHMLERFNRR, EEFER, B
REVEEH, XEZREB NS XBREAR (PIIERNHRITERL) REIEENEN, FARERFEER
N AEENSERERNSRENNARER, B8 AP AR ERDSRA A SERE

RiRo
AR

XRTFARE NI =, b, 7Eihs=A, BILTE Citrix Virtual Apps and Desktops Studio B2 &
YRR P AR TR FfEF.

BEARERFPAREREIER, HHRITUTERE !

1. EEEXMERREFS L, TAPBRENSHRRSEET, 24kE, XERETRINES
AR, HEEIF BT A,

XA RERFBRANSRREFR.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

o e

2. BERAPBGRIREFER. XRHTHIRARRFRESUSIZENE — TR EUERIEIE
EZ MG,

Create User Mapping
StoreFront ST NP
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Controllers ") Specific User Groups

Add.. ™ View Remove

[0
f

Nt

3. EEFAASEEFERAFAHRNN—THZ 1A,
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Create User Mapping

StoreFront

User Groups

Controllers

User Groups
Specify the user groups that will have access to the controllers.

() Everyone
®) Specific User Groups

KAEAAD\DesktopOnly Users

Add. ¥ || View || Remove

4. BEHET—%, XFHEEZEGERETF,

Create User Mapping

StoreFront

+ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple controllers, StoreFront launches the
resource from one of the controllers chasen at random in order to balance the load.

Controller | Aggregated | Type

Back ]| Ereate | [ Cancel
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5. BEARMANM— RS EH 2R

Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

# User Groups

When an aggregated resource is available from multiple controllers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. BE AU
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@& Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.

User Groups Controllers e
DesktopOnly Users CVAD site A

| Add. || Edit. || Remove |

ﬁ Aggregate resources Mo aggregation
Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

"o e

7. RIEFERTLAM... UEIZE SRS,

{55/ PowerShell SDK 3% P B BiG e
=] LUER PowerShell SDK {3/ P BRET B i 55

1. WFEMNESE, 8JE— EquivalentFarmset, FRE LR N MRIHEN—E7, TUEITRT
ERERBEFER, EREUTEEIEBE New-STFEquivalentFarmset :
« Name - EquivalentFarmSet HyHE—F5
* PrimaryFarms -3ERBIS (37) H%N.

2. ¥FFEIHRFELAENARE, BEXLEHAF 5SS EquivalentFarmSet 2 [B18EME, E
Bl# UserFarmMapping, BfERUTEEIAR Add-STFUserFarmMapping :
« StoreService - &N UserFarmMapping #Y Store fRS%.

Name - BREJAYME—ZFT,

s GroupMembers - —PRFHER, HPUSERNMN—E2HAF AR SID. ZIMYA
T8 ; SID EXH. BERMAABAR, BEREXRFLE—KE, EPREHTA
Everyone , {E/9 Everyone o

EquivalentFarmSet - £ t—4EIEM EquivalentFarmSet,
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BHITHRREN R (7)) #BASEED— UserFarmMapping 1, SNERIFAF &R TEA

IRERZ o

BURRE

AINERT, StoreFront RMEFEAENTNABERERENNAZFNRELHRE, HRAEXLR
BERARBNER. XEKRE, MIRA—FRINSTEHEFRIRER, BFREEISNERNER,
MRXLERFEGHERNRT, XAURERENEER. HESESTAMZSLSRERN, FaiXiE
{HARRE =N FBFEREHY Citrix Virtual Apps and Desktops ERE#HITHE, UENAFPREHERENE
Fo DANBERKTEIER, BRRESARSSFLOTNEFHEBENEHMBEFEHITRS,

BEZHARE, HRAEXNARERTMNARENBREIEEBENZ Citrix Virtual Apps and
Desktops EREIRENEY, StoreFront @REZZRENFAERLRA, HRAFET—TEF. SAFE
R EZIREY, StoreFront RIFBUTRRBE REEZAFHZIREA

AR5 2R AT AR 1,

AR REERENRIE.

« Primary #1 Secondary *F.
FA P B9 I8 B T,
B EREPRIEENRTRNIRE.

StoreFront IS ALAREEMARN IEKBVARSS 28, FAXEARS RIS HNENRTB. AP FRE
mE MRS LRRIRLA], ERBEEMEL. NREHZRIRSS S, StoreFront &=
HERNARIEURMEMTR. NRAFERUFMEKRZRNEE LEREMNRIE, StoreFront
FUARESZABFRENERZRE. RAREMBRVETAFNERAIUEREHHM RIS
N A2 FFRRARAYRYIE], FHA]UEBROA A miF ek,

IERIAE &R X8 Citrix Virtual Apps and Desktops ZRIRFEERIEZIRE, UEX AP ERIINE
SEINVARFIERIINEESE, M, XEETLIEERPRAERRIZEMNATRIRESR
HENBEFIERE, EFEMSERTHMEIR. Ak, IERFIFEH KEYWORDS:Primary i/l
HEEEE LR ESN ABEFRVRES, HF KEYWORDS:Secondary MIfNEIEfERE _ ERYFHIR
B, TERTEERVIER T, TIREMEETIEENBINFUME, B EFERTIRMEERIRAIE
F. YEENEATAN, AP FERIIRMHEFRIIERE,

B/ StoreFront BhRECEMN—ET), EAILUEEXLERIRFATERNXE, SNRAFET GSLB Al
StoreFront, EAILAECE GSLB LUBAXEEEDIRK, fA/G, StoreFront =X EEERE L
RENNARER, ARBRREMNE,
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FEHMERRE, StoreFront RERKECEFIEERINTFRIAE R P ERENEE, MRAFAHE
LUERZNFNEE, EALIEERFPEEIBE—TIRNE, HEBIEESSIRPIERER
B. FRAPERIE-NARHMETURAREMBRD G AP ERANMERE, BIEERFT
MEFRBE R BERE B EIINAF 5.

1. ' EBERMZEFESR RERL, TAFRANSERRGEE T, SO 0RE . XIRET RN
BEURET, R F AT,

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating rescurces.

-

2. BH'REFR .. XHERREABRF=o
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[| CVADsiteA  Citrix Virtual Apps and Desktops

[ CvADSiteB  Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggre;latsl

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|E| Load balance resources across controllers

o |EEm

3. ERBAHERARNMR, AERRHRE"
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

| Controller Type
Aggregated
[| CVADSiteB  Citrix Virtual Apps and Desktops

[] CvADsiteA  Citrix Virtual Apps and Desktops
Mot Aggregated

None

[Eggregate ] [ Do not aggregate ]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

IE Load balance resources across controllers

o |

4. RIFEFEEF REEFIIRIQE LI

o PEHISRAREERMNZR - ALY, StoreFront (RMREEFM—MEFIBIRER R, K
ER LIRS, StoreFront NREEHFRIFIEZEFISKERR (URRAFJBNEERA
R) o EERUILEDA BT RINIRE TR, BRIFEHEMERESRPINFIRTIKEE
@, BT REBXFS

- BIEFIRAEIGERR - EPUITEY, BoREABZERISRZEIII DR, RIEF I,
BoRERERFRFMNEERRHIEENFE— 1 ER R, WREBHEY, WHKEREZE
[ ERo

5. B WE RO EERAFBRENSUHRRE RER. REFFRIUELEF,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pagregate resources o

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

o

6. REARRGE, RINMBERT, REBFPAILUARXLERR, FLELIURMNEF MRS, 25 Map
users to controllers, X{f$TF Create user mapping F&-

Create User Mapping
StoreFront ST NP
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Controllers ") Specific User Groups

Add.. ¥ View Remave

7. % Everyone Z{i%#F Specific User Groups FHARINI— 12 ME, Fla0, ERJREHREiRFE—
MERFEMERFPHAE,

8. AMRE Jn‘j Ro BUTANMFAERSIER, EARESNMERBRENRRE . EEAIUIET

3'5/12 |:| J\ i
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9. NIRRT K%L Load balance resources across controllers, MBLEE StoreFront Eoh& IR

B SEIR

Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.
" User Groups
When an aggregated resource is available from multiple controllers, StoreFront launches the
resource from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controllers

Controller | Aggregated | Type -
CVAD Site A Yes Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops

10. #% gl ROF EERF REMBILRRE".
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups | Controllers -
Everyone CVAD Site A, CVAD Site B =
| Add. || Edit. || Remove
ﬁ Aggregate resources (]

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

"o [

11. IRIEEEAMELZMET, BEESNLSERNE— AP YE, SWEMASRTEERXLESR,
12. BHHAE"

{#H PowerShell SDK #{TER&ERE

IR LUfER StoreFront BRI S EFZ E NSRS T AMRE, EETUER
PowerShell SDK EZ& StoreFront, Bt TEININEE :

- BEBNRESIEESMEIE D H.

o BEEEFHSRIRRENRHENE, XEASHBERLTERES.
o NTEAWSHERRFEIMEENREE, ST2AHEARERHRIERSH,

BEBNREMERLTE & #EETINF. EEERNSRITREHBHITAHTEIBIERTHIE
®BBYIR. £ PowerShell, ERILUAEZMXAH, XEHRTUHTAHTEHRERNRSALZ
HITEER .

'S

M PowerShell EEERAZih0ETE, FAEREEZRHIESXLEE,
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1. REEFERAMLEREH, EREAT, EGHRERETNNBEFRRESE— 1 BirP. 81
REBPEAFEE— 15N FHEEZEH S RECIRE—REE, @D PowerShell, EAILIE X

% /P% I:léﬂo

2. F/BIREA, SIE—PHZ EquivalentFarmset, ¥|HEELREMILS (£ SDK F#K
N7 . MRREAPNAAELESFDELARENAR, WpTASHAR IE— R
EquivalentFarmSet, {EHZ=4HFEBY AggregationGroupName . Efl% EquivalentFarmSet,
BERAUTESEAA New-STFEquivalentFarmset :

« Name - EquivalentFarmset B9ME—% %N,
» AggregationGroupName - farmset Fi/@RIRELHIIE T,

o LoadBalanceMode - LoadBalanced B Failover o

« PrimaryFarms - EHELREMNIF, MR LoadBalanceMode & Failover , Mg{RIFIE
FREIRFEHES, MNR—IMREHBEZ EquivalentFarmSet, NI HERB NGRS E1E
JREY, RS UserFarmMapping FE X B9 IndexNumber &5 & 1E .

« BackupFarms - TERBFIZATANERANZIIR. LIIEEEFH. BRANRINIEEES
IndexNumber BYEft! EquivalentFarmSet,

3. WFAREBFREEANEB IS, BIE— EquivalentFarmset, {BRIERE
AggregationGroupName . PREILmENLIIE farmset I—ER5. R TESEIER New-
STFEquivalentFarmset :

« Name - EquivalentFarmSet FYME—& R
e PrimaryFarms - KRR EH% .

4. WFEBIFRARLRENSHARF, BFEXLHAF 581 EquivalentFarmSet 2 [B] 8IS,

E & UserFarmMapping, BB TEEIAA Add-STFUserFarmMapping -
+ StoreService - ZENIN UserFarmMapping B9 Store ARSS,
Name - BRETAYME—LFT,

e GroupMembers - @ﬁf’ﬁ?ﬂﬂ%%‘f—ﬁﬁﬁj\ﬁ’ﬂﬁﬁ)ﬂéﬂﬂ'ﬂ%ﬂﬂ SID e HR. LMXBTFER ;
SID EXH, BERNMAAERAF, BERHERFEE—ZE, HHBA Everyone , EN

Everyone o

e EquivalentFarmSet - 7£ t—#HEIER EquivalentFarmSets,

* IndexNumber -IREMHIERBIIAF. XIQETRATEHRIRLERBEEIRF.

B TBERENES (17) #aEEELD— UserFarmMapping 1, HNEEI B ERTC A0

ZR R
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X3 BT

INRIEERBXIHEZ CVAD 2E, NMATLUE NetScaler ADC ERiE A AP &% CVAD SRE&E
H StoreFront, B XIFHER, BEH 2FIRS 51 EH T (GSLB) TR X 13 & 1%,

1T MFThBCE StoreFront, UEHFREM™ CVAD SiE T S ML :

=

7£ Citrix StoreFront EIEEH G, 7EAMEE FIEEZF NMABBRE T =

2. TERBRPIREFE—NAEE.

3. TP ERT, R EETEHEE

4. EFE—ERIZE, RERE, AEETREXMENE REL2E9RE
5. THKKET, REIRE"

6. T RESRGE MIFEFR, TRETL, BEETS,

7. R A, WARKEA, AEER BE. NEHERNSDXIEE & HIRFE.
8. T MERRIGE FIEEF, =E BE.

Edit Delivery Controller Configure Advanced Settings
Display name: XenDesktopCAM-A Configure advanced settings with caution,
Type: XenDesktop (7.0 or higher)
yee B s e 7.5 or Kigfer All failed bypass duration 0
) XenApp (6.5 or lower) Bypass duration 60
. Maximum failed servers per request ]
) ¥enMaobile (9.0 or lower) . R .
Ticket time to live 100
] -in-3- 1
_) VDl-in-a-Box Zones CAMZone
|
Servers xendesktopa.  .com —
(load balanced): = Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store.

[#] Servers are load balanced

o

I

Transport type: r'y le controllers,
Clear

o
Advanced Settings
Configure delivery controller communication timeouts and other _

advanced settings using the 'Settings’ dialog.

o I

LAPBEREARKN, StoreFront 1@/ X-Citrix-zZonePreference IRkHMIXIFSIFK, F
EREE T ZXKIgairgits, MNREE, ERRNENERAXEZ CVAD EE, sNRARTE, N
SEHEMEE,

403R CVAD HEZALE ST, WFEEFBENERE REIZABE FBVHRFE X,
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EIE& Citrix Gateway 7[R M A & 58T E /5 (R)

FERYTIRFRIZE TS N LT N EZN B P EE@E Citrix Gateway 150N AEE, @i
Citrix Gateway HIIAZIA AR BER BB F AR E B R IIERI RN BREE.

BERT

TEZARSB/MER, —RAEEA—oRSHNRSFANEEHITER, R Citrix
StoreFront EIEZEH SR EREBPNERMEMARS S LiETT. A, FEREERLTRERIRS
#a2l UEEFHERE R E MRS 25

1. 7£ Citrix StoreFront BIEZEHI SN ABRPIEF NEBEE TR, REEERERTIEERE—MN
BElE, E12FEERT, B RETEHRE

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) €

) Allow users to access all resources on the internal netwerk (Full VPN tunnel) @

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway ~ ]

o |

2. TECEZIBIAPIZE MEEFR, IEENLEMLEENEFR RS URNAEF Citrix Gateway
IRl R RIS

- BEENVABENAKNE EHNBAAARTAR, BABEET BRATERR. JBERIBMS LR
A FEEIR IR RIS
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- EERZEIRE, BiEFERITERR

o BfEE N ARSI THIAIRIET Citrix Gateway AJ A, 1&5%F T VPN BBE", FFE
F3 ICAProxy S FE& F i VPN (cVPN) & RE] Citrix Gateway, FTH{ER Citrix Gateway
M RIEIITE VPN,

o BENLZLEETFTE (SSL) EEIERMS (VPN) B&EfERN A iSRS LR EME
JREI A, E%EFR5TE VPN BBiE, AP EE Citrix Gateway 4R EIL VPN BB,

B B3I R ISR iZiAaBY, “M Citrix Gateway E@E" SRS EZ2BaER. AFRRA
Citrix Gateway #H{TH M IIE, HEHRNENAREENBEER.

3. MNBIEEATZEAIE, BEM Citrix Gateway &5 R FIER B P o] LUES Hif R L B SR
ME, EzEiAtNBEEMEMN BAEEIRERNEASEEH I ETIRDIER, NREMSIFRS
NNEZEE, BRE RN HIZEBAE Citrix Gateway RIS BIR1E,

4. MNRBEIEINRPERZSNREREAEBEIZS MLERNIAR, BEEM Citrix Workspace [ 372
FFihe] N FR B I B B2 (s AR R RRIAIR &

5. Bl AR UREREH X H EEZi2E)" W5,

Citrix Workspace N BiEFEREIRRRKBERF REEIAMWNEZER AT MWL, AEIEFEHEN
WA E. BXEFRERRNELZER, FEREEGETR.

FINBRT, StoreFront fEFEFF EZBIFEENN X KENR . EACE StoreFront EFE&EAM X
HAERM X RENZIR, 1BEEIRE Optimal HDX routings

IEH AR (CRL) E
b))

BRI ECE StoreFront UER B A HMANIEE R HYIFK (CRL) & CVAD R {F1EHISSEREM TLS iE
PHRE. EUTERT, EAIEZEERHMEBIHFRINER

« ANAFLIABHER
- CAEME

- XEXBEX

« IEREHKEN

Pz
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A EFXAE StoreFront 5 Citrix Virtual Apps and Desktops 331412228 2 [B]{ER HTTPS &%
BH&EMA, BIRMMHEHIZRH HTTP ERAREIUER, EItIAHERE Store B9

-CertRevocationPolicy i& & T o

StoreFront 323 CRL 7% = (CDP) JEBY BHARMEZERIIE PR 53k (CRL) #HITIE
PHIENE, StoreFront (XZ#F7TE¥ CRL | Fx2FHEE CRL,

CRL &= (CDP) I B

StoreFront A EMEERAERFIET (HFFISFEELHM CRL H) B Citrix Virtual Apps and
Desktops R{F1EHIZFHRIEIR. A THMNBLEIEREM BT, StoreFront AEERER CDP IE
I BHE X URL x—iARIE A CRL.

WA CLR ¥ EBaY BRILBREH E (/en-us/storefront/2402-ltsr/media/configure-manage-stores/
clr-distribution-point-extensions-blur.png)

CRL & 758/
T {F StoreFront BRI F1ZHI2F EEREAIES, 1548% CA B CRL XfiElfR. 4RiE
CLR o A& =¥ EBREM, LISEEESENAFEMEEINIE CLR X MmiElfRE,

B R #HIEPE % (/en-us/storefront/2402-Itsr/media/configure-manage-stores/revoked-certificate-
properties.png)

ZFif CRL &7F

Windows N IAEMIS R P IR AMEE CRL. RELAMEER CRLIHE, FRTHEHN
CRL,

StoreFront IIEH M5 (CRL) BYiAia

IEPREREKIT StoreFront i8] CRL FIEE ], 1B1FHIZE[E StoreFront #1{ABXR &% CRL BY
Web BRS32:EERIMA MK (CA), LUK StoreFront 21{A#EU CRL E#,

A fHEHIER _ ERRER L CA MIFAHIES

EFRATLAE CATIEF, StoreFront FEIEMEEMN R CAFIE% M CRL, StoreFront BJIXTE
TRRVALR N BERME A XL CRL, BXECER L CAMUAT COP I EBHNER, ESH
Microsoft X134, {488 E7E CABEANTE CDP i B ZRIFENEMIE Rl R EEHM
Ko

StoreFront # Citrix Virtual Apps and Desktops RS 288 B (I F F/E1A18) Internet BIPRE LB WL
., EXMBERT, MEATE CA.
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R EHlER ERIN SR At CA FIRHIES
StoreFront BR5325#0 Citrix Virtual Apps and Desktops 34485 AT A AN CA & BIIEH,
StoreFront AZAETSEIT Internet BXR /N CA BY Web fR$328, 1/ CDP ¥ EB95| B URL, %

BEAIEPH ARG, StoreFront ITTiEfER CDP URL T#; CRL ElZA, M StoreFront IT;&H1T
CRL 1%,

ERIEPRHERE

E{F A PowerShell SDK EEHBRIKE, 15517 cmdlet Get-STFStoreFarmConfiguration H7E
ZRMRPEEFRE!E certRevocationPolicy o fila0 :

$store=Get-STFStoreService -VirtualPath '/Citrix/Store'

(Get-STFStoreFarmConfiguration -StoreService $store).CertRevocationPolicy

EiE e RS

Z{#EMA PowerShell SDK AXE NN AREEIREIEBHHERE, 15i51THSH

-CertRevocationPolicy HY cmdlet Set-STFStoreFarmConfiguration o

-CertRevocationPolicy EIN ] LU E AU TE :

SE R
NoCheck StoreFront A EIR(FHERIZS EIEFEI B IR

&o StoreFront NEMEFERE REIERHIIR
FHEHIZRPRE R, XEEHINEE,

XERETEMED, StoreFront Zif@EdEx R
ATHEH28 EIEHAY CDP ¥ B35 AR URL
SRIREX CRL, ZNR CRL ARIAZA{F1EHI88 L
EARAMIEPE#M B, StoreFront FFFTEMIS
{IEFIRRHES, WRIEBERAEDN, URL A1
ERMES Web ARSS 28 ; MIRIEBEHLH CA
ARy, MeEXiEmAHEEM Web RS 25,

[E)S
It

Gl

Ji
i
>
I}

StoreFront ZIXBXRA (T HEHIZFIEHAY COP #
B LI URL, #IR StoreFront ToiEAMXLE
URL 3REY CRL B, BIARFMI SRS
WEE R, MR StoreFront FINFKEX CRL F H
RATIEHIZSRENIEREM B, M StoreFront &
KMERR. MRIEPBEFER, URL AIUTE
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RE PN

MAER Web ARS525 5 SNRIEBEELFH CA M
A0, WAILGERAHEER Web ArS588.

FTML& i 1m] NIEE RS AZ StoreFront fR5Z23 LAY
Citrix Delivery Servers IEPBZiEFHI CRL,
StoreFront REEIHXEXR CDP ¥ BHIEENE
fal URL, #N5R StoreFront T5i&FKEY CRL B9
HIBIA, BRI EHIZI M Z TR,
A1 StoreFront B IIM Citrix Delivery Servers
IEPREMEFIREX CRL FIAMBEIAR, HERGE
HIBREVIEBEM B, N StoreFront ARHEE

RiFo
fign

$SiteID = 1
$StoreVirtualPath = "/Citrix/Store"
$StoreObject = Get-STFStoreService -VirtualPath $StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject
-CertRevocationPolicy "MustCheck"

MREBEZINEENE, BEFENAEIE EE £ thidFE, -CertRevocationPolicy @— "W A&
RANMIGE, EHMMA $StoreVirtualPath F¥5E MY A FE IS ED BRI PR A 3 412 HI85.

1£ StoreFront fR5333 E{EAAME AR CRL
TIERAAMS AR CRL, 1B Citrix® FHEEFXEM, EN -

« EHK’Z StoreFront IRSFABANARE B EREF, SIEUEENEF.

o HXRIFPW BN, FHIEHE StoreFront fRZ88 LMY CRL, WERITETFEE Active
Directory i5{# & CDP " B E &% M CRL.

2N -CertRevocationPolicy i& & #“NoNetworkAccess”, HBIEHENEN CRL Bt D L BIFRE
StoreFront ARS388, MBI FERAAMEIEHEFHH CRL,
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EAAME AR CRL

1. ¥ CRL & #lF| StoreFront fR5525MYRE. 1R StoreFront AR5 88 EARSEFAMN—ERD, BRE
g FIBILAHRIFRE StoreFront AR5 25,

2. T MMC BIERITHIZE XN > ZINMNBREE R T > iEFH > &AM > Citrix Delivery
Services IEBEE,

3. AEBELHER FAEES > 8A, AENNE CRL X% ERFENXH > T > FRE
IEBBRALL TS > Citrix Delivery Services,

UE B FE513R (/en-us/storefront/2402-Itsr/media/configure-manage-stores/certificate-revocation-

list.png)

1B PowerShell EanR1T4F CRL 7RNA| Citrix Delivery Services IEH#Ffi#
1. BF StoreFront 755 .CRL XH& £ #1351 BPMEE.
2. ¥TFF PowerShell ISE Hi%#F UEBBRFME1T.

3. BITUTHS .

certutil -addstore "Citrix Delivery Services"
"$env:UserProfile\Desktop\Example-DCO1-CA.crl"

NRMIN, FHREIULTRA :

Citrix Delivery Services
CRL "CN=Example-DC@1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.

ERILMER L B EATA, BEHAB R CRL 2 4R IERZEFRBIFRE StoreFront AR5 288,

fE 3T EERIZRRY XML S33IIE

I&BI LU StoreFront BRi& /905 P BRI IEEFELA Citrix Virtual Apps and Desktops 32931128,
IR (HHEFISR ERIEPEM M, MWAPFITEER StoreFront, XMITHZRIER, HRIR
13X Active Directory AP #1T &5 30IERY Citrix Virtual Apps and Desktops 33 {71% 428 L AIIE+H
BEMHE, WXLRRRREEBSR StoreFront,
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AR BRRBIEELA T HZE
1. B F—T BBEA TP RENEMNENE PPmAEE BT iEH B EINEE,
2. IR EF XML [REHEHI0IE PFMARIETE, ERERTERIZILUER HTTPS,

EERATIEPREHEEN XML B3 1EIERS

XRHYEERRERFER XML SHEIENFREXESE,
Pz

StoreFront 3z RMIFF ARSI B S M IVIEARSSRIRE, HENSAREESSMINIERSZ
B —3X—BREf, EXFMER T, EUTNFEFERESENENEIERSHITATRNS

R

MRIEP AR ERENS MRS FIRENEENE. HE, NRFABEEERNSHILIE
ECEEAER, WeEINZ T EERENHZENFHIEIERS,.

BHIIEARSS PowerShell cmdlet ;%8 5 Set-STFStoreFarmConfiguration F3 a5,
L EERMAREB PowerShell 7575, {ERRIEER 5 HHEHREIAEE (/zh-cn/storefront/2402-Itsr/
configure-manage-stores/certificate-revocation-list-checking.html#certificate-revocation-

policy-settings)o
1. $TFF PowerShell ISE #i%#F UER R HE1T.
$sSiteID = 1

$StorevirtualPath = "/Citrix/Store"

$AuthVirtualPath = "/Citrix/StoreAuth"

2. EERT XML SMIIENEERS . SHIEIERSMAZERIZE™, HBIRZ1E 8 ENEIE
[Ioy=e

$StoreObject = Get-STFStoreService -SiteId $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -FarmName
"CVAD"
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$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -VirtualPath
$AuthVirtualPath

3. BHEHIIEARSSHY CertRevocationPolicy B4 B,

$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService $AuthObject
-Farm $FarmObject

4. WBINEBIREBIEBAIER M ER

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath
$AuthVvirtualPath

$AuthObject.FarmsConfiguration.CertRevocationPolicy

FiHARY Windows BHFEEIR BRI

B CRLIER, HBIRATE StoreFront AkS328 £AY Windows BEHEERPIRS.
BITHEHEESS .

 1f StoreFront fRs588 LA BT
« #A eventvwr, A% Enter,

. R AATEFMARS HEK Citrix Delivery Services 4.

BIRTH  EETERRER ERHIEBRZ TR

An SSL connection could not be established: An error occurred during SSL
crytography: Access is denied.

This message was reported from the Citrix XML Service at address https://
deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.
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The specified Citrix XML Service could not be contacted and has been
temporarily removed from the list of active services.

SFiIRTH D MRARFE XML BAEIERKMELEER, NXRE Web iR Receiver BIiEIR

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.ExplicitAuthentic
ationFailure,

Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null
General Authentication Failure

ExplicitResult.State: 5

AuthenticationControllerRequestUrl:

https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/LoginAttempt
ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.GetExplicitA
uthResult (ActionType
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type, Dictionary 2 postParams)

ACER StoreFront FEUREE—MMERITIREIEEE

StoreFront ERIFZREE StoreFront fRS5 88 LA Z R —1 Windows #IEFE, ULEIPHIT
FEHE, 7E StoreFront fRSZERAIER, B PMIRSFSEESHEIFHFHEERNITRZIENEIR, L&
BRI HMRSSE, UEPENMENAPITRH. BRINERT, StoreFront AENEMELIE—D
HiBFE. S MITRIEFEER L FHMFEHITER.

UEBRAEMEBIZER, BEREESN StoreFront EEBR N ARMEE ; —MNEAF & Citrix
Gateway AERHIAIERR, B—TNEFELAE LAN RERiAIE. A LUEE M7Z 68/ web.config XX
HHITEREER, AN NE FEILENRZE— B AT RBIEFE,

T RN EEREARITRBIEFENIR AT SR, AP ST RE—RERR. FRIEEED
BAHZ—MBRITRAKIEE, USRS ECHEFP ML BEMEHERS A EB A IR [E— 2R 8985
K¥, FRAEZITRIEE®EN, BPRERITRFERRER N FEER N FEET X &
Z,

o BNMFEEE— web.config X&, IF C:inetpub\wwwroot\citrix\&lt;storename>,

« B 7FMERY web.config #2l E— A TFITIRFMHEIRS VR P iRl 4 =

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/

1 Citrix_<StoreName>" authenticationMode="windows" transferMode="Streamed">

BIFAERTIRBEEAT ¢

©3

\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix

EERNMEFERZE—MTASEERE, ERFER—TFEERS — T FERITRRS A E R,
ERSHRAMENFIRT, FAERSSHEEX THRANEEN, AREENHENERAZEEES
&R Ao

AR

8/ 12E_LACER Citrix Virtual Apps and Desktops 6l 284 5T L PTED ; BN, —PN1EGE
EMHFRITRETREES S — 1 EE LR —, (NERDNFEELTRE— StoreFront ARZS 2834 AR
SERATE LY, FRIFHEZHIEFE,
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StoreFront ] RBEFMERE R

1. 7E81 StoreFront 3E £, ERIEEARITHNEBFERY web.config XHHIE 3R clientEndpoint,
a0

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/
1 Citrix_External" authenticationMode="windows"
transferMode="Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

2. FIHN TR AE BN 5 A AR G AR ©

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/
1 Citrix_Internal" authenticationMode="windows"
transferMode="Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

3. WNRfERA StoreFront 55254, MIAFXETIRAEY web.config XA FMAVEIERZIBRIFTEH
s o

I, MTFREEEIREANHZERNMBEETRBEFME.

EEmEERBETE

&R LUER PowerShell cmdlet EI2FEEMITIREE (WE*E) .

p=—
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{3 StoreFront HIE#ZHI A, PowerShell I StoreFront, &7IREER XIS %, EfE
F3 PowerShell 82X StoreFront BB & 81, 1ES W X i7] StoreFront EIR#EHIS . Citrix BEIN
EERITER R EMRUAEITIAKE, UEUELRBIUETRRTS,

TABRIT B
BN E N EEIE — DB IR AR

1. 121k StoreFront AR388_ERY Citrix Subscriptions Store AR5, #0SR Citrix Subscriptions Store AR
SIEEETT, MWEERBRMEREIERTTIREIE,

2. 7f StoreFront fR$388 EIRFITIRFEME S ©

\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l__Cit
3. MFRITIAEFEEXERNAR, BRERIRERES,

4. EFETH StoreFront AR5 25_ERY Citrix Subscriptions Store fRZ5.

1 StoreFront 3.5 LE SkAT, ERIUERLUT PowerShell B4 EMREIERITIHEE. UEBE
IESE AR S U KBRS ARV E IR 53 B 1735171tk PowerShell BiZ%, Itk PowerShell BRI SEIH]
5 ERFapS BHERNE R,

EIhiE1T cmdlet, Citrix Subscriptions Store fRSZS A MTEARSS 28 £iBT1T.

function Remove-SubscriptionData

[CmdletBinding()]

[Parameter (Mandatory=$False)][String]$Store = "Store"

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or later
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$SubsPath = "C:
\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\Subscriptio
nsStore\1l__ Citrix_$Store\*"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

SHITIREEE
RO LAER LA PowerShell cmdlet SREXFEIETTIREIEE M, ZFHRAFIRT IR txt XEHH
o

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
&1t;yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

MNMRITEEEIEZIRSI/EFE, NMTILULE StoreFront BRSS254A P MEAIARS 28 L5517t PowerShell
cmdlet, ARSZZRAFHENIRSE EAEIF EXNERS [T RBIENERES 8IAR, MNREIAA
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StoreFront R55 88 2 BMITRRIS LM, EMATHATEIRS RS IHMIBFH HTHERUEES
=
ik & 3T

£/ Restore-STFStoreSubscriptions & & EIME TR, o LUER Zah@id Export-
STFStoreSubscriptions BIZRIFIRTT A FRAY .txt XHEHED R E BERITIREHE,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B % Restore-STFStoreSubscriptions WEZE L., 18Ei# <https://developer-
docs.citrix.com/zh-cn/storefront-powershell-sdk/2402/Restore-

STFStoreSubscriptions/>

T StoreFront fRS388 E1K § #uE
FENDRSIFLER, TFEXATRFERSS. TIREITREBEEZE, BWTEBRIEITREEE,

1£ StoreFront fR53354H ik § #BUE
ERITIRASIER & BIRSE234H, EERITUTIE,

FE = StoreFront fRSZ 289 FIARSS 2RAERE,

e StoreFrontA
e StoreFrontB

e StoreFrontC

1. EMREX=aRkSHPEAN—SREITHBIE.

2. {F1EARZ5 25 StoreFrontB 1 C LRYTTIRIZEMERARSS . LHIRIERIRA LEARSS 257TEEHT StoreFrontA HAjg]
RORTARRBGT IR EE

3. /BPRARZ 23 StoreFrontB 1 C ERYTTIRIEIE, X eI LARA LETR & BYIT IR 3R AR ITAD,

4. {#FH Restore-STFStoreSubscriptions cmdlet 7£ StoreFrontA £k § #iE. TEBELLITIREE
ARSS, BEFEERR StoreFrontA ERVITIREIE (EFEIRE RIEHEHES) -

5. EHETIARE 28 StoreFrontB # StoreFrontC _ERITHEITFMEIRS . SRS, XLLERZBTTUM
StoreFrontA FEWEIREIA,
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6.

7.

EEERSSBZELRERY, FAEREEURT StoreFrontA LZEMIEREE. NRPABEIRS
SREREE AR ERE, RPEFERRRALE, BEE WAN EZEH#HITITIREY At B EE KA
18],

M StoreFrontB #1 C SHEIBELUBIAES B/, EF Store 1T1H1HEES

SAITREE
Y Store RAETTFHEIER, {#F Import-STFStoreSubscriptions, Itt cmdlet E PR IT IR EGEM
— Store £1EI5 — Store, HEFFTRLIEBSAZIFFEH StoreFront fRS5 28,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions WEZ{ER, &% <https://developer-

docs.citrix.com/zh-cn/storefront-powershell-sdk/2402/Import-

STFStoreSubscriptions/>

ITHBIEX M FHAER
TRBEXHR—AXAXS, HhSTaa— EAITH. ST EHRTRNER

VI

<user-identifier> <resource-id> <subscription-id> <subscription-status>

<property-name> <property-value> <property-name> <property-value> ...

Hep !

<user-identifier> - W%FE, MRAFRPMNERFS, WAMRFTEHAFE Windows Z£2157iR
o

<resource-id> - %FE, FRHRETRFRNFERFES.

<subscription-id> - &, M—IRMRITHNFRFFI. WEXRER (REZEXGHUI5E
T—ME) .

<subscription-status> - %5, ITRBVRE | BITESKRITEH.

<property-name> # <property-value> - AJit, FTHZPTEMBIVENHFT], XL
T StoreFront B (BE 2 Citrix Workspace NATERF) SiTiHXBENEY. EEE1ME
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HNEMAHEEHEREMTNZS MRIVENRTR (70, “... MyProp AMyProp B ..."&R/~EHN A. B
BB MyProp) o
Al

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-
A2DD-08002B30309D £2i7i# dazzle:{iiE 1

StoreFront fRSZa3REE_EAVITIRBEEA/)

IERE K\ (MB)
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15

SAHSH .txt XEAN
IBRM /I MB
0 0.00

1,000 0.13

10,000 1.30
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R X/h MB

100,000 12.80

200,000 25.60

500,000 64.10

800,000 102.00
1,000,000 128.00
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00

RIEITiE e
RA LAfEF Microsoft Windows MBS LA 1TELER (FFER > 3BT > perfmon) RER, Bli0, ARSER
FHITIRIE R S 8KEL StoreFront RS 254H 2 [81[EF BB R,

{EF PowerShell & T #1125

Get-Counter -Counter "\Citrix Subscription Store(1__citrix_store)
\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store
Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"
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Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"

{FH Microsoft SQL Server TZi51] RLUE
xE:

AXBREEREH MS SQL Server #l T-SQL EHHIEARTIR, BIEGMNMATE SQL Server Y
feE. FREMNEE, AEFEEIREF/AIY,

=T

ESENT 2— "N AMESMHEEIEES 2, Windows AIMUERT. BIABER T, FrEIRAR
StoreFront FZFFFEAMN BN ESENT BiEE, MR AEIEEENER SQL EEFFTEH, T
8] LUEIER Microsoft SQL Server 324,

I StoreFront Y12 A{#EH SQL MIE ESENT NEEMBEET, T-SQL EFMEUAFEEE. BRI
MIBRITIFIE SR, MNRMER SQL, MEIMITIRAKIEHITHAMEREY, TESH. BIHNEHRSAED
ESENT T8,

EMMAITIHEIEMN ESENT T2 Microsoft SQL Server, EZEFM StoreFront SHEAITFE
ESENT BB A SQL RFELGETTHES A, M FEEEAFITREENTHITE, FHEL
S, BIERRSBERBRIT—R. AXNAT M 3.5 ik FFERFTE StoreFront kA A3 el RS
RIFECE, ZhRAS|IA T XEF5|ARY -STF PowerShell SDK,

p=3 g

TR ST A% %R StoreFront B TFEETTIREIER SQL Server 24, HAETE

StoreFront BT EFEH. PHMRSSBAFPAKREREE ; 5 SQL Server HiEEIKE 2
gi, AREXERN. BRHEBVEEIR. EHETERE, JRMARTUBENEE. THEATT
F 54 ESENT BY Citrix Subscription Store fRS3 12 LB RITT AFEE]

"R -

157



CITRIX® STOREFRONT 2402

£/ ESENT 8 SQL B¥, EZE T KEYWORDS:Auto 8 KEYWORDS:Mandatory BJ&RITH
AR, MMRAFPNZFEFESE—XEF, WIEAFPERERK, SBhEIEHN SQL

TR,

ESENT #1 SQL Server L5

ESENT

INRE, TEHNECBENAFHED
F”StoreFront,

ERITHRZ MAETY, BRBMEETR
ARS5asd BB E &, BRI EEEITHBS

MRAEEITHEIE, NEHEFHEHR SQL, 1R
TR EIEKIT A EEEFH, ESENT RAIGE#HE
BEREK,

ESENT #1 SQL Server Bk

ESENT

TERM Bt ERITASE. SE28dS
HEY txt XEHITITERF. BASHAEFRS
ABMTABIERF. FIERECATRMNER
RAEHHETRIER, XEBENXBEZHHE.

ARSZ2RAFHIE StoreFront fRSS25_EEBAIM
#EIP ESENT BUBEMRIAR, ERDBIERT,
BB E T R R TEARS AR AN A EIAR S 254
ZEIRIARREY,

158

SQL

EHTEE, HARUER T-SOL ERENRE
R EFITHABE. IFHFRERES AR
MiER. REERAARFITETINARER.
REFIZRHAFIER. RIEERGTURM
FERRAPNAUERFEIE. RIEERS
IUREFHRZAZEHIZES A, AHEERERR
B fEARE HINECHTRIS (2K 2RRT,

5 StoreFront f##8, EILE StoreFront F4&ail
TREHMITIREBIE, RANBIBEIPERIR
SQL Server ko, iTiE& M INIITF StoreFront,
FER SQL F1AREFHLH,

RS aRAP A R HZITREIENSE AR,
(It AR 35 25 2 18] B iR 2% 5= S EUE [E) 27 [e) R Y
AIREMERR N

SQL

FEEAR SQL B AEIIRMERZEM, AJEES
EME SQL FRIE, XN StoreFront #iE
MBI EMA, AiZ, Citrix Virtual Apps and
Desktops #EELFIH RIS StoreFront =
DARE R A

EARSS2RA 8] § FITRLIRE — I § 0988
ERH. eRBESTHEPLEZ SQL L4
MURElzENES 4, XEEZT WA MS
SQL iR

FEMN ESENT EBHKIEHIZIEN SQL KIFH
J_:to Jttﬁ*%;.\ﬁ'ﬁ%wﬁ?_;ko
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ESENT sQL
AREZE MBI Windows ARZZ 28035 BT,

82 StoreFront AN &,
HBE AR
= g

MNREXZIFAPITIR, StoreFront FECENES NN AEEEEE ESENT #iEZESK Microsoft
SQL #UEE, iTIHEEEMITEME S AT StoreFront PHIN FAEERINIEEN,

Citrix® 3ZiXFrE N A EEBIEEE I B 7ER—1 Microsoft SQL Server 32 £, L EEE
8 M H DI ERIRII AT REM

ETNABERUREZE— M ERE, fiRREENMEENERERNEEFTTE. ENREER
AR VZERIRLT X ZE, STNARERZHIEENRRET AFIEE NI IER A R
RIS,

ERESMEHIED StoreFront SE L, FIBIBEIESANAATERR LRATMN. AUH—
MFERER R ESENT, B—MESRENER SQL, BT EI2 S FERNAIREBNAE
, FEEGKH,

IEEILUEFA LU 75 2272 SQL Server RFETTIRIEHE

755 1. £ ESENT BYE/ StoreFront [REZBHIRSZRA (FRiA)

BRINERT, B 2.0 lRLCRBIFRE StoreFront ki A#B £ ESENT BUBEEIRS SF4AM R 2 8]
FHER & BT IREIE. IRSSRAMNE R EBLEIFMITRKIBENEREIAR, ZRIASRSSRAENR
BHMEARY, ARTETNLETE, IAHREHFRIZHAREAE Delivery Controller 47
FERIAZEMEITRABIERITMEEETS (FIOBRERIBNEFITR) NEF,

55 2 . B StoreFront fRSZ2[F B RERIA M Microsoft SQL Server 24

StoreFront fE A Z2ERY SQL Server 26, HEMMAGEM TR —RS 2L, A RERTE
ERJEE StoreFront E8E, EHREFOJEEEINEE N Delivery Controller 275, HEFTEMNHIT
FEERITIMEEIEES (GINMEREFRIRNAFITE) , BHIIAEESAAY StoreFront B
Fo Citrix MR AEATIRS A, HAERTEFE Microsoft SQL iz EE L FIRIARSS 2220 R
R EEHERBE, AENESATFAERIEE,
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753 3 . StoreFront [RZBAMEBH BT BN E R Microsoft SQL Server 32 (#3%)

FiE StoreFront FRSZ 884 Ak 53 ERE 3 FIE— N5 B Microsoft SQL Server SEIIE SQL i FEFET8 B
£, XEEFASABMSIIEIER, Hh Citix B R SNBSS 2 R FE BN HIT
FEIBRITIMEN EIBAS (B EFRIRNERITA) , HEEESTTA M.

StoreFront Server Group

SQL Server
OR
SQL HA Cluster

YEE .
R recmaalt™

SQL Server

SAQLnstance

StorefrontSQL3

BHE 4 SMNEEDR DS NMRESHAHDHZS StoreFront JRSZ 2R E A Microsoft SQL Server
S

p=3 g

XR—MEREE, (NHERAERESEFNZEFEN SQL Server IR, FEBEERY
BT FIRIREER, F=idItiReF,

X5HE IR, ERET BISETAERIREHIER OHES N StoreFront FRSEFAMNE
o Citrix HIE AR LUAREMERESHAREBIER IR ERS srH 2 B[RS 1T IRHE, HiEFR
DS NIRS 2AEIERD)H B SME A Microsoft SQL Server 32, USEHTIR. #KER
BHERE, WA REEAEMNETY Microsoft SQL Server BLEMERLEHN, ©RSKMT
Microsoft SQL AR & HiTIREIERE SQL F5,
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UK StoreFront Server Group

UK SQL Server
OR
UK SQL HA Cluster

)

SOL Server

UK Citrix ADC

Load Balancer

StorefrontSQL2  UKSQRInstance

StorefrontSQL3

US StoreFront Server Group

US SQL Server
OR
US SQL HA Cluster

)3

SOL Server

US Citrix ADC

Load Balancer

StorefrontSQLS  USSQlinstance

StorefrontSQLE

AR

Subscriber

] _
Subscription

Ba]LAM <https://github.com/citrix/sample-scripts/tree/master/storefront> F#&LL

THALAEEBY IR

G112 S

» Set-STFDatabase.psl —
7o

A8 Store IKE MS SQL EEFRTH, 7£ StoreFront fR$3 25 L35

+ Add-LocalAppPoolAccounts.psl — #&F 4 StoreFront fRZS 20N FFEF AT SQL #iRE
FIEBEIFNR. 3175 2 7 SQL fRSB 88 L3517,

« Add-RemoteSFAccounts.psl — & RS E54AHFRE StoreFront IRS528 % SQL HUEERIEE

FIRINR. $t3ti7E 3 7£ SOL fRSS 85 L3517,

+ Create-StoreSubscriptionsDB-2016.sql — 832 SQL UEEMZEH, 7£ SQL ARS8 L5517,

IR RS ARA

« Transform-SubscriptionDataForStore.ps1 — ¥ ESENT FRIIBEMITRAES HFH R SQL

RIFBIUAEF A

« Create-ImportSubscriptionDataSP.sql — €l|7&—

TMEEERE, BTFS AR Transform-

SubscriptionDataForStore.ps1 ¥R EVEIE. TE{FF Create-StoreSubscriptionsDB-2016.sq] £
BRIREZME, 1£ SQL RS2 LB TIHHIA—0,
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1£ SQL Server _LECE StoreFront fRSS2FHIA M EZ 4R

TR 2 | BT B4 StoreFront R385 4 Microsoft SQL Server L4

£ Microsoft SQL Server E8IE—1N4%7 <sSQLServer>\StoreFrontServers HAMMZEZ L4,
ZNAN 1IS APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web BYREMK

F, URIFAHZ R StoreFront X SQL #1TIRE, ML 2HATCIEFMHEITIREIEEREMA .SQL
A5, HitisHREARLTE,

&R LUF A Add-LocalAppPoolAccounts.ps1 EEEBIE,

7£351T Add-LocalAppPoolAccounts.psl BIA 2 BI&4E StoreFront, ZBIAMKEIFENRL 11S
APPPOOL\Citrix Receiver for Web RIS MkFPBIEES], 1M 7E StoreFront ZEMEZE 7l
AfF1E. 1IS APPPOOL\DefaultAppPool =BT ZEEE IIS Web IREZ2:AEENEIEN,

# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool Virtual Accounts"

# Check whether the Local Group Exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))
Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
else

Write-Host "Creating $LocalGroupName local security group"
-ForegroundColor "Yellow"
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# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"
$LocalGroup = $Computer.Create("group", $LocalGroupName)
$LocalGroup.setinfo()

$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -ForegroundColor
"Green"

$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$DefaultSID = $StrSID.Value

$Account = [ADSI]"WinNT://$DefaultSID"

$Group.Add($Account.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")
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$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$WebRSID $StrSID.Value

$Account [ADSI]"WinNT://$WebRSID"

$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group"
-ForegroundColor "Green"

£/ SQL Server EEEEIESRTEAM SQL LAIFERARHEE, StoreFront 1 SQL Server Z[B]H

HiZEBEF RSB EE,

ﬁ 5ql Server Configuration Manager
File Action View Help

e A ERCRES

ﬁ 50QL Server Configuration Manager (Local) Protocol Name Status
o SOL Server Services Shared Memo Enabled

. S0L Server Network Configuration (32bit) - Named Pipes Enabled

W % SQL Native Client 11.0 Configuration (32bit) ,
=L Client Protocols
& Aliases
v i 50L Server Network Configuration
&= Protocols for STOREFRONTCAM2
w § SQL Native Client 11.0 Configuration
=L Client Protocols
ﬁi Aliases

FARIEMAACE Windows BA AR, UARFERYSFER D shSim O SQL Server E#, B X4l
AERIIRERITILIR(E, 152 Microsoft X1,

"R -
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NSRIEREE)AM SQL SLHIKK,
fRAT 79 IEFABRY IPv4 Hilit, Windows A]

)

&

Lk, A\ s
Be==

BEFREPEAD localhost @ <hostname> &
HEA IPv6 MAZ IPv4, FH localhost B

DNS 2t Al RE=IR[E] ;1 AR StoreFront #1 SQL RS ESHIIERS IPv4 Hthtit, AIREEERS

ZRAENBRSS 28 £BY IPv6e MLSHEILF 6E

IR IR

175 3 . StoreFront [RZ5EFAME A Microsoft SQL Server 324

7£ Microsoft SQL Server L 8IIEE—"7%5 <sSQLServer>\StoreFrontServers HAMZ LA,
70 StoreFront fRGZERAMPFIER R, tZ£4ATE/5IF1E Create-
StoreSubscriptionsDB-2016.sql BIZA5 |, ZHATE SQL FeIEITIRMIEEZRM,.

B Computer Management

File Action View Help

o= | 2@ XE=| HE

A« Computer Management (Local)
~ |} system Tools
» (O Task Scheduler
Event Viewer
> @ Shared Folders
v & Local Users and Groups
7 Users
| Groups
» (&) Performance
& Device Manager
~ &5 Storage
W Windows Server Backup
=" Disk Management
Fhy Services and Applications

Name

*—Access Control Assistance Operators
&% Administrators

*—Backup Operators

% Certificate Service DCOM Access
*:Cryptcgraphic Operators

¥ Distributed COM Users

*:Event Log Readers

*—Gue;ts

% Hyper-V Administrators

& 115_IUSRS

&k Network Configuration Operators
*—Perfcrmance Log Users

% Performance Monitor Users
*:Puwer Users

% Print Operators

%:RDS Endpoint Servers

*RDS Management Servers

% RDS Remote Access Servers

&K Remote Desktop Users

Qk Remote Management Users
%Rephcalor

% Storage Replica Administrators
*iSystem Managed Accounts Group

¥ StoreFrontServers

owserlserSSHAREDSQL

Description

Members of this group can remot...

Administrators have complete an...
Backup Operators can override se...

Members of this group are allowe...
Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...

Members of this group have com...

Built-in group used by Internet Inf...
Members in this group can haves...

Members of this group may sche...
Members of this group can acces...

Power Users are included for back...
Members can administer printers ...
Servers in this group run virtual m...
Servers in this group can perform ...
Servers in this group enable users ...

Members in this group are grante..,
Members of this group can acces...
Supports file replication in a dom..,
Members of this group have com...

Members of this group are mana...

Users are prevented from making ...

Members in the group have the re...

Contains StoreFront Server Machi...

StoreFrontServers Properties

General

% StoreFront Servers

Description:

Contains StoreFront Server Machine Accounts or

StoreFront AppPools

Members:

StoreFrontSQL1
“StoreFrontSQL2

Add... Remove

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel Aoply Help

tPrE StoreFront ARSZ2SAIE T BN ARINE] <sQLServer>\StoreFrontServers #H, %R
SQL Server 8 Windows B350, MHREHHFIHB StoreFront fRSS 23T EVIKF FEETE
SQL FiEEAMEB ATTIFIER. A Add-RemoteSFAccounts.psl IR HAILLT PowerShell B!
BEAMEBEHE, HI¥R N StoreFrontSQL1 1 StoreFrontSQL2 FIFRE StoreFront IR 28R INEIE
A

function Add-RemoteSTFMachineAccounts

[CmdletBinding()]
param([Parameter (Mandatory=$True)][string]$Domain,

[Parameter (Mandatory=$True)][array]$StoreFrontServers)
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# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool virtual accounts"

# Check whether the Local Security Group already exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))

{

Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local group" -ForegroundColor
"Yellow"

# Create Local Security Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"

$LocalGroup = $Computer.Create("group", $LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "$LocalGroupName local group created" -ForegroundColor "Green"
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Write-Host "Adding $StoreFrontServers to $LocalGroupName local group"
-ForegroundColor "Yellow"

foreach ($StoreFrontServer in $StoreFrontServers)

{
$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"
$Group.Add($Computer.Path)

}

Write-Host "$StoreFrontServers added to $LocalGroupName" -ForegroundColor
"Green"

Add-RemoteSTFMachineAccounts -Domain "example" -StoreFrontServers
@("StoreFrontsSQL1", "StoreFrontSQL2")

N PLARIETE Microsoft SQL Server FRACE 1T R BHEEESRH

7 Microsoft SQL Server ElIiE— N anS2H{it StoreFront A8, & .SQL AP FIZERS
188 SQL iy AR RAE S H BB E S F BB N, I Create-
StoreSubscriptionsDB-2016.sql £ SQL Server 2016 Enterprise,

BEARETBIBE, ARIEEFEBIEE", #£H8 SQL Server Management Studio (SSMS) ¢l
B— P ZERURE,
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Object Explorer * Ix
Connect~ ¥ *¥f A\ vES

= @ STOREFRONT IZ\STOREFRONT 2 (50L Server 13.0.1601.5 - \administrator)
2 Databases

System Databases

£2
= Database Snapshots

B New Database

Select a page )
Script - Hel
& General I Scr © Helo
J Options
J Filegroups Database name: I |
Owner: |<ddau|t> |
Database files:
If' Logical Mame  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
. ROWS. PRIMARY |8 | By 64 MB, Unlimited
E: _log LOG Not Applicable 8 By 64 MB. Unlimited | q
®
=
®
&
- Connection

er:
STOREFRONTCAM2\STOREFR(

Connection:
PTD\administrator

y¥ View connection properties

H&ﬂd‘y L4 >
Add Remove

Cancel
BASEHR AEEIERN BIBREERN, FEFHMAFR, BI40 STFSubscriptions.

EITHIARZ AT, XF StoreFront B3EHNE NN ABEE, ESURFIEIARYSE | FHUTE R
StoreFront #1 SQL #E, Hla0, &K :

o HIZRNENENIEEME NS USE [STFSubscriptions] H StoreFront YR FE RIS &0
Uil

« JEdERE .mdf M Idf XEBRERIRENEEEFEBUEEUE.

C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.mdf
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C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.ldf

o TEHIAFIEEX SQL Server ZH#FHI5|A -
CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS; ;

ALTER LOGIN [SQL2016\StoreFrontServers]

IEITHIAR, AINECEZRME, [MEIB=1HIERER | SchemaDetails. Subscription 1 User,

= Databases
System Databases
Database Snapshots
Database Diagrams
= Tables
] System Tables
¥ FileTables
External Tables
FH dbo.SchemaDetails
BE dbo.Subscription
B dbo.User

UTHIEERSE R T Create-StoreSubscriptionsDB-2016.sql Bl A< GIZ2 T IR 3R ELLH

E3]

Lt}
= D

+H #

# =
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SchemabDetails
major_version

minor_version

details

User Subscription
7 id D——0 ¢ id

username subscription_ref

resource id

user_id
status
metadata

secure_metadata

J98 StoreFront fZfiEBECE SQL Server EEF TR

g1
R

T7B7E ESENT BUEEHE ERVRBITIIBIER M HEKREMIFR. 0RERTE M Microsoft
SQL Server X & AEA ESENT, NETLAMIBRFHEIZE 15 85 (& SR ) R [B] 168 A IR bn iz
EfEA SOL HRIAZ IR EMEISMT HF AR EFET ESENT 2, HEAFRERRIX
LEFRITHIER. PRERIBITEIERITNEE.

E=E EEFHER ESENT iTiH
$T7F PowerShell ISE #i%1B UEE R B ME1T.

£ -UseLocalStorage iETHEEZE TS A ESENT ITIRBNTEAE
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$SiteID = 1

$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

G2 3M4
¥TF PowerShell ISE %R UERR B 5517,

{#H \$StoreVirtualPath 15 EE N HIG B iEEF T RINTFME

$SiteID = 1

$VirtualPath= "/Citrix/Storel"

$DBName = "Storel"

$DBServer = "SQL2016Ent"

$DBLocalServer = "localhost"

$SQLInstance = "StoreFrontInstance"

# For a remote database instance
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$ConnectionString = "Server=$DBServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# For a locally installed database instance

$ConnectionString = "$DBLocalServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/Citrix/
Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

NRIEFLENEBEPABEFHEERENER SOL EEFRH, BN EFHES LIE,

A BUEM ESENT T3] Microsoft SQL Server

A ESENT BUEIRE SOL, FE—TRTBIERILIRE. RIE TR MEIAREBEHITI
—RI%12F. R StoreFront RRVEEFRFHM SQL SEAECEER, NAEHITHASE SQL
LIEMBRINBaIE)E, IB/a, HE ESENT ITHEBHERFZIRN SQL BTN, AR HBAIERE]
LEIT IR R

6 A—EAFPBNE SQL TR

LLLLL

S8 1 A Transform-SubscriptionDataForStore.ps1 A& ¥ ESENT HiEZHNESHESA
A9 SQL &=
ERIEMPILIE ESENT #3EH StoreFront IR 2%
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RSZ23AFHIERKREER, sl SHERNENITIHIZS.
¥T7F PowerShell ISE #i%1R UEE R B HE1T.

IBTTRIA Transform-SubscriptionDataForStore.psl, ZHIZAF <StoreName>.txt {4FM ESENT
HEESHIEeAFNREHE.,

PowerShell A= 3 BRI MTEITIRAIFAR TR, UFEBIRIHHITLIRERIAIN. XPIEEE
ERKAY a1 F ae b IETT AL,

fiAsErfE, ERENEEGEALSFAFKH LR <StoreName>SQL. txt » AR EH—F
FiERBENERIENITIHEE

METHE) SQL Server WE NN AREEE & thidis,

BB 2 FA T-SQL FH TR E SQL SARMREHEIE
FMNEBEENEIESR T — RS A— N RS,

TP 1 PO <StoreName>SQL.txt X fFM StoreFront ARS8 R HE & #E] Microsoft SQL
Server bRy c:\ , FHRHEEmHN SubscriptionsSQL.txto

RIS Create-ImportSubscriptionDataSP.sql g1E— T-SQL ZFi#hd 2, AFHEFAITRBIE. ©
MR E—RAFPNES £E, MNEERR SQL BIEERISE{LHIFD B EMBERP,

TEM1T Create-ImportSubscriptionDataSP.sql 2ZHi, 158 USE [STFSubscriptions] MPLEZIR
EOREMESENEIEE.

£/ SQL Server Management Studio ¥JFF Create-ImportSubscriptionDataSP.sql X4 FHH1THE+
RIED, ULRIARSRF ImportSubscriptionDataSP 12T F2 A INE & < 51 eI EEEEF,

BRIV EE#EEERE, SOLEZEHFHISPRERUTEE, #F B ImportSubscriptionDataSP Zfi#d 2R
IR BUEES

Commands completed successfully. .

R B AR INEE1Z 52 (/en-us/storefront/2402-Itsr/media/configure-manage-stores/sql-server-

stored-procedure-added.png)
AP REMEITIE, JA51%1F Execute Stored Procedure, BE T OK LIAITE,

RITEE S T2 R EE B (/en-us/storefront/2402-Itsr/media/configure-manage-stores/sql-server-

execute-procedure.png)
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R[EE 0 RAFAIBHIEERINISA. SATREFHIMMEMNETRICRE SQL 5, FiEdiE
FINE1T/E, % Transform-SubscriptionDataForStore.psl IR IFICR SR N—B RS TE
M SQL BHHERFHITHR. XFN SR ZITA,

FIRHARITH BN S SQL IREM ST, &Y
SELECT COUNT(*) AS TotalSubscriptions

FROM [Subscription]

BEADPRE—EAREN S SQL IREMNAFRPIICREILE, @d

SELECT COUNT(*) AS TotalUsers

FROM [User]

SNRILIRAIAE R 100 NHE—FF A 1000 FKITHIER S8, BAEMINIERE, SQL B ERE
ERIXP T

B R StoreFront UK ENERFR @S I UEREITTIRAE. SAPITREBUEITIREZRRER, SQL
PRIETTHIEREEH. FRPMITRIERES7E SQL HeliE,

IR 3 ES AR LE1T T-SQL Eif
xE:

FiE Delivery Controller 2#MX N AK/NE, HEHIMS StoreFront RIERABNBIFIK/NE T
£[tEc,

- Get all SQL subscription records
Use [STFSubscriptions]
SELECT * FROM [Subscription]

SELECT * FROM [User]
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-- Get all subscription records for a particular user SID
Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX~XXXXXXXXXX = XXXXXXXXXX~XXXX "'

-- Get total number of Subscription records for a particular user SID
Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S-1-5-271-XXXXXXXXXX~XXXXXXXXXX = XXXXXXXXXX=XXXX "'

-- Get all subscription records for a particular delivery controller
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group

Use [STFSubscriptions]
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SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

- Get all subscription records for a particular application
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] = ' DeliveryController.Application'

£ T-SQL EFHXMIFRMEITHIZER

FRETGI SQL EFHAMPRIBEMHAREBTAEBXIE, Citrix RITEFEHEERFRHI R G
SEMEITRAMIBERHENER AR, UT T-SQL BAEEEARITEEEHIERE.
ESAEFITHHMIFRIEHE R 271, ESHE SQL BIRETEE MNP &M G ITIREIE,
REMITHENEDAIRERSEBIERXRTIT. EXNEFHIEERITEZESH T-SQL
UPDATE 5 DELETE BAxfil, REEBBBENEFBIENTREIA L (EELERE~LHIE
FE) #47M,

=

FR& Delivery Controller ¥ #X 2 K/NE, HEMME StoreFront F{ERBIANEFAFIRTTE
£PTEL,

- Update the delivery controller used in all subscriptions.
Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] =
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REPLACE(resource_id, '0ldDeliveryController.', 'NewDeliveryController.")

WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- After enabling multi-site aggregation, update the resource_id
Use [STFSubscriptions]
UPDATE [Subscription]

SET [resource_id] =
REPLACE(resource_id, '0ldDeliveryController.', 'DefaultAggregationGroup."')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]
DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-- Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

177



CITRIX® STOREFRONT 2402

WHERE [resource_id] LIKE '%.Application'

-- Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] = 'DeliveryController.Application'

-- Delete all subscription records for a particular user SID

-- relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX = XXXXXXXXXX-XXXX "'
-- Delete ALL subscription data from a particular database and reset the
primary key clustered index to start numbering from 0.

-- USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a clean
database.

Use [STFSubscriptions]
DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)

DELETE FROM [User]

178



CITRIX® STOREFRONT 2402

DBCC CHECKIDENT ([User], RESEED, 0)

IS PR E A AR iR 2
R P T R Ty —

- RIFAFLIENBRIER (BBIRSHARE) » AR AMGEE RGN REFRE LR ERE
WRBGER BER. ARAUBREEEFERUBEREN BEF. KRN AERZ2RE
FEEDF Lo

- ZRWEX GREINAREE) . AP EAKESEBUERENBER. FRERIETLUETF,

ZRITHRARBBRN BEEITREE. ENERNARETRSATFERETNAERNEEHERE
*,

1. £ Citrix StoreFront BEIEHZEF| SN AEBRP AR NABE TR, HESREEFEE—TNA
s, TRFERD, T iCENAEERE

2. BEHAPITREMED USRS R P BT Ee.

3. EFR'BRRAFTR (BBIRSEARE) "UEBYKETE,

4. EEFBRARARITR GRFIMAREE) "UERYGERE.

FCENAEESER ANRREE, “HF TR ED R (/en-us/storefront/2402-Itsr/media/configure-

manage-stores/configure-store-settings.png)

&, Ea]LUEA PowerShell cmdlet Get-STFStoreService AN AEEEBRAFAITIHE, Fa :

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/

<yourstore>"

Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:

$False

Citrix BN A KE™ LB

A Citrix Virtual Apps and Desktops Z{ Citrix Desktops as a Service I BIEFR, BEEIU
Tk, Mg S RN RS IS R EN AERNIEAR, B XRMANARFINIFAESR,
BERNAER.

- THAEFST (HAFER) "FEBRY, BALKRLENBEFRTTNEREEMiLH SRR,
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- EHRANX BT R, BARFNAREFFAESNENAREMLG EEREA, UkE
] X =

o RN RRRFEEIR UEEB B F7E StoreFront s _EEWMMIAZIEN BIEE,

- TRAEFENFERD, AERBA—TREN, EXINBTPELE \ UEXHRERE
o fHlan, EAILARERENNARFHITHH, HENHARTNTEARFABEIEXHR, £
N AR EM AR R AR AT+, R RE R BREFFRARE NS RN BERF,

XEF

RO LGB FFTER  KEYWORDS: [keywordname] FIANEIN BFERE15 AR AR B2 S £ B0 %
BE, ST IXRFEZEIHEAZTEDPE ; FI40, KEYWORDS:Accounts Featured o XEFRILUE
BZFANER

- THENBER - BERSRNAREERE,
- BIERENARERFE.
« REXBFEERHRE X

XRELH R

o %l N RIEF AR EDTET -+, SUEFRT
&, FAFFENEDTTED+ PRSI A2
Fo SIRANNABAEERRAT WX, NitiRE
o

BE) SAFPERIINVABEIEN, VARFNRER
B EpBR AR B ETTEBI R, AP AT
HIEIESE N AR, RNV AEERERT
Wi, Mg iE TR

TreatAsApp EETEE, 8% StoreFront SFE AN FBIE
F. SEHZNMENARFE EDFMAR R
EEmF L, o, BN SERE AN EHME
ERITIRE, HEFPERIIBEEMILE, £
EtA=BESN, HEBFLE @I Desktop
Viewer 18],

prefer="//HEF" Hrh application tRRAMM LN AIEF. 1X
i&ATF Windows EBY Citrix Workspace [ FBTE
Fo XRTUMBARMBZENN BIERFRATZE
WHIE A SEFERRT A, MR ERARME

180



CITRIX® STOREFRONT 2402

XBFA i

EHRRAE. BXIFAER, FEREEARMN
RiEFnRN AR,

Bt

(Il

FEMRE FRZILRREN, I8E XBF primary BY%5
KMETFIEE X BF secondary HY,

BREEfRE

StoreFront™ (@ BELRAEAEIFE, BAILIE Studio RESHIAIERS, XLk 50E A B FIRIEX L
SRR R RIB ISR A, KBS

« Citrix Virtual Apps and Desktops 2407 i E=hRA. B XIFMER, BESRE X FTIARREEIN,

« Citrix Desktops as a Service, B XFHELR, BERA X THR LKA,

StoreFront IZE L FEREIH IR -

£ F5 R |
Citrix.ClientUserAgent B imRI AP IR Mozilla/5.0 (X11; Linux

x86_64) AppleWebKit/
537.36 (KHTML, like
Gecko) Chrome/
51.0.2704.103 Safari/

537.36
Citrix.StoreFrontStoreu R EERRIEER URL https://
rl storefront.example.com/
Citrix/Store

&N AEEILE

EaILUER BN AEEIRE P SRS E TNHILEAZH RN AEER . FLEigEHfeE
B PowerShell #{T{&,

=
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EZRSEMER, — KA ERA—aRS SR RENRSHANEE, IR Citrix StoreFront
EEEF SR EBEPNEAEMIRS 2 LiE1T. TG, (/zh-cn/storefront/2402-Itsr/
configure-server-group.html), U{EEFHPEFIE MRS S5

1. 7£ Citrix StoreFront BTG N LERPIEF NARBE TR, EHOERPIEZFE—NEE
[&, AEEREERDIER “EBNABEISE"

2. 7 “ECBNARIERE” TEL, %F ‘BB HHTARENES.

Configure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

S Address resolution type DnsPort wr | I
Kerberos Delegation Allow font smoothing [w#]
Optimal HDX Routing Allow session reconnect !gl
Allow special folder redirection I
Advertise Store Background health-check polling period 00:01:00
Communication timeout duration 30
Connection timeout 6
Enable enhanced enumeration !2|
Enable sacket pooling OJ
Filter resources by excluded keywords
Filter resources by included keywords
Filter resources by type
Maximum concurrent enumerations a
Minimum farms for concurrent enumeration 3 -

3. B “HAE” REENR.

Huhk TR
IEATLURE B MRS 2 ERATHAIZERL, BIAER DnsPort,

£ “BRLE” EOHP, M HMALERTRE” THRIZIRPER—ME.

e Dns

e DnsPort

IPV4

« IPv4izEO
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* Dot

DotPort
e Uri

* NoChange

RIFFEF R

EAILIEERSTEX HDX™ RIEHTF AT BNE, FRINRENBA

T REREEOR, EFRTFFRFEEED, AREEHEE

T RIEETERE
EEEE RSB EHIES HDX 215, BINRERER"

A BRGE EOF, R RFRIEETER LT

RIFRHX G REEM

EBERNHRXHREEMRG, AP AILURARSS 289 Windows 4734 SR BRET B B AN i+ B AL RIS
Ko FHRNHFREIETR A Windows X1§3%, B4l \Documents # \Desktop, FiCRIERGUNME, X
EXHFIGRUERN A N2,

FREEE EOF, ERER AR GREER ETUE AN ERRHEXGREER, A
[FREHMAE"

BT E

StoreFront 34 Citrix Virtual Apps and Desktops 32 {71%#2%. Cloud Connector #1 Secure
Private Access BRSZBHITEBSITIRNRIGE, LURDEIERIEARSS S5 ] AIE SRR, BE SRS
TRRKE, StoreFront FITERANKRE, FH PR NEERIR],

1®3d Cloud Connector &3] Citrix Desktops as a Service B, BZTiTIRTIKRENTNMLBET
ELERE XML VDA 5 Cloud Connector fii FE—fIERMINIER. #1R Cloud Connector Ti&
BXZ Citrix Desktops as a Service, Cloud Connector 2R EARMENEEFREHSHE VDA K
EH, StoreFront FRASEPEI TR EERPRIMIINGE RRKRR S ENTELEESR AN A
EFMSE.,

NARETHERENZETRYE, MERFESIXE (FRUE) XHhAE, BHREREME
StoreFront RSB 28 £, BHAFITRERENESPMEREAMEPRRIFRIE Cloud Connector, HEFH

BRTITRTILEINEE,
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SRSITRARERINMER T AFENBEIEER, HFEEARED] 2402 BB AMENAEER B,
ESARZASSTRRRE, 5@ PowerShell cmdlet Set-STFStoreFarmConfiguration F1£
# AdvancedHealthCheck . AENBZRARLKTITRRNE, RAECKRRE#EMY,

BEas T AR ER AR

StoreFront X8 Citrix Virtual Apps and Desktops 32 {4#E#l28. Cloud Connector #I Secure
Private Access BRSZSHITESITIRNRIRE, LURDEIERIEARSS SF T ISR, BIMEANE
7% (00:01:00), E‘BAIKE EOFR, N EESTRREEREEREE— T E, AEREH
BLEFRSTIORERNMER, ERRSTRANE, 5FRIEEAIEEZ 00:00:00, BREX
B, HafsTRRRERRN, FEINHRIOEAMGSEANRENE, AT mtaE,

P TR ES R E]
BRIAER T, M StoreFront B/ RS R M ZHRIIARS BAERIE 30 WIEHBEY. 72 1 RFALI
WIBESNE, REBRWHTTM, EHEREEOT, BHEANE, REEEBE UBR

XEIRE,

EHE
ERTLURTE 53R E RN S BN R. BIAER 6.

FREEE EAF, BEERUVRERNSHINE, ARRTHE

B FIgRam s

IE3EIIZE] StoreFront £ Citrix Virtual Apps and Desktops I s S N AIEF M S mid 24
X BIRFEEIRZ ST, HAKMFEAIERSZS MNMLSPNRIRN AP ESREERNm,
AR (BRIN) BY, StoreFront 2EIRMFAAERHHEHISEAIXMETENR, HIEFEEHIZEERM
NEREMEN, Ea]UER RAHABER N HAMENR/INGEIETRIAE LT,

A BRGEEAF, & (FUEK) BRAgEKE AN, ARREHAE .

BREEFH

RINMBERT, NABEFERERET . BRAEETME, StoreFront REF—PEEFM, MA
RAESRFENSE—TERFHEER X AFEROSGIRFRS. BRERFHARSEEE,
LERNTREERTRE (SSL) Ei&. ERAEETH, BRENABISEEX 4. T BELESE
O, &FBRAEETHEDN, AREEHRE UERAEREF.
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X33 X BX

BRINBRAT, EIERER T XHAER XEX, UWETRFITHENIERNARMI 4N, WAL
SEEMIAFITHNNAER. EEARBRANXHEE XEX, 15{ER PowerShell 884 Set-
STFStoreFarmConfiguration, fI%0 :

$storeService = Get-STFStoreService -VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
$false

HHEBRE X B IHE R IR

1EA LURBERREY X B ImEPCECRI R IR, IEEHHR X BF MIRMERLREENZ S XBF. N
BERTAETIIE (RHFRMERZRZER)

=

T REIQEEOR, 2 EPHRNXRFIHERR 1T
. BHAENS NS T EPERREN X B ImE R R & o

. EXRBFRAERRAUD S DR X BFHIR

. BEHMAE"

N

w

IN
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Configure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscripti n
e E Communication timecut duration 30
Kerberos Delegation Connection timeout ]
Optimal HDX Routing Enable enhanced enumeration Igl
Enable socket pooling J i
Advertise Store

Filter rescurces by excluded keywords

Advanced Settin | Filter resources by included k rds
gs EYWO

| Filter resourd

Filter Resources By Excluded Keywords
| Maximum co)
Minimum far,
Override ICA Enter a semicolon-separated list of keywords fc-r matching
resources to exclude from resource enumeration. If no keywords
are specified, no exclusion filtering is applied. n

Reguire toke

Server comm

FiIl:er res.;urlclcs Keywards: || |

Keywords for n rds
removes any pr bes

EFFA PowerShell BEU&E, &#A cmdlet Set-STFStoreEnumerationOptions F1&#
-FilterByKeywordsExclude o

NUTF#RPRERH, TEBFMHEL
- B

- I
HRATH X BFHER R

EALEAEH X BFHELENRR. EESLE X BFMREMTREERHRXEF. N
BRTA#HTHE (FHRERZRER) .

=

. EREEEEOT, HERISHXBFIERR 1T
. BHEMIUE T RAZTHN X BFIERFE Do

. EXBFRAEFRAUD SORH X BFHIR

4. BEHHAE"

N

w

EFEFA PowerShell EULIGE, 15 cmdlet Set-STFStoreEnumerationOptions F12#
-FilterByKeywordsInclude o
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UTF%RFPREBT, FEATFHSL
. B

- B

AT TR AR
HEBOSEARRETHARRE, RNERNTHE (QEREARRD) .

A'RESE EOS, EXRERMERE, REHAMN, EXEASEREPNFRRER, AR
B HRE

EFEMA PowerShell EULI&E, 1E{ER cmdlet Set-STFStoreEnumerationOptions F12%
-FilterByTypesInclude , HIEEZRFEXEKA (RBAER. FEEIME)

RAHEBEE

I8E A IXFIFFAE Delivery Controller IR AF R IERE, ILLIEDTEE A B BIGRREE 7 IAT 4
BIMER O (EBEH)

T REKEEOR, EFBFRHAMER, HA—TEF, ARREHHBE.

HERENR/NMIR

YERE AR & F & M ESFRER) Delivery Controller BIS/MIUE, ILIRTNTEIS /B FAIGSEKEE AT 4+
B BIAMER 3o

AREGEEOP, EFRHEABENRNMIE, BA—TETE, ARRTWEE"

= ICA® B IHATR

£ Web 52 ERKBIME— ID BE .ica BOIXHFPHNEFmBINgE, 2, Citrix Workspace
NARZEFRRIEERE P inai. FRIAMEAX,

MNBERIGEE O, HTEFEER ICA BEFRBAIRED, ARREHRE.

BRTE—EE

ERE, StoreFront 5&HII8IER T EAICIERIR X 5B FihR N EERIN X 2B —EE, a0
BEA—, ARPUNEFHITEMWIUE, HA Smart Access BRLLINEE, IRAFPBIZRES
RIIERM X BRI N BREE, NAMZAILINEE, BRIAMERF

MNEFLEBEOFR, ERBERTE—BIEED, AERERE.
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RSB EBEEH I

FEETESS Delivery Controller fRIEAAA A FIE IS HBERNXE. FIAMER L
MNEZIGBEOF, EFRSZSBESHAE, WA— KT, ARREEHE,
HBREFRETREESSS

FEELUARPMNMNBREFHLFESENEEET Citrix fSEEEREDMIERE, BIAER X"

NBEGEE O, &FEAIAREPRETREEEIEN, AREHRE.

FRENANARER
BRI ARE, RERETRE LAER NERER ST RET, BAER %,

NEESBEOFR, EEXFKEAANMNAERFLEN, AREEHE.

HEEERERE HDX™ &

AoiB&{E Citrix Gateway B&H, U{L{ER StoreFront A\ HDX 5|2 %] Citrix Virtual Apps and
Desktops £ AEFH ICA EZRALNIE, B8, SN&REN X SaAFRE—#IEAE,

RAE NP EIEEIAIR StoreFront FIRE AR B EM X BIESE E X & Citrix Gateway 188, il
RESHNEE & HENAERWM X EMEIZE, StoreFront & BT E,

IRRT LU X RS B E RV R TRIR (B0 #EHIER) SXiE, XIgH@ s RathIR( & RaEEE+ O
EEI LU R ER X A B2 XIS, BEENERARNXE. it TXEEDE — 1 &{E Citrix
Gateway, AT EERIIZXKFEANZRIR,

A Citrix Virtual Apps and Desktops B, Xif7E Studio FENX, F B StoreFront FE X HEMRX
S Studio PE XX T2, BXIFAGRE, BERXE,

£/ Citrix Desktops as a Service BY, KIFFRFRRMUE. FIRAFIBETE Citrix Cloud ZEHIEHE
X, #B StoreFront FE X BERXIE M IS Citrix Cloud 12 & R E XHE RV ERIRTE T
fd. BXIFHAER, BHERALERRUS,

ERHNRAIHR
1 PNEEM X -> 1 NEE StoreFront

- REFXMYAREFNSE
- NATREREERBHNXENAEFNREE
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1 NEEME -> 1 MNEE StoreFront

- EEXMNAREFNRE
- NATEREREEREHNRENAREFNREE

REM X EAEE StoreFront et REFERR (FIINAREFNEE) BIZETR,

H[EF StoreFront EX 7 BT EEMEFTEEM Citrix Gateway, FEERGEFHISEFRTESEE
MEEZEHIZR. REAFETEMEMNE EHBM X, StoreFront MiFiHAZfER R, WMNRHER
ERBETFIATRH, i EERZEZRENIGNBEZBERAR,

MRRXEREMXEE, PG ICABHEEI R BEENERIREM X, TIEFREMIE LUT
sk, FINERT, StoreFront & HIEKNREZIRFAFREEMNERNM K. &IEMXKH
FBRIRE, FRfIxEERadRErRHENAREFNKENEEZNMX.

Pz

14
()

1ERBeNEA StoreFront FHENE D IA RS — M REM X

&R XKERRHITR

1 > CAMZone -> 2 N3 [F StoreFront

- RELT  NARFMEE
- XEARSZEARE | NAREFNEE
- HIEMMNP R . NARFNSH

1 FTLZone -> 2 P ZE[EF StoreFront
o EEAREFENRRE  NAEFMNER

- REQT  NARFMEE
- HIEMMNP R . NARFNSH

1 D BGLZone -> 2 1NEIE StoreFront

- FIERMP R : NAEFNSE
- REQT  NARFMERE
- XEARSHZEARE | NAREFNEE

1. R X B&ER
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BRI * B BB E R (/en-us/storefront/2402-Itsr/media/configure-manage-stores/suboptimal-
gateway.png)

2. LM X B

EREMM * BB ER(/en-us/storefront/2402-Itsr/media/configure-manage-stores/optimal-
gateway.png)

ECER L HDX FRH

1. 7 Citrix StoreFront BEIEEH SNAMERFEF NABE TR, HEERERTERE—TX
REE. TR ERT, 2T EBNARERE .

2. FEIRBM HDX BREETE,
3. iﬁ%_ﬁ\lﬁ]*o

a. BEEMNGERERISHRZRINERM X, BRH EERMHERR HAOE—THZIR

fHZEHIZR
b. BEMXKIEFI—ARMEFISRNENFRNERM X, FRTEEKE HRA—TEHZD
X3k,

c. RMNBRT, AMR(FEHIZFHXEE, BN =HAIE, XFKRR StoreFront {E M
X RAW * %S StoreFront B FETH StoreFront, H1RIEHALHERM X N EZEIEES)
StoreFront MA@ E M X EREhZEIR, 1BEBUEAENBANEE .

4. MNREFLRREFERDFLEZRMAERM X, BIEXN T @I XZi2iniR StoreFront BY
FRRBRILE, EEF ER HDX B HIE — a4 88 s XK 5,

R HDX ER A& O A REE B (/en-us/storefront/2402-Itsr/media/configure-manage-stores/

configure-store-settings-optimal-hdx.png).

{5 PowerShell EC BN AEENRM Citrix Gateway F&H
- BANAEELRRERM XA, 15EH Register-STFStoreOptimalLaunchGateways
- BHEERRRER X EE, B@ A Unregister-STFStoreOptimalLaunchGateway,

- EEEREMNRERE, 15EA Get-STFStoreRegisteredOptimalLaunchGateways

TIARYS
StoreFront R BEli[E*F StoreFront fRZ2FAFARSZ 2R BHITIH. MIREBFLNIRSEEAH BREAL

FARERMIBMAE) , WAUEEERRRIEEY, UMNAFRIE StoreFront BRZEHHY Store RIEXAEF 1T
5o XWAZMER PowerShell %o
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StoreFront 1 PowerShell =515 REERIBYFT . TEfER PowerShell #4]5EIE StoreFront
ACE A, 1J5% % StoreFront EIRHEHIE. BEFE, EFIFF StoreFront #EHIEZHI, 1BX
HFRE PowerShell 241,

BITIREY Y, EER, BREMNRIIEHIZRERTH Store ZEMMEGHERNSTT, 2iE
KNE, KEESEZ & #l Delivery Controller™ &I gER S AP EREF I Store A ARE
BT, MNRBEEMREZRRERSITIE, MWFH Store AR EHNZIAMITHE, 3
RIS RITNREHBITX 2 ANE ; Fl4l, CVAD_US 5 Cvad_Us RE,

1. FREFEXRMEIREANENM A E5) Windows PowerShell ISE,

2. BRgERY, &EEH Publish-STFServerGroupConfiguration 85, ERILIEEFARIEFE &£
BIFR, HAILU3EERIETYIR. B0, EM 08:00 FHARESE, SAEE 30 HEET —K :

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime 08:00:00
-RecurringInterval 30

FHATR NS SEFRIEIT R, LU R R N ARSS 28 H E R i MR LRI BT IR EE. 0, & 60 9
NSRS FRAHEBEIERITRISHEIN T A A&, ARZS284H 1 7£ 01:00. 02:00. 03:00 FHY
IBIMPARSZE54E 2 HIENEUE, ARSS284H 2 78 01:30. 02:30. 03:30 Z8¢E) MARSZ 2840 1 HIENEK

o

3. B s IS ERT R Store BIIZFE StoreFront E3E, BFEAUTHS. EHIA StoreFront AR
SZRAFMENS M BEER OB, WEETUNEMIZEHSIES OREGTIREE. E2IRU
TEEMEELIED.ORE

« FEXEBIEF O StoreFront iS58 Lin1T, MMNRERIEH/OMRSS S:AIEETE

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUKStore" -StoreService $StoreObject

-RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.com"

« FEREBIEF O StoreFront BR3588 £5517, MUMEEEHEF/ORSS S8 AIEEUE !
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$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUSStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "USloadbalancedStoreFront.example.com"

Hrh FriendlyName E#BIEIRAIRIZEE RIS, RemoteStoreFrontAddress BintZERER
StoreFront AR$3 2558 71 23918 RS 284089 FQDN, EBEM NI Z Store ZiBIEF N BEFIT
%, FREERY M Store TEE S B StoreFront Z3E A E A HREBIZFR.

4. FnFEERE R E StoreFront fRS525HY Microsoft Active Directory it E K P ZRINE) LIRSS
23 _ERYAs Windows AP 4R CitrixSubscriptionSyncUsers H,

BEEREITHIE, XAFHEIARSSSM CitrixSubscriptionSyncUsers #5192 AR 5 28 I BN ET
s EFBITIRIE. B X ERAMAFRANEZER, BEH <https://
docs.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-server-2008-

R2-and-2008/cc772524(v=ws.11)> o
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& lusrmgr - [Local Users and Groups (Local)\Groups] - O e

File Action VWiew Help
o 75FE XE
& Local Users and Groups (Local) || Mame Description || Actions

_3 g::ps %ﬂ Event Log Readers Members of this group can read event... Groups - |
%-l Guests

ék-i Hyper-V
s 1Ry general CitrixSubs...
%{Network More ... P
%f Perform %I'I Citrix Subscriptions SyncUsers
(‘.El Perform -

%‘ Power U

%5 Print Op{  Description: Memberships of the group denctes permissions to

%i RDS End synchronize subscriptions between remote Stone Front
& RDS Mar]
& RDS Ren
%i Remote
@ Remote
éki Replicat
%ﬂ Storage
%i Systern Ny
%j Users

& CitrinClu
B Citrinc]

A CitriCW
P [ - Changes to a user's group membership
%‘ CitrixDel | Add.. | Remove are not effective until the next time the

O CitrinDel{ user lags on.

B CitriP N ; =

4 Citrinsto ok || Cancel foply || Heb

%i CitrixSubscriptionServerlsers Members of this group can can access...
.CitrixSubscriptionsStoreServiceUs... Users authorized to access the Citrix 5.,

é CitrixSubscriptionsSyncUsers | Memberships of the group denotes pe...

= | HE

CitrixSubscriptionsSynclsers Properties ? * More...

Members:

5. IRFHEBECE 1T XI/E, fEM Citrix StoreFront BIB#EHIE S FEHAY PowerShell, JiTiEES iHxIF0
TRERERAPRIPRE EMtAR S 25

Publish-STFServerGroupConfiguration

B XEZ RSS2 StoreFront BREPEREENMIFAELR, BSHECERSEH,

6. ZMRFIMATEART L, BEITU TS, ARNREERTEREERELM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSchedule

Publish-STFServerGroupConfiguration

7. ERFRASERITRBSR, BTU TS, ARNEKEENTEREERELM StoreFront
AR5 880
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Remove-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUKStore"

Publish-STFServerGroupConfiguration

8. ZMFFFAEMAITHRETIR, HETU TS, AEREEESTERIEEFRIEM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSource

Publish-STFServerGroupConfiguration
9. EFH HRFIA StoreFront BREBECEAITHIED 1K, BWETU TR,
I Get-STFSubscriptionSynchronizationSchedule
10. ZEFIH ZF1JY StoreFront BB BEMITHRAT IR, HSITU TN,

I Get-STFSubscriptionSynchronizationSource

IAERIFIGE
LR BN BIEFER, StoreFront REM— 1 (FrA ICAXHE) , EFEE Citrix
Workspace W AIEFEMEEZSIEFIENEIRE.

EARZEIERT, BiXEA Citrix Virtual Apps and Desktops 58& i Citrix DaaS & EXR1FIE
B, BEELBERT, WRENAREEEXEREREER. IRVARERSTREZS MR
NZIR, HEEHFLEHERNEEN BT ZNAEENRERR, X2BER.

BANABEEXRIEFRE, BRITUATEREZ—

- FREENBREFRERS. X2 Citrix Cloud EHN—IRS. BXFAELR, BSREALE
AR ERSEE Citrix Workspace TR

* 7E StoreFront fRZ 38 L, FHKERMEIN AEER default.ica XX,

& B LUTE StoreFront R385 EAY \inetpub\wwwroot\Citrix\[StoreName]\App_Data H Rk

3| default.icao
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BXAARERSIR, BEHRICAKRESE, REREELRER, EEALMELRI—T%ITE5
Studio FECERIN BREFBMTETERED, KANNERTRENBIEFIIED.

6 EEORA TEEESR

BN ARFEBATEEOEX TER, ETE defaultica FAZNBREFRII— 87, EFEE
MTFIgE :

« TWIMode - ig& A Off UEB&E ORI,

« DesiredHRES - A[ERKFREE
+ DesiredVRES - AlIEMEBIRZEE,

Ban

[Notepad]
TWIMode=0ff
DesiredHRES=1024

DesiredVRES=768

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad . O ot

File Edit Format View Help



https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/ica-settings.html

ICA® XHE4

StoreFront 12T 3 ICA X4 BT FEZ /M ANED, LUESZIFILINEERY Citrix Workspace W AIZF
ARARIUIIE X BT RBZEEMNRIR, £ StoreFront MERAXGERE, YBFREHNBIER
B4 AKRY ICA X4 StoreFront RSS2 N NIEBFERIBEBHITE B, ICA XHEIUER
StoreFront fR$5 88 LiGITRMRER AR HE B AR ITE L. FZFILINEESRECE ICA X
HELNEFHRZERTER, NRELIERY, WERFFTHFELHN ICA XHHREL
3XH| Citrix Workspace N 2R, HEMREBEREELERRET RN M,

Z AT StoreFront Y ICA X%, IEBLALSHAHEIFHETHIA. MNRIEPBELSEHAA
ER, WEBtirzBsiRTHFESR, MREST BREFREN R, WLIERENNEE
Bk SS 28 & 10 Ik,

IFF ICAXHES, Citrix® EiIER M ATIEBME VA 2R A LR BIFAE IEB A M IRENAY RS
T8 SSL ERIEH, MNRETLEMNEBMAENRINEGEIES, WAILERIE SSLIEH (4
WARSEZEDR) , HECIEFHBIEIERMANMIERHNE D LLBF &S

ICAXHEZLRINER. BEEA ICAXHGES, BUNRETRHEEN BEEUFERZIER. R
FEEIEFHERATF Windows B Citrix Workspace N 2R EEE N ERIZHIER, TR ICA XHi#
TELTH, BEXIFEAEE, BEIFE ICAXHES.

AR

StoreFront 1 PowerShell 415 R eERIBYFT . 1EfER PowerShell #2451 StoreFront
BB ZH1, 18540 % A StoreFront BIRIZHIE, [E#E, EITH StoreFront ZEHIEZAT, 1B X
HFRE PowerShell 241,

1. EIZRY StoreFront ARS8 £, ITHAEERITENIES,
2. FHZHIIEBAINE Citrix Delivery Services iE HB1Efi#.
3. IS, FHEFAERETFHIZRIES.

4. {8 Set-STFStoreService PowerShell cmdlet AN FEABEERZS% .

$storeService = Get-STFStoreService

Set-STFStoreService $storeService -IcaFileSigning $true

-IcaFileSigningCertificateThumbprint [certificatethumbprint]

Hep Bi&EAEMINERHIENRE (250 o
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NRBMEA SHA-1 UANMBEE L, BIRIEZEERINEBH -IcaFileSigningHashAlgorithm 7
FFHEIZE N sha256. sha384 5§ sha512,

5. WMNRFEAMIZ CU2 ZHIH StoreFront 2402 frA<, MIEAEEET

$certificate = Get-DSCertificate "[certificatethumbprint]"

. "C:\Program Files\Citrix\Receiver
StoreFront\Scripts\ImportModules.ps1"

Add-DSCertificateKeyReadAccess -certificate $certificates[0]
-accountName “IIS APPPOOL\Citrix Delivery Services Resources”

Citrix Workspace™ W B2 FEIE

E£RNAEFEERS

RENBEFEBRS2—FHETEE Citrix Workspace N BEFR BN TSRS, EEM Citrix
Cloud tkFP R, fREJIUAAEBRIERIEIE URL HEX BN EIENEE. BXEZFMAER, FBHEE
AMEIEILE,

RS P IR E

ERLBNAREFEBRSNERAR, EAILUBLEEFIRELRE Citrix Workspace N T2
FFo P NEERNBIAMZEER Citrix Workspace N FIEFRY, ER13R StoreFront B EMK
Pi%iE, X U aiEiRERM, HiNEiFERT Windows BY Citrix Workspace N ABIEFE 2 E N N
BREFAIEFREEIEAR. BXBMIFMESR, 1ES1E Workspace M ATEF XY, FlaNfER
StoreFront Tk i& & B E XN AR RES R AB.

EEHX LG ¢

1. £ C:\inetpub\wwwroot\Citrix\Roaming H¥TF web.config {4,

2. 7 <Accounts> EfH, HEIEBELENBIEIEN TR <account ... name="Store" ...

> o

3. £ Account EF9F, #%F] <annotatedServices>/<annotatedServiceRecord>/

<metadata>/<properties> &%,

4. 7 <clear/> JTEXZIG, 700 <property name="[name]" value="[value]"/> FIHIE
4. B0 -
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<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>

</properties>

ER

EZIRE[REER, — I HEeFERA—GIRZ[RELNRSZ[ALNVEE, AR Citrix StoreFront
BIETHI B R EREBPIEMEMRS S BT, TG, HENEEEREETIRS A,
LUEEFHSMERHEH MRS 25

Workspace [ FATEF AL

BREEAMEIER Citrix Workspace N FEFRERNMILELE, 1BESRECE Workspace N RTEF M
i
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fope

=g

BN ARG, SEMAEHSE— W, AP RLGEE NI ¥EEK Citrix Workspace T2 1A
[zt BHREDE— Wik, ERILCREMMRNEMENAREE, XETEBNAFR
HEBARERENARRE URL, BE, 1 WihkREEEd Web %2847, K79 Citrix Workspace
NAEREE AN —TNAEEERA—MSEMLL, HEE EC&E Workspace N A2 Wik,

T

BEEENVABERNMLL, FRITUATERE:

1. EEEERGH, EEAENERPI N AEE T =
2. ERBERENNAREE,
3. E'BREERT, BREEIE Web ki Receiver’s

Manage Receiver for Web Sites - Store

These sites allow users to access the store 'Store’ through a webpage.

Webh sites:

Web site URL Store Authenticated

https://storefront.example.com//Citrix/StoreWeb

Add... ] I‘E__éurrﬁgure... | [ Remove

Close
7£E1E Web hR Receiver It REH, EolLHITUTES :
T3 HHER
BIEE MG BIEEMLL, 5P BENS @ MBI Workspace

I A2 R ih 1R N R R
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£5 PAER
FCE MG M LhiZE.
AR BR D L fHIBR Citrix Web hfiz Receiver 552,
BCiE Workspace [ FAFE 7 F ik 7£ Citrix Workspace N FREFFIEEREFERN
Mo

PowerShell

BRI LESR, iEEA cmdlet Get-STFWebReceiverServices

SIE MG

IR ARG, SEMAESE— Wit EaUmINENBEERNEMTL, XEERER N
BFRREEEFRRREBNARRE URL, BR, 7 WikRaeEid Web X%2giAR], K7 Citrix
Workspace N AEFEEAN— TN BEEFER—MEEMLL, 152% BiE Workspace N BTEF
ik,

BERT

TEZARSHMER, —RAREA—OIRSHHKESRSHFANEE, AR Citrix StoreFront
EEEN S AREREPNEMEHMARS R LIE1T. TlE, FEIEEESUTERIRS A UE
EHEEPRE MRS R,

1. EERBEREH, ERENHQEMMNNARERE, REEIRFEERT, B B Web i
Receiver &,

2. $$ ﬂﬁ]ﬂ, %EEE -F_Jjo
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Add Receiver for Web site

StoreFront Getting Started
Receiver for Web sites enable users to access stores through a webpage.
Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods,

Authentication Methods

Summary

Receiver for Web Site @ ‘

Browser End User

Store

3. BAFTER MISRE, EEESE2REENER URL ERIAML, AREE %,

Add Receiver for Web site

StoreFront L
Allow users to connect to a store through a webpage.
+ Getting Started Base URL: https://storefront.example.com
Site URL Web Site Path: [CftrifotoreWebﬁ

Authentication Methods

Summary |:| Set this Receiver for Web site as 15 default

When this is checked, the Recever for Web site created with the store will be set as the default
lIS website. This setting will override any previous defaults configured for the IIS sites.

201



CITRIX® STOREFRONT 2402

4. REBEBUEAEFRERR SMWIES E. REFENEENNABISEERF IR, & T—%,

Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. @
The authentication methods will be specific to the website.,
# Getting Started

| Method
v Rl h
eI | User name and password
Authentication Methods SAML Authentication
Summary

Domain pass-through

Te provide good user expenence, all Windows client devices need to be domain-
Jjoined and have single sign-on enabled for Citrix Receiver/Workspace app.

| Smart card

[+  Pass-through from Citrix Gateway

5. flBihRiE, Bl FEM.
ORI R, SASIR 8 LUIRIEFREREZHIMLL, 555 L& Mk,

=

{&£H PowerShell SDK €17 ML

E{ER PowerShell SDK 812k, iE1EA Add-STFWebReceiverService cmdlet,

Ao iE ML

BECEMG, BRITATRE -

1. EEBRPRFENABE TR, AREREERTS, B35BT Receiver for Web”
2. EE— W, RERTEE..

E#
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Ul Experience

(®) Unified experience
Enables the Unified Ul experience. Select this option if you need to use Workspace Control,
! featured app groups, or you have JavaScript or css customizations.
Category Settings

. ) Next generation experience (Preview)
Customize Appearance

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

3. ESERLETF EHIRE,

« Ul {3

o EKFIRE

s BEXSW

- BENAA

o BRRIERE

o MukiREES

 BBZ Citrix Receiver/Workspace N T2
. RERE

o THRRCHE

s BFIHFEIRE

4. ERERE, BEHE

5. BEtBENBRIP, T EA PowerShell, 15551T PowerShell (8528, &R X 7]
StoreFront BIBIZHIE,
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BERER:

TEZARSHMER, —RAREA—OIRSHKESRSHFANEE, BIREBEFHIEAELM
5588 L &R BIG1T Citrix StoreFront EIRZRIG, /e, FEEERETERIRSERAE, U
EEFHERE R E MRS 25

UI {538

ERRT:

ZfEART CU2 1Y StoreFront 2402 hRAEY, IAUAIRIENRATARARIEME, RRELEIF
IBRER. M CU2 FHtR, EBERNA .

£ Ul (AT F £, SR RELRFER Ul (A5, SR DOERLT RN

- AW (UEIFEAK—ER) - EXFARR, BSHE AR ER,
- PAKE (UEITFEAT—RER) - EXFAER, 7200 RCHAFFE,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront IR Epeiience

(®) Unified experience

Enables the Unified Ul experience. Select this option if you need to use Workspace Control,
featured app groups, or you have JavaScript or css customizations.
Category Settings

| Next generation experience
Customize Appearance ] g P

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

WNRIZER Citrix Gateway #HTIZiZIHR], MAILLHEFE—DFEBUCEFNEAIR, & XFHER,
iEE % NetScaler 1%,

PowerShell

E{FF PowerShell 3XEX Ul {A%%, i578HH cmdlet Get-STFWebReceiverService H&EEF

WebReceiver .WebUIExperience B,

fgn

(Get-STFWebReceiverService -VirtualPath "/Citrix/
StoreWeb") .WebReceiver.WebUIExperience

WebUIExperience FALITE :

e ReceiverForWeb - £2H{KIG

e Workspace - IfLIALE

E({FF PowerShell 28 Ul K55, 5{ERS# webUIExperience A cmdlet Set-

STFWebReceiverService o

205



https://docs.netscaler.com/zh-cn/netscaler-gateway/current-release/vpn-user-config/integrate-citrix-gateway-with-citrix-workspace-app/apply-citrix-workspace-app-theme-to-logon-page.html
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2402/get-stfwebreceiverservice
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2402/set-stfwebreceiverservice

CITRIX® STOREFRONT 2402

fian, EFERAIAMELRE

$rfw=Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"

Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperience

wWorkspace

JeRigiE

2

Pz

L ThRERTE e A A TR R PT A

7£ Citrix Virtual Apps and Desktops #, ERILURES NN BEFZER—1 35, WNEER
XEFR, FH \ FSEIEREINNNHEBREM, 1 StoreFront A, Ee]LAERE L 4
KEREHHETRH o

Application Settings >
IE11 Cloud
Identification Delivery
Delivery Specify how this application will be delivered to users.
Application icon:
Location
e
Groups Application category (optional):
Limit Visibility BrowsersiLegacy
The Category in Citrix Workspace app where the application appears.
File Type Association
Add shortcut t 's deskt
Zons (] shortcut to user's desktop
How do you want to control the use of this application?
@ Allow unlimited use
SWAFIGE, EEFIYRIE Web bR Receiver i = F iSRG BIET -+,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance O Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods 0 Collapsed

Website Shortcuts QOnly the immediate contents (sub-categories and apps) of the selected category or sub-

Deploy Gitrix Receiver/ ST e SephyEe.

Workspace app |_| Move uncategerized apps into an "Uncategorized” folder.
Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

JERIANE
ERAMESR, StoreFront BRIk %R, HHAPREINRSETIF, StoreFront RE—1IIH
T BRPAEFER TP FRE N BER,

fign, NREE NSRRI REFER B, WEeRE—TRELERAAENKEE, 2EH
R RN B2
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citnix | StoreFront l:l
Ol DESKTOPS
Apps
All (39) Favorites (2) Categories w  Collections
X
+ Browsers (3) DeepFolderstructure (1) Office 2016 (3) Powershell (2) Uncategorized (30)
~
Browsers
3 \7 3 \?
Chrome Cloud Firefox Cloud
L Legacy
ik
A
L4
IE11 Cloud

EITEMEF, StoreFront RFIERINRZENTIR, HAERERAABERDENNAES. HAF
BERNHEFEY, StoreFront (NERFMESFNERRNS (FENMNAIRERF) . ARAIUREESE
NFEFUABRTFARAR

-

DESKTOPS

Apps

Al (39) Favorites (2) Categories Collections w

] > Browsers

Legacy (1)

Chrome Cloud Firefox Cloud
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RAENRAERF

ERERES, BRI ENNARFBRIE K572 X HFFRPIET,

AP ENNAREFNRE. t1TH5FHAMABY StoreFront 2L,

DESKTOPS

MEERE S ERFrE

Apps

All (39) Favorites (2)
Browsers (3)

A
g

A2

Access 2016 On
Prem

Categories Collections w

DeepFolderst..ure (1)

Acrobat Reader DC
©On Prem

Calculator Cloud

Office 2016 (3)

Calculator On Prem Chrome On Prem

Powershell (2)

Citrix HomePage
Content

Command Prompt

wr r A g wr 5 A

®@ @& % a4 a

Excel 2016 On Prem FakeApp1- Firefox On Prem Microsoft Teams On Notepad Cloud

willNotLaunch Prem

Notepad On Prem Notepad++ Cloud

v g P w v 7 P

®« ® 4 94 @ 2 J

EREMNET, AERRIENNAEFBERDIE XERLUSFERDENNBREFNEER
EBIRRYRDFE MK,

H 5% B REEE (/en-us/storefront/2402-Itsr/media/manage-citrix-receiver-for-web-site/category-

settings-uncategorized-folder.png)

= eSS
TIRSENE, FEBRISE ST AR B AR,

{&H PowerShell SDK EEE3E5i&E

EfEFR PowerShell SDK EAZAIE5ME, 1FEA cmdlet Set-STFWebReceiverUserinterface
HERESE EnableAppsFolderview o

E(EF PowerShell SDK EHEZERIME, &I cmdlet Set-STFWebReceiverUserInterface F 1/
£# categoryViewCollapsed o
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BHEXNW

1] LA SR R I i R (68 AR RO AR A B o

ZRIERAT I E

EEEXNU, B 4miE Web th AR Receiver FHiZZF BEXANM XTI+, EaLUESIATA

o

N

- ER0ERIT - TR RRELETRHN#EIR. @i Citrix Gateway BRI FEH Citrix Workspace 7
BEFE, RERIEIR. BNE.. FiEF jpo. jpeg. .png. .gif 3 .bmp AR, EiY
A 350 &3 x 120 REA/NER,

o IFEmERIT. BREERTEELEANEIR. B NE... FEE jpg. .jpeg. .png. .gif I .bmp
FERIM . BRINAERA 340 153 x 80 IR EA/NHIEIR,

- HREG - TERESME DI EREE,
o XAMBEREE - ERESSME D PR AN E R S,
- SEEENE - TR R AT PmED BB,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding

Loga: | Upload from local computer | Erowse...

(350 x 120 px) This los e R oo o
Featured App Groups is logo appears on the Receiver logon page

Header branding (Post logon)
Authentication Methods

Logo: Upload from local computer | Browse...
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview {Post logon)
Workspace app Background color: -E
Session Settings cilrix | StoreFront Text and icon color
Text and icon color: E

Workspace Control

Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings Link color: -E

Beset to default styles

ﬁ[ Cancel l [ Apply
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£/ PowerShell SDK 4RiE#inHEA
f$/3 PowerShell SDK, & cmdlet Set-STFWebReceiverSiteStyle,

FAMEBARINE
2 BB NI BT EIR § ABIAE.

f#H PowerShell SDK N MEEHRIAE

{#H PowerShell SDK, & cmdlet Clear-STFWebReceiverSiteStyle,

{5 Javascript fll CSS #HITEENX

ERZHMAIEE, MAIMUGER StoreFront 2 Fim Ul BE X AP #—F BE XM, XF&EH T
RIAFILBIE .

BN AEYA
pz3— g

I IHEEIRFESER (/zh-cn/storefront/2402-ltsr/manage-citrix-receiver-for-web-site/ui-
experience.html) BYE] B,

TR N RL AR SN ELE X HETHERFN~miTENAE, Flin, EaTLLIE
—MHEESMMNNENASA, EFaIZarERNNARER. Erad ERANARERFRM,
B fERTE Studio EHISREX X BF RNV AREFEF, £ StoreFront EIRFZER| S HE X%F
BN,

tiEfeNAda

1. T£ (/zh-cn/storefront/2402-Itsr/manage-citrix-receiver-for-web-site/configure-receiver-for-web-
sites.html) BEH, EEFERFENALE EH+,

45 68 5 F 40 R 10 £ B9 R = 8 B (/en-us/storefront/2402-ltsr/media/manage-citrix-receiver-for-web-

site/featured-app-groups-config.png)
2. BE eI MUE GRS B ABE,

3. EEREBNAAR. it (%) . BRUREXFENAANS K, EEILUEFEXRT. N
2SN ATEF 35,
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T ik

*XBEF RIEX RFENARR, BTN RAERH
AP EE X BFE Studio FEX, FlNATF
AR EBFERCF X B D E”

Iz FAA2 R 26531 PLECTE Studio Hriai ARYHFIE N FTE 25!
BN AR
R A2 R FR ERNARFRITEXFENAYS, T eIE

HENAAMEERER, SLATEH4
MRPCECRFR B N B AN S S TSN
F4E", StoreFront AN FHEF BT
BT, REAXRDANE, BILEENE
o Hla0, NREHEA Excel, StoreFront &
PCEE£a 9 Microsoft Excel 2013 BB XA
B, BEA Exc AERCEEFERS.

B 45 & N AT 4H R R E B (/en-us/storefront/2402-ltsr/media/manage-citrix-receiver-for-web-

site/featured-app-groups-create.png)

4. BEHHAE"
A
BT RN ENBAEFA !

o HE -
« T72-

PthC Studio R iE 25BN TR G2
N AREFAHIEENBREFLMTESEIE,

S Gibu
S Gibu
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@ Citrix Receiver X =+

&« c G Search Google or type a URL e :

Citrix StoreFront 1A a8 ]

APPS DESKTOPS

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

<J
N;oﬁa

Favorites
1w
|
Calculator Outlook 2016

£/ PowerShell SDK SIS N RERFH

ZE{EF PowerShell SDK RN EBLN A ZF4AH, 15EA cmdlet New-
STFWebReceiverFeaturedAppGroup.

mERBNARERA

£ Edit Receiver for web site REH, EFSENARBFAEENF, EEERENAL, AREE"
YRiE...".

{5 PowerShell SDK {miE4S BN BAEFA

EfFF3 PowerShell SDK &4 EBR FAFZF4H, EEH cmdlet Set-
STFWebReceiverFeaturedAppGroup.

mERiFBNARERFA

7£ Edit Receiver for web site RER, EFSENEERFAED £, EEREERENA, RERE
HhIRR...".
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f5F8 PowerShell SDK BRI FBTER4H

EF A PowerShell SDK fIBfr4FENEIERLH, 1EFA cmdlet Remove-

STFWebReceiverFeaturedAppGroup ; EfIBRFAERIERN B EF4H, A cmdlet Clear-
STFWebReceiverFeaturedAppGroup.

BRI E

EfEBEBANEMIIEAEL, B8R BESMRIL. EaUANSEMGESHEP—EGE, X
LESNITAF@EE Web J 52T FEIEINEH. A#Z 3/ Citrix Workspace N AIEF RS
B, MATMILEIZE,

'S

BAEECENAEENSZNIIER AN, XBRBHZZEEFIEMMLNLE, RS NEHFNAE
LEDS

EBEEA Web Y% 23MERBEMIIES L, BT 4iE Receiver for Web b= HiEF &9
L7411 3 B i 1 =
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Authentication Methods

Select the authentication metheds which users will use to authenticate and access resources. )
The authentication methods will be specific to the website.

Category Settings -
tegory i | Method

Customize Appearance User name and password

CARAL AR L LI

Featured App Groups e L Tt

Authentication Methods |:| Domain pass-through

To provide good user experience, all Windows client devices need to be domain-

Website Shortcuts joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ { [ Smart card
Workspace app | ¥ Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

B [ et | [ Aepy ]

- R BAPANER E REUNEAEXEMNEIE. B2 AR RNEES ML HETNEN
LN RS

o EFRSAML SARIE" S XELUE RS SAML SMIREREFRIEN. HE5% SAML S17581E,
IR £ A SIS AR Ao

o EERBERE LS AMNAFIGEER Active Directory IR, B85 HMEBS DI, Lk
RIE NSRRI R A

- EFEERFUSAERFENEIL. T2 Sk FE1HEIL

M Citrix Gateway EE"LAE M Citrix Gateway HEES R, (IRAFESIERT
B I0IERY Citrix Gateway %3%% StoreFront, JFEAILLIED, 1i5&i# M Citrix Gateway HiE

o

NRITEFRZHEMIIESE, WEEZTRE StoreFront™ B F EGAS R IES EFIRELLT
RARIRFATE

1. WE&E

7|.|.

2. 558
3. SAML
4. AP ARG
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AR AILLERTIRB| AR SMIIES E. —MINE, NREENEET SAML MIBFRLEBS
RIE, NP TEYIRER P 2B S A5,

HAFEHEN, MINERERSIRETRERNEMNINIES &

{6 PowerShell SDK #{THE

E(HF PowerShell SDK EdEr] BB RIRIEAZE, B cmdlet Set-
STFWebReceiverAuthenticationMethods.

FILTRIETT T\
S
BBV (SRR S SBTAT A,

ERMILRES N, NAFRENREMSE LHEERNREER G RES P KEMNBERE
Fo ERIARBFER URL, FHRXEFEZMADEHNMLET, AR RHEEE, FREER
AN AEEMWLL, MRERER, WELLER, Nit=BEIEIHER,

EERZRREARZE, BFEMA Citrix StoreFront EIEE4IE 5K PowerShell JFEHMiLEHY URL
INE) ZFE AT URL BIRA,

BINBRT, IRAFPZEAMNAZEENMILEEFRIRES I, StoreFront R&AHES, BEF
AR LLERE SRR, BEIEXEESHI, BREBRKET, BRERAIZETIRES T

HFLZ2ER, Internet Explorer R AIRERENRTR, EXRMIAMIREERohEd REA LA
HNRIR. BIESIERA P StoreFront ARZ528 FQDN FANE! Internet Explorer BN
Intranet"s¢" ZEENM R XIS, ERLLINSE,

BRI B AN S ERI M,
1. 7E%m38 Web kiR Receiver it RE L, EFMIGRESIEDT+,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published resources on your corporate websites. Your users
will be able to launch these resources from your corporate websites,
Category Settings
. 1. Add the URLs for websites which will host resource shortcuts.
Customize Appearance

, Webstes
r — -, Websites psyffportal example.com

Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/ Add... ] [ Edit.. ] l Remove ]

Workspace app

Session Settings 2. Get shortcuts from the Receiver for Web site and update your websites.
Workspace Control

Client Interface Settings

Advanced Settings

B [ oo | [ cry ]

2. BERMLEEAETRIEERES XHIMLERY URL, URL KA http\[s\].//hostname\[:port]
EREE, EPEVREMitENNTLREES, HORBFSENEENEO GRS
BRINHEOARAR) » FREIEEMiE HFEmMERR, BB URL, 1B1E MiLF)RPIEFEZ
%8, ARREHEB. TIRPEE—IFKE, AEREHFRUBREFERSLRERT Citrix
Web hR Receiver 4 2 AV ZRIREES NAIMLEH) URL,

3. BERIUREA T 8 HIIERIMIEFTER URL.
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I} Citnix Recemver * + - g x
G & npsy Cr. £ A L 5 & - (b

App Shortcuts

My apps and desktops

H Caleulator Cloud

Cloud Desktop I https:// Citrix/StoreWeb/#/launch/C

X E Excel 2016 Cloud https:// /Citrix/StoreWeb/%/launch/B
FakeDesktop1-WontLaunch https:// /Citrix/StoreWeb/#/launch/F:
Win10Pooled Cloud 1 https:/, Citrix/StoreWeb/#/launch/W

Win10Pooled OnPrem1 https:// (Citrin/StoreWeb/#/launch/W

Others

a8 Access 2016 On Prem https:/ /Citrix/StoreWeb/#/launch/A

{3 PowerShell SDK FINZSEAIMLY

& A LU Set-STFWebReceiverApplicationShortcuts PowerShell cmdlet FIIZ1EE/H URL,

Citrix Workspace W A2 2=

ZINBERT, HAPERXRE Windows. macOS  Linux LAY Web X 825 $TF N BB fERY,
StoreFront 22X HE BB EAMZET Citrix Workspace N TR, MIRTTER MR AMERE R
Citrix Workspace MATEF, RAIERTEF THHATEE, BRIATHAER Citrix WL, BEHH
M7E StoreFront RS SFEMUBIEERERER, TG, AP AIMITHAERMZEER Citrix
Workspace T2 H I EIEHRIN AEE, NELSTNEERPIRE, EEEAMEZRED Citrix
Workspace N A#EF HDX & F i iEES BN AN KR E.

8E, TAEAMEE Citrix Workspace N FITEFBY A F T LUfERA Web XSS 251710) R A3 Fé G H & 3%
BB N A K E,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Deploy Citrix Receiver/Workspace app
For the best user experience, Receiver for Web sites detect Windows and Mac O5 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
Ul Experience users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Category Settings . - - — -
Deployment option: | Use Receiver for HTMLS if local Citnix Beceiver/Workspace a... =

Customize Appearance |_| Launch applications in the same tab as Receiver for Web

Featured App Groups |_| Show "Already Installed’ link on client detection page i ]
Authentication Methods |_| Prevent ICA downloads on all platforms Li ]
Website Shortcuts [+] Allow users to download HDX engine (plug in) @

Deploy Citrix Receiver/ ["] Upgrade plug-in at logon @
Workspace app

Source for Receivers/Workspace app

Session Settings

Windows source: [ Local files on the StoreFront server - ]
Workspace Control

Windows Installer: Mo file available in the directory. W
Client Interface Settings ° g -

Mac source: [ Local files on the StoreFront server hd ]

Advanced Settings

Mac Installer: @ No file available in the directory.
B (e | [ ey |

BEWEPBIEMN, 155%F) Edit Receiver for web site %1% Deploy Citrix Receiver/Workspace
app %I+,

ER{EMH Citrix Workspace™ W HIERF

SR G R LBRFIER AN Citrix Workspace N BTER, MITHEEREF A Web 3% 23 EEE N RS
[ERYEIR, LthINREE RNFELEFTHFIR Citrix Workspace N FRIEF L BHE P Mmi&it. Citrix
Workspace AR EERNBHN ARFRIPIRS. BEIKEBIRARE LR, BRI MN
BT S EGREENINEEFM T, B XIFHESR, 15EI% User access options,

EfERLHEAINEY Citrix Gateway BY, LtINEERIESEHIRT. EFEARE Citrix Gateway BIIL
KIGEY, LEIhEEARTATA,

TRNTE
BznhfCiE Citrix Workspace TR EE L TR,

« 5&ATF Windows B Citrix Workspace T2 24.9.0 B ShRA
« S&ATF Mac B Citrix Workspace W2 24.5.0 S E mARA
« 5&FATF Android B Citrix Workspace N FBTER 24.9.0 S{E S kA
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« {{cwa-ios}} 24.9.0 HEFhRAE

{EFZH{AIRTE StoreFront LECE
&R LUTE StoreFront AR5 85 £ L34 ILESKER Citrix Workspace N R,

1.

2.

M Citrix T TEiEM-

FF zip XN citrix-ui-plugin.tar.gz $2EXE] StoreFront fREZ2: EMNEEE R, ©2 3 PowerShell
XA, Javascript XHFIECE X o

EXAYREERTHTFF plugin.config X1, RINTAREE :

INRBERAARNNAEFRGIIIEE, BRUTHNREREN @ <param

name="requireNativeAppUse" value="true" />

INRBZRAARNNAIEFREIII6E, BRI TAHNREREN @ <param
name="requireNativeAppUse" value="false" />

NEBRE1RTFF PowerShell,

SMEHRIBIX (3K,

i&{T ./CitrixPluginInstaller.psl -VirtualPath /Citrix/<store web name> .
X} StoreFront AR5 8528 PRIE AR5 88 E 8 HbiR1F,

WIFTF Web X525 SMEIN A SR RIGEEZ S EIERR K.

f£A Citrix Gateway #H{TEE

WNRAFEE Citrix Gateway IARENARERE, MAIMXEN X _EZ&E/mEUERER Citrix
Workspace W ERF., B XIFAER, #SRE M x Z3REH Citrix Workspace W AIZF.

BB Z kI

o NRMHLAFRLIET Web JEERIFRIZIR, MIHRRAPEARM TEHMELEE Citrix

Workspace N ATER, BIERIRLMER Receiver for HTML5, EFFILETE, HTMLS A

Workspace B R BB HlE 2R 1A E R

WNRITHLEN BEEMLR AP EARM T HZ L Citrix Workspace TR, BELELZE

Citrix Workspace 2B [ELRE &S H W 2R A0 20R, 1B LFEMRAM Receiver FAJF,
M{EF Receiver for HTML5, &% Citrix Workspace N Fi2F AP 8K & RS E Kk E)

THMZEZNBREFRT.

INRIF LI S RRE T A2 3R Citrix Workspace N FRIERFiFIRIAIR, 5ERAMEE, %

FERTAP THHZEERTHF SR Citrix Workspace N ATERF. B eI LU44uEd
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Web H S 2pRIN BEE, BIMIEHRIRR, ZRBFERERMEZER Workspace N BIERF
PRI F.

ER—EM-Fh SRR AR

INRITIRZE T 1L fER Receiver for HTML5Z AR A Receiver REJA, MfER Receiver for
HTML5, MZEINERT, EARBRENEFRRERIN LA FHITH, NIREHFERRE
E—EI-EF$TH, it Workspace app for HTML5, %R ES Receiver for Web #8[EIHI%EIR
FHhERNAER. gENERTEHER,

EEPREURNE BT BRE &
p=3_ g

g B{GEAF Windows. macOS # Linux i&&. WREF B%Z % Workspace Web ¥ &,
Nz P imte A EshE Web B E, EXMIERT, igERER.

LRZLBAPEXRTE Windows. macOS 5 Linux @i 2T AN FAriER, Mika=itfE
F8 Citrix Workspace Eshast M AMZ NN BiEF. EE, SRR EMZEIER, Citrix
Workspace E&igsa 5 Rt ZER Citrix Workspace N FBIEF @S, NRAF BT ERER
o, NMepkhdEFmeNEiz. Hit, YRFPEhEREN, 2 T8 —1 .ica X, BFPH
LU A ZEERY Citrix Workspace N ERITHIZX 4. XAZFHEBMNBERFRPE
IhEEs

Please wait while we confirm that Citrix Workspace app was
installed...

Note: Clicking Already installed allows you to bypass running the client
detection. However, you lose features like domain pass-through

authentication, which requires the native Workspace app detection to
complete successfully.

HTHBN .ica NHAREEFEEZENM, Citrix B EECEEPEZFBRINE LLERBR
i § EIEU PR B REE IR
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=

e B REIETIN gl d BERENAF B M, PRIEWAL, BNXLRP %S TEH
ICA X1, BERNXLEFRFEE Citrix Workspace N RN, EFUTHIARINRIMLE B F
FfY custom/script.js

CTXS.Extensions.preInitialize = function() {
if (CTXS.getCookie("CtxsClientDetectionDone")=="true" &&

CTXS.getCookie("CtxsUserPreferredClient")=="Native" &&
CTXS.getCookie("CtxsClientVersion")==null)

{
CTXS.removeCookie("CtxsClientDetectionDone");
CTXS.removeCookie("CtxsUserPreferredClient");
}
callback();

¥i

FRILFRE A LM ICA TH
XBEIFRLBIEFrIEFE LM .ica TEIRETHANFRIFES. BT Citrix Workspace EEh2s1E

iOS. Android 8 Chrome EAREIA, BAPRMIEEERABER RTAH) , ERMINKERE
[ENINE) A Z22ERY Citrix Workspace N AATEFEH,
BEERR

TR 5 P i U E L= 2R BRE SR A B,

AP T # Citrix Workspace N TR

NRIEEFDFAP TEH HDX™ 5|8 (&EH) , NBFEXER Windows ¢ Mac I&&IY, RASR
IRETH N RIRRFHYEI
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INRARER T PEETHAIIAL S Receiver for HTML5, NItkIhEERATA,

B RITFAHK Workspace R FBTEF

NRERBRNFALEIELE, EHAT HTML5 B9 Workspace N ABIEF N AP IRMHEE R FARAM
ZEEM Citrix Workspace W AIZF & P imHYiED, AR AILOEEBLE A%, HEPRIEBRRENHE2S
Cookie, BNMAREBEXKEIALRIRT. BEEBILLINEE, EMAR Citrix Workspace N R X 41
StoreFront ARS5 28 £ AT Ao

TR
HRZLAFBE TN, EINEFRERFEEERT Citrix NG, TREZMIRSS 2 FEHF.
IERTLEECitrix ik, StoreFront fRS588 LA (i iZiRs3 88 ERINMF (B URL) o

PowerShell SDK

E(HF PowerShell SDK EEEXLEIZE, 1HEA cmdlet Set-STFWebReceiverPluginAssistant,

EfIE FHIE ICA &, 5B cmdlet Set-STFWebReceiverUserlnterface 154

PreventIcaDownloads o

EERIEIRIE

EEHRRIFIRE, BT fiE Web i Receiver thm BR, EEFERIERE X+,

223


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2402/set-stfwebreceiverpluginassistant
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2402/set-stfwebreceiveruserinterface

CITRIX® STOREFRONT 2402

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user experience and specific imeout durations when the
inactive users are logged off.

Category Settings

Customize Appearance Server Communication attempts: i )

Featured App Groups

Authentication Methods Communication timeout duration: @
Deploy Citrix Receiver/ Session timeout: @@

Workspace app -
T e [ I e
B o B e
Sign in timeout:
Workspace Control - it

el o
Client Interface Settings =. el o

Advanced Settings

RS EEFBE I
Web CIBFIN AfEIERRS I8l (StoreFront RER) BVIARZEIR I, BELTEBRIEE,

B(SEBARFEEAT ]
Web RIEFIN BEERRSS 28] (StoreFront RER) BVAR AN ESE, BFE TEERLIZE,

RIEARECHEE

B3 Web HI%833/17] StoreFront RZAIFERERY, THHEEMTEMMIRG, R HEN, APERE
o RIFNRAN AFPITRERERRIE, FRSBMEENNAFIRE BIUTEATF2ES
1) FRIEKRIE,

BIER P imMARS a8 L#EEINIT. ERIEIHFIAA, Ul *IRTAFEKRIE. ERIEEINE
— ¥R, Ul 2385 StoreFront K& (ZID%EJEH) Citrix Gateway ;¥ 5o LEﬁT;bl‘F%F‘ m1E AR SS
SREN T E T R#MEHE. IRRIEBIGERN 1 28, WEFHFE 30 WEEH. XAEmA
HZ2ZER Citrix Workspace N 2R

INREREBIMERRT WX ZIEERS, MNATBN IS X R1EEH, NREIENZIEE
RERERT SMIIESEER Sl RATHEFER, WXEESEEMUTRRIEEN,
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PowerShell
$rfw = Get-STFWebReceiverService '/Citrix/StoreWeb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30

ERER

£ Web JBHRFHNERFR L, @3—RiVEE, ERFENARAFET—FER. AR
BERERERES.

SREIEREREFR

LA P EE R S 281410 StoreFront RZFAFEIERY, BINBER T, TiCRESBEMESN, AFPEHAEN
INESERE. XAEMMAMZIER Citrix Workspace N BIEF. ZEASEREEEER & H,

EEEYFIE, BEFEH Get-STFWebReceiverAuthenticationMethods H#Z TokenLifeTime &
4, Fla0 :

$rfweb = Get-STFWebReceiverService -VirtualPath "/Citrix/StorewWeb"

$rfauth = Get-STFwWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

$rfauth.TokenLifeTime.ToString()

E{EF PowerShell I8 B8, iFEMA cmdlet Set-STFWebReceiverAuthenticationMethods F1E#
TokenLifeTime » 40 :

$rfweb = Get-STFWebReceiverService -VirtualPath "/Citrix/StorewWeb"

$rfauth = Get-STFwWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

Set-STFWebReceiverAuthenticationMethods -WebReceiverService $rfweb
-TokenLifeTime "07:00:00"

NEMRIEEISEINE] 20 /NETLA L, MELAITBEAN Maximum token lifetime of Authentication

Serviceo
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BINH X By

EXMXBNNEZER, HEIR Gateway documentation,

R
NRFEEENBRREMEER, WRIEENER. RIFMREN FRAITRIESERSIERE,
A RSEMKENNAFRE BIIEERFZESMN) FREKRIEE,

FF Web %5 28i410], &R Citrix Gateway B9 Session time-out iZE 95 StoreFront £
Session timeout F8[EIAY{E, StoreFront EBATSEHM * IE 2 iE T HARTFEE X H.

A Z2 IR Citrix Workspace N FAIEFEEE) StoreFront F B AN AIEEENEN, Eitk, X
EREENRIEENEBNIE—(IE, ZNARREFREHRRFEIRTIR ATEEER, iEEN
WHIETF N REFRHRIFER. FRIAMERT, NARRFNRIFERN 60 2. EFNUILE, FE
%] CTX221465,

SR HFEES
7£ Citrix Gateway £, BAILUSERGEEN, UEELENEEMARIE, TiCAFENNMA,

SHRIERSNRASEENER

SMIIERS WA T, XEGEEERDFENER. FNBERT, ST 20 /NEEZH, X=
SBAPEH.

MR A @ Citrix Gateway H{TEAPI0UE, M2 StoreFront ShEITHARY, StoreFront 1A Citrix
Gateway & HFRifl, TARM X 2E ML FENRES, ESREEIEUEHRER StoreFront, 11RE
AEIEIER, MRTURER X (R EBNEE A SR A S St FHIMER.

BE, HTE Web FE 23R FERAEMEE, IEEHBNSSRRIEESEIITIIE, RIttSEEGE
HAF B 5 AR ZIER Citrix Workspace N AATERFAE X o

EERERATHEEGRER, 15517 PowerShell :
$store = Get-STFStoreService -VirtualPath "[store path]"

$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime.ToString()
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5 [store path] EiENMENNEFMEER

EfiERARELEMAER, JTTUT PowerShell :
$store = Get-STFStoreService -VirtualPath "[store path]"

$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime = "[max lifetime]"

Save-STFService -Service $auth

¥t [store path] EEANMENMITEMEEE, K [max lifetime] B AFAEREHATE, MF
—XUA (E—X) WM&, BFEE hh:mm:ss KX, WFBI—K (FRE—X) WE, 1B5EA
d.hh:mm:ss #&o

TEX S
AR
I INEEITE(E R K E(ALS BRI A,

HAEPFIREEBEE, TEXZEGIAHEREIEEERNNABEFIEZSE. AR RIMUE
EMRE L BRSERABENNARERES, MEREESRERNRENERSHFENAE
Fo a0, XERERNIEREEEMN—NTIRESEIEIS — D TIFb1 R EEBUER A UT
=LV

HAAERE, zBsEMERRMN s TNERNARER. i, RIKAFERIED
NRBEEFEE T — N AEF. NRAFPEEERBERIGRAGEEERNENRE LEREIE—
TRAEE, WEESTHNAREFRBMERESE. SRR MNSENABEEHEN, ARMN
ZNRABIEEHPFTE N BREFE S B AERE, EFXARXH. MRET Web X251 RN AR
&, My ERBRNNSRER. BMNAEFMZH.
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£ Web X RS ECE TFX 2

StoreFront BIBFEHIA I TAER2EIE BAEET Web NS BHANLAREENER. XEUTE
SRARHIBILR -

- % Web S SHER B RERARF PETH, TERZEHTA R,

o XFM Windows i&&ARIMEEHIAR, NEHiLSRERQNBBANSEE LRETERT
Windows B9 Citrix Workspace N FATEF R F@EE Web X EAFFTHEY, FEBITEXES,

- BEFEEDEHAEENNATRR, @i Internet Explorer i8] LRI B 2 24 U bk s2 780
BARM Intranet SR EEL = X,

- IRMMEEBENERFPERNEMEMNENRE, FEAFRE—TSETA, WEETFEXEZE
HIECE(A, ZAPHNBREFESIRERNER,

- AR IERRYBATESNBERNE—N SR TSNBREFNEE, FRAARNNIERD
BYRJR, ZfEA Citrix Workspace™ W RIZF N\ REE I8 R EARMEHIZIR, ToEM Web
B P imlr A EE S % .

o HRFEER—NIKNIIETT-FHITAR, TEXKEZEGIATA, ZEELD, JFEE Citrix
Workspace N AEFERE.

E7E81E Web X 51281510 FAREIEERHER TEXESIGE, 57T %8 Web hR Receiver i = R&E
3%4% Workspace Control,

228



CITRIX® STOREFRONT 2402

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups °99

Logoff action | Disconnect vl i}

Authentication Methods

Website Shortcuts Workspace Control
Deploy Citrix Receiver/ [+ Enable workspace control
Workspace app

Automatic reconnection when users log on
Session Settings " - .

9 % Automatically reconnect to the sessions when users log on
Workspace Control Reconnect and Disconnect Button

Client Interface Settings [ | Show reconnect button

Advanced Settings Show disconnect button

BT ANEE T EXZEFILE !
o 15T FTHRME, EHIRENT
o B | SIENERCEHE, NARFNRERIER Bi5EFImSSHTER.
o &Ik HENERCEEN, NARFNRERERTERS SR EBEEILE,
o & HEMNRIEHE, NARFNRAERIERRIGET.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Featured App Groups Logoff

Authentication Methods Logoff action [Disconnect v] °
Website Shortcuts Workspace Control Terminate

Deploy Citrix Receiver/ | Enable work. None

ATl

- B A TR R £ EE,
- TRAPERNBNENEET, EHARERNBHEMERDIRIE R EE,
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{#H PowerShell SDK ft i T {EX 124l
EE LU{E A PowerShell cmdlet Set-STFWebReceiverUserInterface BtiE T EX 24l

1E£3&FF windows BY Workspace N AT _HEDE T EX 25
BEEATF Windows Y Workspace LEEE TEX S, BERAEIE TEX TS| EERE,

1E3&E T Mac BY Workspace N FBfERF _EECE T EX 2256
EEE T Mac B Workspace N AERF EECE TEXES], ESRECE TIEXZES%

BN AR A TEX R

E1E StoreFront FEFFTE Workspace W BREFHNRIEENEE (TtelAicE) , BEIE
FIGEETFHECEEPRIFRIEETERE

B mAEIRE

EEREFFIHAEILE, 1BEmE Web it Receiver 8 RREHIZEZF R P IR EIRE EDF,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings
) Web sessions
Customize Appearance
[+ Auto launch desktop @
Featured App Groups -
|| Show desktop viewer
Authentication Methods i
|| Enable Receiver/Workspace app configuration
Website Shortcuts

Deploy Gt Recrives/ Multi-click duration: @ secands

Workspace app

Session Settings Applications and Desktops view on Receiver for Web

Workspace Control Select View: [Show Both views as ]
Default view: [Auto i ] o

Advanced Settings

ﬁ[ Cancel ] [ Apply
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BEIERIRE
MRERIGEFBRFRE—RE, NAFERNPEDZEE,

ZfE M PowerShell SDK BEXEMIE R EIKRE, EIEA cmdlet Set-
STFWebReceiverUserinterface, H{ERS# AutoLaunchDesktop o

IIZETEM Web X BE3REhRIRENER. MAMMZEZEERY Citrix Workspace™ W RIZF B R IRIT A
ER

BErSEEES

Desktop Viewer 82— 1ML E#, m[RHEX HDX™ BEEAEZEIAIGIE, ERLEETERERE?
Lt TE#=, Desktop Viewer AliRitRERF ALK, FEERANBERTLFERARS

g

I BNTE@IT Web ¥ 858{EFH Windows. Linux f1EfhAZERN HDX B ESEIE IR
EA. HAFEA HTMLS HDX B REE Web F SN2 EohE RS, TiCLIGBMfFE, REREE
T~IER,

E{FEH PowerShell BE{LEIEIN, 151EHA cmdlet Set-STFWebReceiverResourcesService, FH{EH
Z¥ ShowDesktopViewer o

%R TR ]
Bt P EERR BTN BAZ R EHE— R BAERF. XXTEM Web JEEREohZREER, mA
EAT MNAEIZEER Citrix Workspace W AIEFE I E R

E{ER PowerShell SDK B % R B th1F4:AT(8]), 1E1EHA cmdlet Set-
STFWebReceiverUserInterface, FERESE MulticlickTimeout o

G BERTEM Web 2R EohFRIRIER. & FAMZE R Citrix Workspace N 2.

|& FB Receiver/Workspace W FBiEFEC B

INRERILI, HEAPEHR Web FEEA RN BARBIER, U TH —IEXY, ZXHBTERE
% BXLN FAREERY Citrix Workspace N IEF. FEEXHESiRftihn ERIRRIN AEEEEIFHA
E8, SiEAZNAEEEBEEM Citrix Gateway SPEMEIRAIEMAE S,

E(EH PowerShell SDK Ut EIR, &8 cmdlet Set-STFWebReceiverUserinterface H{ERE

#4 ReceiverconfigurationEnabled o

R RIS ERE
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p=3 4K
XL BRI fER SLHALE BRT A,

YR RAEFABAI AR, Citrix Workspace N AIEFEIA B RS @AM BEFT
B, WEkEREETANEFR, BREREANELEER ERMNE.

MEFE T H5 R, EERETNARER. REEERELET.

MNROARE THI xRS, EEAFERNETRHAE.

e il
Bz EREMAE
N PR ERNAREFIE
SH ERFEAE

E{FEMH PowerShell SDK BEH#GXLEET, 15 cmdlet Set-STFWebReceiverUserInterface F1&
S ShowAppsView . ShowDesktopsView #1 DefaultView o

HRBERERNAR ERMEHENERE"

FERIAAEINE, MNREEWEXNBFRFERER, FETMIEENEREED, BEEEIIE
O, @7{FEA PowerShello

BRIV FIE, 1BEVER Get-STFWebReceiverUserlnterface, a0 :
$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"
$websiteUI = Get-STFWebReceiverUserInterface -WebReceiverService $website

"Show personalization screen: $($websiteUI.ShowFirstTimeUse)"

BER2EREAZEN, FEA Set-STFWebReceiverUserInterface H{E RS
ShowFirstTimeUse . 40 :
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$website = Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"

Set-STFWebReceiverUserInterface -WebReceiverService $website
-ShowFirstTimeUse $false

BRECHEER

WMARIETFE Activity manager, URFARPEEERIE, ENEESRINEH. EEEIIEE, &
WAMER PowerShell, BIREVYFIE, 15 Get-STFWebReceiverUserinterface, 40 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"
$websiteUI = Get-STFWebReceiverUserInterface -WebReceiverService $website

"Show Activity manager: $($websiteUI.ShowActivityManager)"

BRSNS AEEIEES, BHAA Set-STFWebReceiverUserlnterface H{EREH
ShowActivityManager o a0 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Set-STFWebReceiverUserInterface -WebReceiverService $website
-ShowActivityManager $false

R T2 R

NAREFRIPETEIEREERMNESERRETNNZ2%5. EXFARER, F2H NARER
fRIF 34

EERTR:

i Web XS 2RIFIAN ARG, BINER TRREBEREENBERFRIPHNE, BEE
StoreFront ¥ e B R RIPHIN . @i Citrix Workspace W BIEFihRIN BEERN, TH#E
17 StoreFront E2i&,
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M Citrix Workspace N T2/ /S 5hHI B FB T2 P fR 1P

HAFPER 2321FH Citrix Workspace N FAZFFhRA 15iRIN A EIEEY, StoreFront ®ERFIERE
N AR RIPHEIR, TTHRHITESH StoreFront EL&.

EABHNMNARER R
UEPIET Web HIREIAARAREEN, BMERFRREBEN B2 RIFHE AR,

% StoreFront #¥MBU T RIEMARY Citrix Workspace N AAIEFE, AILUFHEE N ETRSIFRIFHN
HIR
NARERF 7%

i& T Windows B9 Citrix Workspace N BIEF 1912

BT Mac #Y Citrix Workspace W 2% 2001

iEHET Linux B9 Citrix Workspace N2 2108
L fEFA R HARRAHY Citrix Workspace RZFA#2RF, ZTE iOS. Android. ChromeOS b, SRERISIEEH
BN AERR, NAREEMiEMNFERZERPIZ R,

StoreFront {#8 Citrix Web /& B Citrix Workspace E5128 #47E Citrix Workspace R FRT2F AR
A, MNRREEARAAH, HEAF BT T Citrix Workspace N FRZFIN, NMERERZERIFH

RFo
S

To B RIER A P IE W sk 22 IEBBIR %! Citrix Workspace N TR RIARAN, ELRIRERIIAERF
XENAREFRIPFNEPIRESINARER. Eit, TNEEEMERANAREFRIFZA, Citrix
BIVECE NAREFFRIPESKE, ZEERMBIEMNRZENAZFRIPH Citrix Workspace

N PR32 iR A B B R R FB AN SR H o

HE&B6hE AN AREFREP

EHNF StoreFront T2 21509 Citrix Workspace N BERFRA LB RS FRIFHINA, BER
PowerShell cmdlet Set-STFWebReceiverAppProtection.

1. UBE R BRI PowerShell 5§15,
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2. MNRBEZNWLL, BHEERENMILNELERR. XERAF MU KEash ERa0RE, Flal
/Citrix/Storeweb ., EAILUER®4S Get-STFWebReceiverService JREXFAA Wb & EE
RryIR,

3. 3&1T PowerShell :

$receiver = Get-STFWebReceiverService -VirtualPath "[virtual path]"

Set-STFWebReceiverAppProtection -WebReceiverService $receiver -Enabled
Oon

R [virtual path] BFHRAB—THHFRERE. MRIF—1ME, WATLAHER

-VirtualPath o

4. MRAFEFBTHE Web JHRTARR (CeeBIBEEARELRRRNBAFIERZET RS
fEhRAE) , NNBRERFRIPAT R, EoLUEERN A EEEEE N IaE R A EEER Citrix
Workspace MAEFER. B XF4MER, 1§82 Citrix Workspace N HTZFERE,

5. AP EXRITFFRN BEEMIGEY, 208 Citrix Web " BAAH, &SRR Citrix Workspace
NEAEFRE. MRAFPEREBRE, N StoreFront TEMEN AIEFRA, HLRE TSR
PN AREFRMEE. Fit, BNEEABRERED, §XiF4ER, HSRATFAF BT
Citrix Workspace [ FF2F M,

EERAERAT ESBIINEARERFRI

E{ER PowerShell 7THRREBMNN AREFRFRIPES A TRAREMIL, 15517 cmdlet Get-
STFWebReceiverAppProtection, 0 :

$receiver = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Get-STFWebReceiverAppProtection -WebReceiverService $receiver

BRI 2

1. 7E Citrix StoreFront EIEZHI S EMBERPIEF NABE TR, EEERNELE Citrix
Receiver for Web iR FBFEE, REERE S8+ 2T EE Receiver for Web #5537,

2. EFE—NER, ARREWER. BirtRE, BRSEEBERZMILARNABBERS,
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Bici& Workspace N FTEFF L

LIR{EH StoreFront BIEEFTN BAMEER, SBRIE— " "WILtHNESZNAREE X B, H— 1N
BEEES I MILE, EERAFER Citrix Workspace N FIEF510)3% M B B 5T B RA9 M s,
1. £ Citrix StoreFront & 12124 & B A MBS AR IR N EIE T Mo

2. EROBERPIEFR— I NABEE, ARRETREERTNEBA—AL, MNREHKLIE
Citrix Receiver™ for Web Wi, M<ER—FEE, HREEIEME"AIN Receiver for Web Ih 52
[S B,

3. EELRAF AR AEIER, %L Citrix Workspace N FRTER & F i B RAYR i,
4. BEHME"

RRISE
BN RALE, ETH SENBEEME BRAEE BOLR ETE,

E F Fiddler BRI

[2F3 StoreFront fkSS (B ER) Fiddler iRER, BT HIXBR. HEEEHRSNER. LINEERIA
XA, NNAEZFARERNER. TREEHRE, 155RA Fiddler BRExR.

BRANARRE

AIANERT, £ MAERF &I+ EEREZ 25 HE. Zi5E 5 NE, 155 BRXHERY
B, ERTEERTE, EEAMAARETR. BXEINETHESER, BRI EKHIKE,

BRHELERE

B StoreFront™ [RZ 2 BN EEEE, TEEIEA URL, EFEAMEIYESRNER, FIREN
LIFE -

& iR
F StoreFront Web fCIEE AR B 5 1Y B S
IRSSEE, WRBERETE StoreFront AR5 28
£
% StoreFront Web UIEEREZAR URL FEXHY

FQDN 5 AEERSEE. (IREAR URL 2
EPHEER, N SEUBEET AFHH%EEs
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& R
E AT RE StoreFront BREZ 28, NMSBUE
K&K

5 HTTP 2 5 7 18R, ERHYM HTTP B
HTTPS, HEALKIE HTTPS B FE s,
FaEid HTTP %33 StoreFront B, &F%#FIt
I, BEWRRO, BFRE 8 HTTP BYaJF
[Blig

BRI ERERF

FINB . SRAFP M Web X S2RFTHNAREER, XAAFMLEfEA Citrix Workspace Enigs =it
MR ERET Citrix Workspace N FRTEFE, HBEREIER.

2% A 1tk 1R 10 T BE S 2 F (/zh-cn/storefront/2402-Itsr/install-standard/user-access-options. htmi#ica-
file-downloads), REIGXEEM.

BRFEERAREE

ERRE, &70 Strict-Transport-Security #rk, MG ER{GET HTTPS & Wik,

ICA® X &1z 1
ICA X TEREFEREFIFE. FRIA 90 #%

Efno3
MRS BERWERRX AN R, SFEFSRAT Ul PRRHERFAD. BIMER 128

fEA HTTP B RYIF[E]E

% (#enable-loopback-communication) I&&/9 On using HTTP BY, ItIU&ER,

RTTAREENRES

Bz (/zh-cn/storefront/2402-Itsr/manage-citrix-receiver-for-web-site/website-shortcuts.html) B, %0
RE|FERBEAERERHERIIRD, NRARTAFPAEIA. MRFEALGEDR, AR TUNARE
ERIMLEE B E R,
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BERERTRZE Citrix Workspace™ [ BT

YRGB EERLE, Wita=iRt@M Citrix Workspace RZFFZRFFH 12t T & Citrix
Workspace W FFZRFE9ED, FRINER T, HEEFR StoreFront BY, XRTERARPERZBEILE,
HE, EALER BREIRTRE Citrix Workspace MR, LA @ Citrix Gateway E#
B, HEERR, FAXBI2IEAFTX StoreFront Citrix Workspace N FBI2FNIRERE 2 #I A
4,

RFFHER
{FRZLHAICR, EIKEY Default i£2 Full BRIFMER, 1BFE Default FLEE T, NREEFEHR

preProcessAppData BY JavaScript BE XN, MEILEER Full ;REIRVERIN &R, R AT
B

b e s S S R ]

MREATEREREE, WmREHREEAISCRERISYE, B dd.hh:mm:ss, ERIAED 90
Ko
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EoEARSSaa4H

AT RIMTRNAIEENE, BN ZEASHERER, E— 1 RSBB[ATEHE 2 SHEZHEHBY
StoreFront fR5525. StoreFront = BohfEARS 2 BIE)F WiE B3R,

EEEZRSFHE, —RHAEER—ORSHERENRSFAENVECE, IR Citrix StoreFront EIE
EH S ARERERNEAEMRS S LE1T. TRENRE, HAMEBEREERRSHRAPIEMR
558 UARB I EEBPHRE—K.

ERMRSHRA

7£ StoreFront BIEEZEHIEH, EAMBIRKKMESR, %#F Server Group, XIFERARSZ /AP
fREEHE. BEA URL. IREBINERMERT RS

FHARSs s AN B AR S5 a4

fERARINARSS 28 XS5 IRBURINAE, UERFHZER StoreFront IRSZIFMAZIMERLEF. B X
AR SS 2 ANINEIIE StoreFront BRBRVIFAER, BBHANMANEIRSHH, BSHML
StoreFront #3& By ATIEZE L8R, LOHEIERATREZ D alkSEH.

MARSS 23 4H PR ERARSS 25

1. NaEgEERPRIRIRSS 88,

2. BRIRSF[ATRERLEMIRAIIRS B2 N ER—E RS8R
3. ¥T7F StoreFront EEIEHIAE,

4. TERPRIIEH%ESE Server Group

5. EHF MIFRARSS 28

6. HEEFEREMRAIARS 2R

EEMIERAY StoreFront Ak33 88 AT AR KA IR R —ARSS S4B A RARSS 2e A2 B, ERIFHEE
AHTERINATS. B2ANRSHREENH FRINRE
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R ESERBBIARS R4

ERFRESCESEHZ RSS2 StoreFront BREFFAIA EfttARSHRHEE, EHESSFIIRSRHY
FCEPLEC, BCEERRTER TR, XSGR LURRIAPRIARS SRR UREEEREEE
SHITEH. ETITIESE, EAPNFRERSSHFEERCR, BT EITEAMHE—FTHEL,

EERT:

EEEIRES, WAPHEMIRSSBFTEBEREREFREFR NREEH 7 RSHNECE,
BRESTRIAFNEMARS SR, MBEREUENBEPHARERS SFE B BRI ERXLE
Bk

TEAPARS B BT HEIE R 24E ¢

 FB web.config XHFHIRNZA, HAAF StoreFront L&,

e C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients HIAZ, flal c:
\Program Files\Citrix\Receiver StoreFront\Receiver
Clients\Windows\CitrixwWorkspaceAppweb.exe #1 C:\Program Files\Citrix\Receiver

StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.dmg o
C:\inetpub\wwwroot\Citrix\Storeweb\Custom\contrib BIHZE,

C:\inetpub\wwwroot\Citrix\Storeweb\Custom\custom folder BIRNZA, /40E HIAIE1
# customisation.js 15

« Citrix Delivery Services iE BE#ENNE, EFhSAMNEMERHHEYIE (CRL) BFHN. (BX
PEAM CRLBVFHAER, BFBH IEPHHEYIER (CRL) 10F, ) .

p=3 g

1TiH##E S Propagate Changes ##I7E X 5 HithfRSS58:E0 . ©R1EREEN Propagate
Changes ES8ER FEIA %,

FAEREREZR URL

HAK URL BESRE HIEEMREEME Mt StoreFront ARSZHI URL 1B, W TFZIRSBB/EE, BEEHR
HFEBY URL,
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EFEREAX URL :

. 7£ Citrix StoreFront EIE#ERISHAEISEH, 1%EHEFE Server Group T 5,

=

N

. TEIR2FENS, BF Change Base URL....
. HIAFT URL
. R HE.

w

AN

EWEX URL BOMWRREE(/en-us/storefront/2402-Itsr/media/change-base-url-https.png)
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B Citrix Gateway # NetScaler ADC 5%

¥ Citrix Gateway 5 StoreFront 55 1ER, AW NENBAFREZ2NZERE, HER

NetScaler ADC 121 4,

£55

EIE BARM X

{# 8 NetScaler ADC #1751
NERFKEZHIIE (DFA) BC& NetScaler
ADC #0 StoreFront

ERAREHITR AU

FCEEIRR

BIZAERMAEBERRIE FQDN

1T 7 X ERERZEZE Citrix Workspace N TS
% (/zh-cn/storefront/2402-Itsr/integrate-with-
citrix-gateway-and-citrix-adc/require-app.html)
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HAER

M Citrix Gateway SHEBFHESA
StoreFront

. MIBRAIYRAE Citrix Gateway E#IGE

¥ NetScaler ADC Egi& 7 StoreFront fRS3854H
IRy P E i Es

A& StoreFront 1 Citrix Gateway, WU{ERF
BERE—TE LB X # TN, ARG
E—NARERYE L@ StoreFront #{TH5%0
IEo

ECESHR URL, Citrix Workspace N 2R 1]
LAfE XS URL RIAEE B ER ML AERE
=NEBs

BIE— M E—WNTL2REEHS (FQDN), Zigt
AN BN EBE G R R AR S, AT
L@ Citrix Gateway 25180



CITRIX® STOREFRONT 2402

£/ Citrix Gateway 79 StoreFront MIEHIEIIZIEIE (VDA) IREZHIIEAITFZIAR, Citrix
Gateway &1TIEREH 834 NetScaler ADC L,

B XECE Gateway FNEZER, 1EBIANF NetScaler Gateway 5 StoreFront 2%,

1BAZNTE StoreFront PECEFRIM X, FAF StoreFront FEER @ 1ZM X #H1TiH18),

&E Gateway

EEETE StoreFront PECEBRIM %, IETE Citrix StoreFront B IRHEHI B A M B AR IR N AR
[ETim, ARRHER Citrix Gateway’s, X ERER Citrix Gateway & [,

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:
Display Name | Role | Used by Sta... | URL

Authenticati... Yes https://gateway.example.com/

PowerShell

BRI x REB B, FIAA Get-STFRoamingGateways

AN B %
1. 7£“E2 Citrix Gateway & 4, B HZRIN"
2. EBIIEEEN £ ERMAIRE, AR T

* 79 Citrix Gateway EBEBIEE— M BA%M, UEBBAFIRGIE,
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FAF =7% Citrix Workspace N ARZFHEREIEENE R, RHILBERMFELSHEXE
B, UBBARPRAERSERZEE. fiN, EAJMUTE Citrix Gateway FREHERBITHE
SHIBME, UEAFAUBERIRFINEMIER G ERIERE,

o EAMXB URL,

&1 StoreFront SREMTEIREIHE (FQDN) AIEM—RY, FBEARETF Citrix Gateway
BIARS5 8809 FQDNo. A3Z#F4 StoreFront & Citrix Gateway AR5 23 FBERAY FQDN,
W% =5 URL ZNINE) X-Citrix-via HTTP #r3k. StoreFront {# 8 AR SL K E IETEFH

P X o

A GUI REERI— TR X URL, #IR—1W X EILGEE 21 URL i5iR), NMIRERIMAR
RN X, BRT URL 29, EEBXAEE. AT EMLEEE, EaUEE— AT iHRm X
A93EBN URL. I A@EE GUI /A, REILEHKTEER PowerShell #1TALE, 1EE1TE
fa] PowerShell S ZH1, BRZ % ASEZEGIE, fi0, MREELKIRSSRHEITES
EFEEZ WX, @ERIM GSLB URL MI— eI AFAEEMEEXIEM X M URL 21BE
B, flanAFUitSsELRE . IZMXE, EAIMUER Set-STFRoamingGateway
AII—DENEY URL, HAR -6SLBurl BS¥ATIHHEN URL, REZESH%N G6SLBurl ,
BEATFERAEFERMNE D URL &R, Bl :

Set-STFRoamingGateway -Name "Europe Gateway" -GSLBurl
"eugateway.example.com" -GatewayUrl "gslb.example.com"

AR

EFLERFIF, 5ESHEKR, GSLBurl ST ZXIE URL, M Gatewayurl BT
2 GSLB URL, EAZHIBERT, URL MR, REEMNET Web X525
i\, MalL3REEAREEEN], B2, HiBd Citrix Workspace N FEZERIA(R]
StoreFront if, ©& M StoreFront 3£EX Gatewayurl , SAERNEATIZIEARE, HE
RIFIFHECE N IR E#EE] GSLB URL,

INREFER DAL URL, NFEEHHEENRRAIM X

- EFRRAENAR !
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RRNAE ]

réé

B1RIIEF HDX B’ M % BAF A StoreFront 12T AR L
Kzif18) VDA,

N BRI AR X XA FiZi2iHa) StoreFront, &%k
BRI, IR FALE Citrix Workspace B
nhas IEETF. Ak, MREEFEFERE
BER, BMEMXNATEMRIE, thiEk
EBHEIEN HDX BRE.

¥ HDX B&H N X X T A VDA 12t HDX 3518,
BIEN{E%E StoreFront LHIRVILS, 15k
BRI,

Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to
Geianl Salnangs unauthenticated stores.

Secure Ticket Authority

Display name: | Europe gateway |

Authentication Settings

Summary Citrix Gateway URL: | https://eugateway.example.com |

Usage or role: @ [Authentication and HDX routing = l

Nt

3. EEREREMANMET+ LANIKE,

2 RIEMANBINERBRMA ZERRE XERTEREMM T Citrix Workspace N 12
HMANA1R] VDA B9 SR IR IERI IR A E bl

s WA HSINZEEREMANERS 2 URL.
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o FNERIFIEFEER Citrix Virtual Apps and Desktops™, MELAERIST1EHIZR{EN STA AR
Ep

o JNRIRIETEER Citrix Desktop as a Service, N AJLUER=IEZESRIEN STA RS8R, X
LR SZ AR E A THE R IER Citrix Cloud™ ZIEMANIM, BEAE LHC BRX TERBEDS
HZEIE, 3K, XMEAETL, ENNHEEL4ER B CHNEIELIRS# M,

o BIVIEEDER 2 1 STA RSBIJ/ULIAR. FHEERN, BIVEER—ZRUE
VRE N mEESR, RASNERMUE—RREAR— I =EESR.

o H{R StoreFront FSIHHIFRE STA BRSZ21E/ STA BRZ528%5/7E Citrix Gateway FE#l
AR5 28, fNR Citrix Gateway FERMEMARS2E, NATESHEILK,. Bal, HE
B=EEBR1EN STAN, XEEEFERATAERHEE, RATAEZESRBAIUBATM
Citrix Cloud ZIFMA VM FIRE, B, EAMINEEFEELT, EEHRIEMRBES
BIENE, R ARRINIT .

o AFHEFISBR T ZIEER A REEE B NER StoreFront @5 X 2%, TEFER GUI M
RZE2FI ; BXfEA PowerShel RINZEFHNL R, B5BHEET R,

o T1F AHTFESZ STA IRBES UTE STA REB[BZEID KK, WIRKIEF, StoreFront FF
RERS H AR =it R S5 280

* 902 StoreFront A1) STA ARS588, WERE—RIENEEERIZRSE. FINER
™, LEBIEA 108, BERTMAEE Xt E,

« FNRIEFLE Citrix Virtual Apps and Desktops £ Citrix Workspace N BEFZ=id BohEHE
BIHMREI I EENRIET, 15%F EARIERHEME.

o NREEET 2 STA, ALEMIEE WD STAIBREIE (RIRAA) .
Wik WF STA JEREIE (MNETIA) B, StoreFront 2@\ NFREM STA KREIFE

iE, X, tIR— STAEREREREATRH, BFARIEMASHET. 2R StoreFront
REAERTERREIFHED STA, ©RERIIERE STA,

AN X 1§ & RERT 2 ZIEMANMIED -+ FE S & E (/en-us/storefront/2402-Itsr/media/
integrate-with-citrix-gateway-and-citrix-adc/gateway-sta.png)
BERKRER, & %
4. 1EE BHRIESE EH-+ ERIE,
* 3%E$E NetScaler® A,

- NREFEEEHEE URLHZIMWE CBEEFERLEIRSSHEFESRKN) , HEEEHA
[El3E URL, M4 AM XM VIP, Xt StoreFront FEEREEW N X, MMAEE
FBElE URL BXRW MRS 28 TN, EAILUFEBRZE,
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o WBRIEEFIRFEREN Citrix Workspace NAEF AR EIRE LERBENSHIRIES .

IIRIAYE X Citrix Gateway & ECBERE B RINBIMIENTAEC S, XHS Citrix
Workspace [ T2 E B RBCRIG B ETAEDS & %3S HAVEREE K,
« XF LDAP SRIRIE, EFE L
HFAN OTP BMRWIE, EFREDH
xtF LDAP il OTP SA50IE, EFHMBTL B
M FEIRREHITH OTP HHWIE, EFEEFHRIE .
M FEBHHEIE, EFEEEE
T SAML SAIIE, EEFE

INREEE T EFEMRIE, FHE—TREFMNRIESE, BFRAESEFHIERRRNA
WELRR)Z77E, BN EREFELR" T RFEEHE S RIS %o

o (FNi%) 7E°[EHA URLMERHAR X BIAERRIAR] URL, XFbiF StoreFront BXZR Citrix
Gateway SPIRIEARSS, WUISIEM Citrix Gateway WEIMIER BB IREZ1E%. SHEIHIRIL
REREFH SAML EXREBSMRIEE R RN, BUTLUFEBZE, NREEZTES
#8[E URL B9 Citrix Gateway, Mtk URL AT F4FERIM X BRSS 250

“TRINM X 18" Ra B HRIEgE A0+ FSE(E (/en-us/storefront/2402-Itsr/media/
integrate-with-citrix-gateway-and-citrix-adc/gateway-authentication.png)
BERKRER, BT—5"

5. BERIE UM ARE,

AN X 1% E T E R 2N R EE B (/en-us/storefront/2402-ltsr/media/integrate-with-citrix-
gateway-and-citrix-adc/gateway-summary.png)

6. MENAG, REHFTH
7. NRIEBEE 2% (R , NpMXHAEEEF S HER PowerShell #1TECE, Hl40 :

$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1l URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]
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Set-STFRoamingGateway -Gateway $gateway -SecureTicketAuthorityObjs
$stal, $sta2

8. EEAFREBEIM X IHRENNAREE, & 2R 5.
9. BINERT, StoreFront fEAX R #H1THAIIERIM X #17 HDX BELIARIEZE R, ERJX
EHEECE StoreFront, MUBEEEA RE HDX B LR ERRISERZM X

PowerShell SDK

E({EH PowerShell SDK 70 % , i&EHA cmdlet New-STFRoamingGateway.

448 Citrix %

1. 7£EI8 Citrix Gateway’ B, PHEEERHNM %X, AEERE
B XS, EERE AN Citrix Gateway

2. BRI UREENER,

PowerShell SDK
EFH PowerShell SDK &M X B2&, 15EF cmdlet Set-STFRoamingGateways

B Citrix [ %
1. 7£“E18 Citrix Gateway’ BB, PFEEERHIM %X, AEE MR

2. EHINEOFIRE"

PowerShell SDK
ZE{EF PowerShell SDK IR X , 35 Remove-STFRoamingGateways

S A Citrix {1 %

7E Citrix Gateway EIRHEH| &P EEBRIZIZ A RIS B NS StoreFront FECERYISEMERE. AT
BENEISF A Citrix Gateway EHIRSZ2RIVIFHAER, UEIEMECE Citrix Gateway H StoreFront X
R LI{E,

2R

« % NetScaler 11.1.51.21 ESRAFEERZ M X vServer FHE] ZIP X
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p=3_

Citrix Gateway RAES A Citrix Virtual Apps and Desktops™ [61 S Sl Z2RIM *

vServer,

« DNS 7EEB R, FH B StoreFront IEEBEXZR Citrix Gateway &Y ZIP XX {4AR

GatewayConfig.json XA STA (ZL2EIEMANHM) RS2 URL.

Citrix Gateway R ZIP X4HH) GatewayConfig.json X 245E & StoreFront ARS3 88 EIR
A Citrix Receiver for Web 35589 URL, Citrix Gateway 11.1 X ESRAEIEERBTEHM
ZIP X4z BiEkF StoreFront fRS3 28 H KA FRE I B N FARIE Citrix Receiver for Web U5 =3k
SUSE A

StoreFront AZNEETSRF DNS FHI[E1E URL f#Hr AM X VPN vServer P #thilit, LUIEFERASAN
W % #1T B0 IIERL .

ERAMEIE URL MigOASBEES5M* URL MirOASEE, BiiRE StoreFront B LAfRH
It URL,

=1

MREEREPRFER T RRENIEBHIER DNS fa 28], N[EE URL MixOHEIEES M X
URL Mg OEERRE. MREM X IF DMZ FHER <example.com> URL, #HEH

StoreFront (I FIEHERNEIWLERFHER <example.local> URL, NZEFTLAEER
<example.local> [O]if] URL $5[E DMZ HEYF X vServer,

M Citrix Gateway S ECiE

1.

N

w

IS

B F Citrix Gateway,

%R ECE R+

5 Citrix =m&EK"T, 2 XenApp and XenDesktop®
R LABHETEXHA
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Cifrix. ADC VPX AZURE BYOL (100000) R ) = S
Dashboard Configuration Reporting Documentation Downloads {:}
Search Menu #, Download file
Favorites e
Universal Licenses. HDX Sessions L]
AZURE >
System 5 3 f STA 4 Up, 0 Down
Storefront Up
AppExpert > 1 0
Traffic Management b3 ; & ;
13 Jul 13 Jul
Optimization b3
Security > Current Universal Licenses Current HDX Sessions
Citrix Gateway >
. CPU Usage Memoary Usage
Authentication >
Integrate with Citrix Products 109 109
«  Unified Gateway 75 75
n XenMobile 50 50
I 31 XenApp and XenDesktop I 25 25
0 0
Show Unlicensed Features 13 Jul 13 Jul

Requesting Citrix Gateway Virtual Server_ qu-

1. EFRETHAEM XNERELZFEMN XA E,

EREHESA Citrix Gateway

SR LUERB— T SAXESA—PHZ Citrix Gateway EIIIRSZSHREEE, REEFRBETE
Citrix Gateway FIZ 1M x EBIARSE 2%, WL RERZ T AN,

BERRN
Citrix N ¥5FEh4R4E M Citrix Gateway FHBIBCE XX

1. 7£ Citrix StoreFront EIEZEHI SN ANBERPIEF NAGRE, AT REFERS, 25 ER

Citrix Gateway",

2. E“EIE Citrix Gateway' R L, BHE MNXESAHHE,
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name Role | Used by Ste.. | URL

3. JILSH Citrix Gateway FE#IARSS 2RECE X 4o

4. FERFE ZIP XHHHIM X vServer 53R, EFEESABM X vServer, REBETFSA7 W
RImEE S A vServer, SN HHFMETRAER . REFEH, WBETLLEREESSN
BUEHN %o
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hmpﬂrt Configuration File

1. Select a Citrix Gateway Configuration zip file

Zip file: | CA zip Browse

2. 5elect the vServer you want to import

© s —
o hitps.// 443
© e s

5. BEEMMEMX A ERER", NRFE, BEEEIA URL, BERAERZNIE Citrix Gateway £
73 Citrix Workspace N FREFRAF BN EMNIIEA L. FLEERAEVEERLF URL (BEIH
R o

o BHEE UM ERIE URL @5 BXE M StoreFront BREZ 251717,
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%mport Citrix Gateway Configuration

StoreFront Select Logon Type
Review the logon type for the gateway you wish to impert. Smartcard logon types include a
smartcard fallback option.
Select Logon Type
Secure Ticket Authorities Logon type: @
Review Changes Damain
LRy Callback URL [Optional):
| https,//CitrixGatewayFQDN fCitrixAuthService/AuthService.asmx
0 This is the internally accessible URL of the appliance. This is used to verify that requests
received from Citrix Gateway originate from that appliance.
2B RH SRR JSON XfFHEy FEMOE URL
LOGONTYPE
1= 1 &
HHMZEsHE DomainAndRSA =
RETHE RSA 2
BHeF - TELR SmartCard =
BeeF -3 SmartCardDomain =2

B+ - |ESMRILE

SESMIIE

SmartCardDomainAndRSA =

SmartCardRSA =
SmartCardSMS =
215 =
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MNRFBE[DF URL, StoreFront FFiB1E ZIP XA FIBIM x* URL BEER[EIAE URL, &ErRILA
EFER IR IERM Citrix Gateway VIP BIEMRIERN URL, 3F GSLB W%, ESANE M
X #PFEEM—AY Callback URL,

EEAERINRNTEEFMNIIE, FEMEFE URL

6. %E':T-F_’fo

7. StoreFront {8 DNS BXR ZIP XHH%HEVFRE STA (Z2ZIiEMANA) BRSS2: URL, Hie
HENREREEEFR STA ZiEARSE 2. MIR—1EZ D STAURL £, MEAFAREL

%

=750

Impaort Citrix Gateway Configuration
StoreFront Secure Ticket Authorities
The import process has detected the following Secure Ticket Authorities

¥ Select Logon Type Provided URL | Edited URL | STAID | Status
Secure Ticket Authorities
Review Changes https:/f ]
Summary

8. Bl F—%,

9. ZEESAMEMER. NMREEFEEEEGMEEW X URL MixO4HE (GatewayURL:port) BIF %,
BEEATHYRAEREBEZMNM X, AR X,
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Impaort Citrix Gateway Configuration

StoreFront Review Changes

Review these changes before importing.

+ Select Logon Type Gateway Information
# Secure Ticket Authorities Gateway Address
GSLB Address
vl Clanges VIP Address
Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Damain
Callback URL

Secure Ticket Authorities

W fscripts/ctxsta.dll
https:/f Sscripts/ctistaudll

) A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway -- = ] View details

StoreFront {£F GatewayURL:port A& RAELZZIHXSANM X BE SRR EEHNINE
W% PLhd, 0RM X EEAREN GatewayURL:port ¢HE, M StoreFront RFEMAFHN K, Lt
WX I§EBEFRER T E 0] LU EF L&

M X 1B EIEE ]
% URL:IGOHEE &
GSLB URL =
Netscaler® {SEIEHBELX =
[E]78 URL =
Web kR Receiver s URL b=
M % stk vIP =
STAURL # STAID =
FRAEERER =
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10. BEH“FA" R StoreFront [RFHREMRSBAN—D, WEEBTR—FKHEE, RELHRSAN
M X g B REIHPRIE AR 25,

11. BEH S

EZRAB—" vServer fiti&, BEE LT E,
AE

FEERIERIAR % 2 Citrix Workspace™ N R Z=IERNM %, BRIFEENEEEAERARER
MX. MNRBEERREEMMX, MM ZIP XESABE— M XA Citrix Workspace [
RREFERNRIAN X, SAEEMXFA2EXNEECIRENIZIAT X,

{5 PowerShell £ A 1" Citrix Gateway

Read-STFNetScalerConfiguration
o ¥ ZIP X4 & BB HEIE RN StoreFront EIE RN EH,

« ¥ Citrix Gateway EHIIRSZREEX 4 ZIP XIFHWABIRARTE, HERHERSEEEHEPILE
=1%o

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Read-STFNetScalerConfiguration cmdlet ZF M Netscaler ZIP $ A @FIEREHINEFEFRN=
N ESOES

$ImportedGateways.Document.Gateways|[0]
$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN
Callbackurl
GslbAddressuri : https://gslb.example.com/
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Addressuri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

GatewayAuthType

GatewayEdition

ReceiverForWebSites

{Citrix.StoreFront.Model.

}

GatewayMode

Callbackurl

GslbAddressuUri

AddressUri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

https://emeagateway.example.com/

https://emeagateway.example.com:443

https://gslb.example.com:443

10.0.0.1

{STA298854503, STA909374257}

i True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}

Domain

Enterprise

Roaming.NetScalerConfiguration.ReceiverForWebSite

CVPN

https://gslb.example.com/

https://emeagateway.example.com/

https://emeagateway.example.com:444

https://gslb.example.com:443

10.0.0.2

{STA298854503, STA909374257}

: True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}
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GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

b

GatewayMode : CVPN

Callbackurl : https://emeagateway.example.com:445
GslbAddressuri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas : {STA298854503, STA909374257}
StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

}

F4E7E CallbackURL § A Import-STFNetScalerConfiguration

Bt zIP X4 & FIR H e 5 RV StoreFront BEIE RIS E. ¥ Citrix Gateway ECiE ZIP SAZRARN
7, HERERSIBEEETISHN=TF %,
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$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Import-STFNetScalerConfiguration cmdlet FH8EFFEHIM X R5|, F=PHFNXEA
StoreFront, {8 -Confirm:$False B A[FA1E PowerShell GUI B RIERIFFAT N X, NRE
FE—RFHASA—TWX, BERERIESE,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex @ -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways

-GatewayIndex 2 -Confirm:$False

EE/RBH A CallbackURL § A Import-STFNetScalerConfiguration

£/ Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BEIEE FIiEZHIE)E
URL, F=1#1M XS A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -CallbackUrl "https://emeagatewaych.example.com:443
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -CallbackUrl "https://emeagatewaych.example.com:444
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
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-GatewayIndex 2 -CallbackUrl "https://emeagatewaych.example.com:445
-Confirm:$False

£ A Import-STFNetScalerConfiguration, &S ANXHHEENE RIS EHIEEE
H 2 CallbackURL

f£/8 Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BE3EE ZIEFH[E)E
URL, F=1#MX I A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 443" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 445" -Confirm:$False

NetScaler® ADC Ta E 1518

AIRE T A X NAESESAFESEREDINET W I IES StoreFront fRES23H StoreFront
REBBRAEMNIES. ASGEANEBT WA E NetScaler ADC i85, UIEIRSZZ[LHFH StoreFront AR
e ia R B Citrix Workspace N AATEFEF] Web 3 828915 A 35K,

73 StoreFront fR35234H 1 #35533 68U DNS i2R

JNFFIERYEEE FQDN €132 DNS A iZRH PTR 125, MEHMEFin{EHLL FQDN & NetScaler
ADC & &1 #39%251517] StoreFront ARZ254H,

5l © storefront.example.com fEMT/TEHTIEEIIRSI[IHIELL IP (VIP),
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EZiE StoreFront fR532%

EHRLHITHBIIERIFRE StoreFront fkS32RENVECE N StoreFront fRSSEREH—), %R 2
HERSHERTEE, UBRENNVEERR. B XHRSHMIFIIRS[ANESIFAE
B, BERAMARERSEE,

B IRSSRENEBAER HTTPS, WEREHITHEERS StoreFront BRI BB EEINE. 15
BiFER HTTPS R StoreFront, IEHHNE R 71 E % FQDN fEA A% (CN) Sk EEEH
%5 (SAN)o

SRS /AEAR URL IEB N A EFITIE SR URL, EEXEAR URL, IBETE Citrix StoreFront BEIEHE
HlEeth, EENERTARETRSSRYE, AEREENER URL, BIAAHSEEMRS N
URL,

A%EECE Citrix RS MMEBLUETF HTTPS

StoreFront 4 @31E Citrix PRSZEEMEE Windows RS, LIRSS R B HMARSS KN, FH Il X #
StoreFront BREZBVEITIRR. XD NetScaler ADC FEME=H N BIEF AWM StoreFront AR5Z 28
BB T TR,

RIMERT, LE8sfEMALImO 8000 LAY HTTP, ERILUERGFHER NEAIRO 443 £HY
HTTPS.

1. 7% StoreFront fR5585 EFTF PowerShell E£IAIFIE (ISE) FHioiTUATHD, LUFBRIAKLT
SSERN HTTPS 443 .

$ServiceUrl = "https://localhost:443/StorefrontMonitor"”
Set-STFServiceMonitor -ServiceUrl $ServiceUrl

Get-STFServiceMonitor

2. BRE, SEREIET StoreFront fRZ224HFIIFRE HIthARSS 28,
3. ExISMEaRITIREMIX, J57E StoreFront RS a5 ERIE MBI ML 1518 StoreFront fRSZ23H9
THEMN LR 2R A LT URL, NS 28 RHREIEA StoreFront FRZHVIRZS XML FHE,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus
<ArrayOfServiceStatus xmlns="http://schemas.datacontract.org/2004/07/

Citrix.DeliveryServices.ServiceMonitor.Contract" xmlns:i="http://
www.w3.0rg/2001/XMLSchema-instance">
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<ServiceStatus>
<name>Citrix Peer Resolution Service</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixConfigurationReplication</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixCredentialwallet</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixDefaultDomainService</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixSubscriptionsStore</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>

<name>NetTcpPortSharing</name>
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<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>WAS</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>W3SVC</name>
<status>running</status>
</ServiceStatus>

</ArrayOfServiceStatus>

EZiE NetScaler f1 #3935

TEARIES

SNRIEH StoreFront ARSS254E A B IMA N B RAVIES, MATIFHRIEBREES) NetScaler
Fo XBRMFR, LUE NetScaler {§1F StoreFront fRZS228VIEF.

1. BR3| NetScaler ADC i&&EIE GUI,

2. %EF MEEE > SSL > iF# > CA IEH.

3. BERE,

4. ERE CAERTIE L, WMAIMER-ZHIGH, PHEFEXH FHXEIERX

5. BERE.

REMRSS RIS
ZERAHTTPS, EFE—NIEH, HEEERRIL S HITERM FQDN, ERIMUEREIEAN
HIEBMAAEIIIEREITE o
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B IRE PEM BV RIMIEPAE A, WNRENIEPBESE PKCS12 t80a9FLEA, NITTLAfE
B openssl X4, F40 :

openssl pkcsl2 -in cert.pfx -clcerts -nokeys -out cert.cer

openssl pkcsl2 -in cert.pfx -nocerts -out storefrontlbeu.key

FHIET, EXRBANEERBMFTN PEM EiBFEIE,
BRI
1. ZF 3 NetScaler ADC & EIE GUI,
2. %8 REEE > SSL > iF$ > CA .
3. BERE,
4. TRECAIEHTIELEL :
a. WAEB-BBAXNBIR
b. ESEBXHR"T, BHIEFENXH HNBUEHIEEXX S,
c. EEBIANHR'T, BEIEFRERXE HNBUEREBHEX S,
d. EEIE TRAZEBEIE,
e. BERE,

5. B EEHE RN PHHERIRIE S,
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File ™  wildcard.example.com.cer ‘ Add ‘ @
Key File Name
Choose File ™ wildcard.example.com.key ‘ Add ‘ O

Certificate Format

(@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

MNotification Period

30

<D

8 StoreFront RSB 23T S ARIMNE) NetScaler ADC i&& fa H T2
1. MBI REEE > AHFTE > RSEH|/ . BHRINHANIENEHITHEHFER StoreFront AR

55880

T = 2 N4 StoreFront-eu-1 1 StoreFront-eu-2 BY StoreFront fRZ 25

2. FHEET IPARSBEREE, HAE StoreFront T REIARMRS 28 IP ik,
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Traffic Management *» Load Balancing » Servers

s
Servers @ Sl =
Add Edit elete Jename Select Action ~
Q Click here to search or you can enter Key - Value format (D
[:l NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I:] StoreFront-eu-1 @®ENABLED 17216.0101 0
[:l StoreFront-eu-2 @®ENABLED 172160102 0
Total 2 25PerPage | Page 1 @ ofl

E X StoreFront Y5ZR R ERSZ2FEFPRE StoreFront TR BRE
1. BEFEH NetScaler ADC EIE GUI,

2. EFRREER > A FHTHE > 528 > A, SARSRI—1%77 StoreFront BTS2 H 1=
FrERINKE,

3. MBI TFhISgr, i%&F StoreFront’,

4. INRIEENF StoreFront MMESECE N HTTPS, NHAFRERRL"ET, TN, 1BEEUHIER E
IH Atz 8000,

5. ERNEGRS AT, ETEERBX StoreFront fRSS 88 HEiTHIRRS VAT, BiTiENTE
StoreFront fR5528 E3ia1THI Windows RS54 4T StoreFront BRSS, 1ZARS S REITFARSSHIR

5
« W3SVC (IIS)
« WAS (Windows #H2HCEIRS)
e CitrixCredentialWallet

o CitrixDefaultDomainService
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& Create Monitor

Name*

StoreFront @
Type*

STOREFRONT > @

Basic Parameters

Interval

5 Second A4

Response Time-out

2 Second Vv

Store Name

StoreFront Account Service
Check Backend Services ()
Secure

P Advanced Parameters

BlE— NaEFE StoreFront fRS2RMIARS A

1. SMEREEE > AFHTE > RSBAE . BN, BilET HTTPS &) StoreFront fRS 23,
JHERR SSL il HEMIGERBARINME. HHBE

2. EIEMIRSAS, TIRSAMRAT, RHTRSFHMT

a. %fﬁ“g?ﬂﬁ%”o
b. EEZFIE XA RS 5.
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c. BEHFFEEEM StoreFront RSS2 EIEMA SSL, IBHAIRD 443, SN, BRALRD
80,

Create Service Group Member

IP Based @ Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 ) ‘ Add | ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A {domain name of the IP address)

Port
443 @

Weight
1
Server Id

Hash Id

State

3. ANN-EERERER Y, PAISERRZAIRIEERY StoreFront E{REg.

Monitors x
Add Binding
D MOMITOR NAME WEIGHT STATE
toreFront v
StoreF 1

4. AINERERTT o

a. HPEZFIHIEP.

268



CITRIX® STOREFRONT 2402

b. BEMFEZBEZAISANIRSSFIETRI CAIEH, UKRAIEERET PKI (SEFERERIEM
CA.

ServiceGroup Client Certificates Binding X

Add Binding

0O CERTIFICATE

O

5. AIMKEERD . EFBAZEF I IP ik H AR KB IFX-Forwarded-For, XJTiF7E Citrix
Virtual Apps and Desktops 5§ R ERZE i IP ik,

SIEATAFRENA B TEHELIRS SR

1. B % NetScaler ADC & & EE GUI,

2. R RBERE > ANTE > ERERSEE > RIS EH N ELRS 8.
3. WA, EF SSLMGHRAIRO. RHHE SIRELARS .
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Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIP)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

Mame*

StoreFrontLB (D

Protocol®

S5L v @

IP Address Type*
IP Address e (D

IP Address®
. 6 . B @

Port*

443

p More

«

4. FIRzaiRIEIRS AL E R 1 B T A LIRS 25,
5. HER 148 E R IRSZ AR IRSS 238 CA IEH,
6. N EZEERDHIER A T H AL, StoreFront AETERE AR 2RI B EE,
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7.

Method

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
request. In addition to selecting a method, you can specify a delay in accepting reqguests on a new service.

Load Balancing Method®

LEASTCONNECTION v (D)

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN s

Mew Service Request unit®

PER_SECOND W

Increment Interval

AR o

Q

. FHEA M A EIRE N COOKIEINSERT,

b. BB ANS StoreFront FIIRIEBERE, ZRIA]

R TN 20 9.
c. fn% Cookie. ffl4, NSC_SFPersistence, X J7X7EiEixERES FiR%,
d. HEMDFAMIRE NONE,

=

MNMREFIEARIFERE HTTP Cookie, MEEIEKNAEE HTTP Cookie, HEAREARE
Ao
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types, you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type®
(O SOURCEIP (@ COOKIEINSERT OTHERS @
Time-out {mins)*
2
Cookie Name

NSC_SFPersistence

Backup Persistence

Backup Persistence®

NONE e

Backup Time-out {mins)

2

[Pvd Metmask
2k . 28R . 2hh . 25h

IPvE Mask Length
128

Bdi& StoreFront IA[o]

SEAMNEZ A FITERRET, StoreFront BRSS Z BINAEREE PIRER SEURE R AT A 9%,
HARERERS —BREHR. XRSBMERENENMT . FH StoreFront IZE ERIFELE(S XK
R LERE, BRIABRT, WIgEIEA On, XEKETHRS MU EHNEBDERAIRE] 1P it
127.0.0.1, EBMRIFAZE (HTTP  HTTPS) AL, XEATRIRSH[MEMEMAIE SSL & LEf
HITERERE . MNRHEFHERE SSL XIERY, HEBEE HTTP & StoreFront @1 (FEIN) ,
NIZEERF StoreFront R [ELESECE S OnUsingHttp, XELk#&E StoreFront B2 A ZEM HTTPS B
BA HTTP,
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Bt NetScaler ADC £ E39% 33 LA SC I AR SZ 8840 2 B B9 T A B

MRZE—THEMENHES StoreFront RSB ESAEAMNVZILEERE, NMBTUERE § 11§ AR

REETEEN1ziE & FITIREIE, StoreFront 117 & #If£A TCP %[ 808, EIkfER HTTP #wE 80

3 HTTPS 443 FRYIIE M HIEEBRSBEEN. AT HRRSEESTRY, BEBEFNE

™ NetScaler ADC && ESIBE 1M EBIARS 23S, UITE StoreFront fRS52540HY TCP #w[ 808

1T FH S,

EEBRAFITARS IRSS A

1. ZF 3 NetScaler ADC ig&EIE GUI,

2. &R REEE > fH8TYE > IRS4A > .

3. WMARRSZERIR, FMIMNEZNR TCP, AGFET OK fR1F.

4. 1£ Service Group Members E33H, FINEZFITE Servers E3HEXHIFRE StoreFront AR
£ T =, ¥ Port $87E /7 808,

5. AR s
a. PEEREERMNRSARE NIE,
b. BERI WAL B, FHEERIGENTCP, BHEIE.
C. %EE“%E”O

15128 TCP BIREEE (/en-us/storefront/2402-Itsr/media/integrate-with-citrix-gateway-and-citrix-

adc/monitors-tcp.png)

RITHRES eI A T EHELIIRSS 25

1. BRE NetScaler ADC & EEIE GUI,

2. R REEE > AHTE > BURSER > BN, AERNI— RS A,

3. WA

4. FNEHRATCP

5. HA IP ik,

6. HiA #m 808,
B4 808 MR R EE(/en-us/storefront/2402-ltsr/media/integrate-with-citrix-gateway-and-
citrix-adc/load-balance-808.png)

7. BEHHAE"

8. BN EAHTEERIRSRIRSALRE", EFEALIZNRSE, AEREHBE"
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9. AIN“BEED, FHAETEHAE ILEN"ROUNDROBIN
10. BEH el U ES,

Ao StoreFront LOET 1 #3633 RIEUT £
1BEE BB RRED,

FoE 8 BTt XRIBY, BfeE — 1 ARSSE4AMIL, ZMUN 5ITiHEY EHIBRSS a8 e U 51 2T res 1P iy
HEPTEC,

Bo& Citrix Gateway ] StoreFront LUH{TZE R FR P F {7 103IF
(DFA)

Al B E1AIIE Y R Citrix Gateway # StoreFront WEFTREMSNIRIERET —NE—WEE
X s, EfFFATY BEHRIE SDK SSIMBAGIIERRA R, BAMTE Citrix Gateway 1 StoreFront
ZEIRBEREREZMIIE (DFA). ZRKRPESMNIVEMYAIFRSZMNIIERPNERMLIE (2
FEEIRIOUE) RGBS — 1AM, FIa0, Citrix Gateway FFE B9 IIEERES StoreFront, FAfS
StoreFront 55 =3 SR IIEARS BB HARS HITRK B

£ Citrix Gateway A BERIRFTEF M IIEAYIRAEIES I CTX200383,

RIEREIN
« AR Citrix Gateway I StoreFront Z [B]JFBEZRIRIF, 1BEFEA HTTPS M3E HTTP #hi¥.

« WTEEHE, BFHREEED B, AT RBELZEHEEIRSSHIEBHE IS HTTPS
GPE 1T T ECiE,

« % StoreFront FEE T HTTPS B, i5H{R Citrix Gateway ¥ StoreFront RS EHEBRIMAE
ERZEERIER ML,

StoreFront BRI T EEIN
s ENFETRERTE R, BEMET A LZEE=ABRRIEREN

s TP RELEBFESERERESNRIEAXANRE, FRENEEIEMT R, BEHE
RERK B ML,

BRERRRSHEIE

HF StoreFront % BTFI&E Citrix FIHZREFH GUI, 15 PowerShell 2§ 8 ZERRFKE
BRI,

1. REERRBEMNIIL. ERMAREE, EFEMEA PowerShell ZH8# TR %R,


https://support.citrix.com/article/CTX200383
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PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver
StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> &
\ImportModules.psil

Adding snapins
Importing modules

Loading 'C:\Program Files\Citrix\Receiver
StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver

StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bf694fbc-aeba-4d56-8749-c945559e897a
ClassType : eleb3668-9clc-4ad8-bbae-c08b2682clhc
FrameworkController

Citrix.DeliveryServices.Framework.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27a5980f716cC
RootInstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3
TenantId ! 860e9401-39c8-4f2c-928d-34251102b840
Data {2

ReadOnlyData : {[Name, DelegatedFormsServer],

[Cmdlet, Add-DSWebFeature], [Snapin, Citrix.DeliverySer

vices.Web.Commands], [Tenant,
860e9401-39c8-4f2c-928d-34251102b840]}

ParameterData : {[FeatureClassId, eleb3668-9clc-4ad8-
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bbae-c08b2682c1bc], [ParentInstanceld, 8dd182c7-f

970-466c-ad4c-27a5980f716c],
[TenantId, 860e9401-39c8-4f2c-928d-34251102hb840]}

AdditionalInstanceDependencies : {ble48ef0-b9e5-4697-af9b-0910062aa2a3}
IsDeployed : True

FeatureClass
Citrix.DeliveryServices.Framework.Feature.FeatureClass

. 70 Citrix 5 EZ i, ECE StoreFront 1 Citrix Gateway Z [BINHEZERIA (FBB) . EHNEB
MZE % ID SIS IERIE Citrix Gateway LEZE YRR,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -passphrase

secret

3. NERKREFMIIEFIEL REANAERERBIBENKRE, BEERMEI, BEC:
\inetpub\wwwroot\Citrix\Authentication\web.config & $% ConversationFactory, Xz&— 1 &A]

RESERIRIRA

<example connectorURL="http://Example.connector.url:8080/adapters-sf-

aaconnector-webapp">
<routeTable order="1000">
<routes>

<route name="StartExampleAuthentication" url="Example-Bridge-

Forms/Start">
<defaults>

<add param="controller"
value="ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />
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<add param="cancelAction" value="CancelAuthenticate" />

<add param="conversationFactory"
value="ExampleBridgeAuthentication" />

<add param="changePasswordAction"
value="StartChangePassword" />

<add param="changePasswordController"
value="ChangePassword" />

<add param="protocol" value="CustomForms" />
</defaults>

</route>

4. 7£ PowerShell A, REZRKREFMRIERIETL . FEIRFIP, KEH

ExampleBridgeAuthentication,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell 28R X9 A/\E : -ConversationFactory 5 -conversationfactory t8[&],

& StoreFront
TEEN#E StoreFront i, HHEEAE=FFMRWIEEH, RAEEEM StoreFront BIZHEE,

ERAARRIEHTS A IIIE

RLPOFEIE TR, FAFE=ZAFAEAARHASEIHREFIMEFHNELTRIR. RXNAU

@I EA—ME&E Citrix Gateway H{TEMINIE, MMIRFITMHIFEFE R HZERIHIE

R, #AfE, 1EeILUMERARRRIEE StoreFront 1 Receiver for Web i s T H R I0IF, APk
1@3d Citrix Gateway #{TH I Z 15183 Receiver for Web I B REAF, WEMREIEAER
AN SEEIFZ D Citrix Receiver 3§ Citrix Workspace N BIEFHIEF,

REMAIF T
ABIfER% I production.com BY4E = 15iH1%4 /9 development.com BYMIIx 5L,
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production.com 3%

ARBFH production.com IHIGEIT :

« BBE7 production.com LDAP BRIRIETREZAY Citrix Gatewayo

o EITF X BB PIRIEER production\testuserl Bk P 2 # 1T,

development.com i3

A H) development.com IEHIZEITF :

« StoreFront. Citrix Virtual Apps and Desktops #1 VDA #3fiZF development.com IHH,
« X Citrix Receiver for Web 5 RIS A IIEFEH developmentitestuserl i~ D #HIT,
s AMEZEIRBEEXR.

FIN FIREIEECE Citrix Gateway
E N AMEIEECE Citrix Gateway -

1. 7E Citrix StoreFront EIRZEHI SN AENEES, TR NAEE, HEREFERS, 2555

Citrix Gateway’,
2. E“E1E Citrix Gateway’F&® L, BH 7R

3. ENEMIRE". “REEIUEMANA M FRNIWIET K,
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users.
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores.

Secure Ticket Authority . -
Display name: | ProductionGateway |
Authentication Settings
Summary NetScaler Gateway URL: | https://gateway.production.com |
Usage or role: @ lAuthentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets farm the basis of authentication and
¥ General Settings authorization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
y Secure Ticket Authority URLs: @
Authentication Settings

https://stal.development.com/scripts/ctustadll =
Summary 3
2 development.com/scripts/ctysta.dll -

Add. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: EI hours EI minutes EI seconds

[+| Enable session reliability @

O Request tickets from two STAs, where available @
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: | 10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer IP address: | |
Authentication Settings (optional)
Logon type: @ [Domain - l
Smart card fallback MNone hd
Callt_:ack URL: @ |https:f}calIback.pra-duction.com | /CitrixAuthService/AuthService.asmx
[optional)
B ] (o
p=3 3

FIREFRE N DNS &4 %28, UER M EARY DNS ARSS 85 °I UM 55— ME ERY
FQDN, Citrix Gateway A ERAE production.com DNS fRSSE:FEMT
development.com 3% _EHY STA fRS528% FQDN. StoreFront tBVgEHERHE
development.com DNS BRS52:##%T production.com 3Z_EMI[EIA URL, &, mILUER
fEKT A9 Citrix Gateway RE#IARSZ2:EEL IP (VIP) BY development.com FQDN,

B Citrix Gateway [BE3@

1. 7f Citrix StoreFront BEIZfEH SAEMNE R, EFR NABE, HEBRFEERFR, 25E8
BRWIUEAE"

2. BEBEMWIERERRL, ®E Citrix Gateway E&E’,
3. BEHAE"
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources, (i )
Method Settings |
User name and password m
[] SAML Authentication -
[] Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+  Pass-through from Citrix Gateway
Ins.talllng ar:u:l unlns.talllng Fhe ELIth[EﬂthﬂthlF:I metheds and the _
authentication service settings are included in the advanced options.

o R

{8 Gateway AR A RS LU TIERHIE)

1. 7£ Citrix StoreFront EIEZEHIGHAEME SR, EFRNEABE TR, HEERERPEEFE—
NMABEE. T3FERY, 2E REEEREE

2. EFBRATERR.

3. HRETF Citrix Gateway JFMEIENIMN BREE, WNRAKFM Citrix Gateway, STA ZIEFFEALE
= T,
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a NetScaler Gateway appliance.

|| Enable Remote Access

Select the permitted level of access to internal rescurces

®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) €

: Allove users to access all resources on the internal netwerk (Full VPN tunnel) ﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway w7 ]

o
EHSE—84

1. £ Citrix StoreFront EIZEH SN AMBERPEF FHE TR, AREERERPER—IEF
fifo EHRMEERT, RL ICEFHERE

2. HREFMELE NEL, EFBELE.

3. BRBERSE—EN & iEiE. AXFAGR, FEASAEFHERE,
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Configure Store Settings - STORE

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscriptions LONNECUON UMeout o N
. Enable enhanced enumeration ||
Kesberas Delegation Enable sacket poaling O
Optimal HDX Routing Filter resources by excluded keywords
Advertise Store Filter resources by included keywords
Filter resources by type
Maximum concurrent enumerations o]
Minimum farms for concurrent enumeration 3
Override ICA client name O
Require token consistency ]
Server communication atternpts 1
Show Desktop Viewer for legacy clients O]
L

Treat desktops as apps

1

Require token consistency

When enabled, StoreFront enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate. Must be enabled for Smart Access, Default: On

B [ concet | [ Ay

4. BEHEHE"S

“ERSHE—HMSERALTEF (BA) KES. NREAILIZE, BT Citrix Gateway if
=t (EPA) B9 SmartAccess THRERHE LE T 1F,

ZHAMIEM Citrix Gateway BIE&
EERT -

X F Citrix Gateway HIEBINEERIBH LEMiL =1 EE A M Citrix Gateway &%
production.com IHFHIRIEMHEIE, 22 Citrix Gateway FEBINRER SEMILIR <A F
AR, XEERS@ET Citrix Gateway B RFFRMNERERE,

1. 7E Citrix StoreFront B IB#EHI GBI MBS A& IS 1T o

2. EREENRFME

283



CITRIX® STOREFRONT 2402

3. ERMFEERTD, REHEE Web IEhR Receiver’,
4. EBHWIESES, 7EFR“M Citrix Gateway [Ej
5. BHAE"

Edit Receiver for Web site - /Citri/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. @
The authentication methods will be specific to the website.,

Customize Appearance

| Method
Featured App Groups [  User name and password
Authentication Methods AL Authentieation
Website Shortcuts [] Domain pass-through

To provide good user expenience, all Windows client devices need to be domain-

Deploy Citrix Receiver/ Joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Workspace app —

[ | Smart card
Session Settings

B -through from Citrix Gateway

Workspace Control
Client Interface Settings

Advanced Settings

B ( cencel | [ Al

ﬁﬁﬁ production.com FAPMIEEERE Gateway

#1TMt, 1B5EA production.com AP FMEEERE Gateways
Please log on

User name devuserl

Unified ¢ _

Unified Gateway Password

&, RESIRTEAF®A development.com EiE,
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CiTRIX

StoreFront

Log On

7E StoreFront PARIMNZEERVE THIFIR (Fik)
HIg BRI, BEAAEARTHILAFESMAAIRIELGE Cirix Gateway 175 H%
iE.

MR MENEFLMER, WEBTREEALIRMNE, FAFBARESRT @D Citrix Gateway &
REEERIE, ARG, YRFIRTHEFPERE Receiver for Web Ih 58, AP EREASIERE - NE
g A domain\username,

1. 7£ Citrix StoreFront EIEZEHISHEMNBERPIEF FME, AT REERD, 2HEEEH
BERE
2. EF AP AMNEBE S0 ThIE k.

3. BRI LARF development.com FMNAREMEE, AREFEERTHEHPRRIAFIR S X
HEo

4. BEHAE"

Configure Trusted Dormains

Allow users to log on from: Any domain

®) Trusted domains only

| Add.. || Edit. || Remove

Default domain: [ development.com -

Show domains list in logon page

o |
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devuser1

CiTRIX

StO rEFront development com

= g

FLE M RHPAENER N KNSR ERET. MRAP AR N TEREHKAIKE T FREB
w5, BEEFAER SERERRIRE,

NetScaler® iEIR{EREE

 PR7E Citrix Gateway RIEHREHPERT Web NBEREZFHESER, N Citrix Gateway &ixEF|
Wik R IR IR W 20, RAZREEMiL 27 M Citrix Gateway B3 SR WIEA L. T
WIETLZ B A, WitEsinmAERE,

« 1£ Citrix Gateway FNE P inA R E LN AN FHER R RS REBERRRTAXFHRHITT
Ho
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published Applications

Accounting Policy

Override Global
W| Display Home Page

Home Page

https://sf.development.com/Citrix/S | [+

URL for Web-Based Email

Split Tunnel®

OFF v [

Session Time-out (mins)

60 v

Client Idle Time-out (mins)

Clientless Access®

on v | |V

Clientless Access URL Encoding®

Clear v | ¥

Clientless Access Persistent Cookie®

ALLOW v | ¥
Plug-in Type*
Windows/MAC OS X v [

Windows Plugin Upgrade

Always T

Linux Plugin Upgrade

Always | |

MAC Plugin Upgrade

Always | |

AlwaysOM Profile Mame

I . [ T R T -
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

ICA Proxy™

OFF v ¥
Web Interface Address
https://sf.development.com/Citrix/5| ¥

Web Interface Address Type®

IPv4 v

Web Interface Portal Mode®
NORMAL ¥

Single Sign-on Domain

Citrix Receiver Home Page

Account Services Address

BEERR .

http://ping.citrix.com BABEAIH, FANEA.

BNERENAENE =S MILERNNEREIT. 15U RERIAHRER Rk,

TERENRERT, BERNBMKBREBMNETL URL fEAEIRR. MK ER Citrix
Workspace N AR RRIABKREITR, FERMARAE R SERIAMMEER AHI
&, SAFNNKENNARERN, UEEERERARMHIRIVIRSES, UEREHVER
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S 2iR[E144 Citrix Workspace ATEF. XAARAFPEHNESEINAEFNASER
WEERIRT. BETXERE HDX BEFImAERET. EHT Windows 2503 R ESMRAR
Citrix Workspace N RN ERMNEREIR, AMERANEBER. [BRAMEREMF S LETH
Citrix Workspace [ 12 [EB B AN B E T

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: (@) Use the service URL

Specify beacon address:

ST Ihitp:// ping.example.com

https://gateway.example.com

Add.. || Edit. || Remove |

“ Cancel ]

Flan, NRAEREFREAE, WRRAPEEERAMWLE, B2, @0R Citrix Workspace
BT ERRNEER S HME DN EIRRZEWEIME, WRTAFESR Internet &3, BT
NEIMLNER, Hit, BAFXFET Citrix Gateway EER SEMN BIZF. HAFIHRSESN
AR, RERFENRSSFASWENEH, LURMHEy IR HEEHIEER Citrix Gateway 1€ &4
BER. XEKRERAFTHRNEREHNARFNTEERIES.

ZIANERT, StoreFronti%E -

« REMERIRENEZRIEA URL,

- SEMEARIREN ¢

http://ping.citrix.com . IWIMBARERA, GASERAEE SHET.
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o ANIMBYE— Citrix Gateway &ZEH URL.
BEREFTS

1. 7£ Citrix StoreFront EIEZHI SN AMNBRPAF NABE TR, ARTRFEERTRETE
BEHR
2. IEERERSBEIR=E URL,
« E{FH StoreFront SREMIRSS 28 URL S A EF%H URL, iEHEEEARS URL”,
- BEFRA&A URL, 5% IBE SR HERBHLHmA—" =SB URL,

3. Bl A LIANSBEIR R URL, BIESUEIRR, BENEBERFIRPIER URL, AR
& k. 7EFIRAPEFE—D URL, AFRT MR LUFLERZ3tI B I ER R

ERBIHEEEDPIAIM Internet TS AT AENRET R XEFITRGTIAN HTTP
HEAD 53K, &N B ERARERR URL, MAEE =AMk,

MNREESEAEIRS, BEREEPERESSIEINMEEEFH Citrix Workspace MR, AR
BILUEIE EA Web S 235 RHZ T K P 1R ERIRENEHHY Citrix Workspace N FETEF FECX 5o
BN, SN AEESHES S, FHRERESENEAR,

PowerShell SDK
EREINYEIENR, 15{ER Get-STFRoamingBeacons
EARINMENR, A Set-STFRoamingBeacon,

ERMENMZENEIAE, 1B Clear-STFRoamingBeacon,

SIE— T NEMN S EBERNET FQDN

EA UG E— R —HITL2REL® (FQDN), ZEBAIUMNABMERNERERZ RS, BAILGE

iZ Citrix Gateway ZF2if17o
BN, ZeILUERMT URL ¢

« https://storefront.example.com {EJIFIFifiA] StoreFront B2 — URL, TEMLENERET,
EfENTI StoreFront ARSS 2R3k fa Fiards. EMEANEET, ERFTAM X

e https://storefrontcb.example.com EA[EIAE URL, EZENMLENERES, TREMTAMX,
XNEBEIHRHTHBE RN T RE, SO EN X EFIERE R thiiER SAN,
HEERBERIER,
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RS E/AEAR URL
A URL BE— URL, B8 BRTEMNEL URL

BRI Citrix Workspace N T2 StoreFront {45

AL ZERY Citrix Workspace™ W AREFRZIHEKRERR, FHERNR K E AP SEEE A
LB N,

FINBERT, StoreFront EFAIRSZZEAE X URL fEAREBREHF URL, TEULECER, #HRFEIEY URL 1£
REBFANZREERR, FLTFEEREEIR. Hit, EUTUSFABEIRISE NERENERERE A
URL,

BB ECEET.

&8 DNS

« storefront.example.com #4779 Citrix Gateway REHIARSS2:8IAED 1P,

RSB DNS

« storefront.example.com #4775 StoreFront A E39%28 51> StoreFront fR5328 IPo

« storefrontcb.example.com &7 A % vServer VIP, #15R DMZ F & AMFALE 2 [B)1Z1ERH A
1, BAFILEE,

EREI M X EBEBIERA Citrix Workspace™ N AR

o] LOBE RGNS, ERBAPEEEM X EE{#ER Citrix Workspace N BIEF
BfHEGSERIEHM X

. M Citrix F& T
. BRIE zip X citrix-gateway-plugin.tar.gze €28 —1 HTML XH4F1— JavaScript X1,

=

N

w

. R4 & HIE) NetScaler X HBY /var/netscaler/gui/vpn/init BRT

. ERAEE GUI #{THCE 3¢ £/ CLI #1TEE

N

HAEE GUI H#H{TEE
1. BEF3 Netscaler® EIE GUI,

2. BIBE—aR AR R IR EH BT AN

201
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AppExpert > Responder > Responder Actions

Responder Actions

Add Eq ) Rename
Qe n enter Key : Value format
(m] NAME TYPE EXPRESSION
(@} NOOP noop -N/A-
(m] NAM_plugin respondwithntmipage N/A-
Total 2

3. ECEMIRAZFFR(F -

A . (FFP HTML TTE PR

7NN : AR /vpn/init/native-app-mandate.

4. BIB—" MR AZ R SRBS,

AppExpert > Responder > Responder Policies

Responder Policies @

Delete | | Show Bindings | | Policy Manager | | Statistics | | Rename
Q, Click here to search or you can enter Key : Value format

NAME EXPRESSION

NAM_Plugin_policy
Total 1

5. ECEMINAZRF RS

HBE | IBE L EeERIRIERI BT,

S H
HTML PAGE RESPONSE STATUS CODE HITS UNDE
-NJA- -N/A- o
nam_plkugin 200 609
25PerPage v Page 1 of1
G "

Show built-in Responder Policies

®

HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver”). NOT && HTTP.REQ HEADER("User-Agent”). CONTAINS ("CV

25PerPage Page 1 of1

3K, . HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH(".js").NOT &&

HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver").NOT &&

HTTP.REQ.HEADER("User-Agent").CONTAINS("CWAWEBVIEW").NOT &&

HTTP.REQ.HEADER("X-Requested-With").CONTAINS("com.citrix.Receiver").NOT &&

HTTP.REQ.HEADER("X-Requested-With").CONTAINS ("XMLHttpRequest").NOT &&

HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager").NOT
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<1 Configure Responder Policy

Name

NAM_Plugin_policy

Action®
NAM_plugin vl Add Edit ®
Log Action Name of the messagelog action
to use for requests that match
v Add Edit ® this policy.
MaxLength = 127
AppFlow Action
v Add I
Undefined-Result Action®
-Global undefined-result action-
Expression * Expression Editor
Select ~ Select v Select v &

HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent") CONTAINS('CitrixReceiver’). NOT && HTTP.REQ.HEADER("User-Agent"). CONTAINS ("CWAWEBVIEW") NOT && HTTP.REQ.HEADER("X-Re
quested-With").CONTAINS(“com.citrix.Receiver").NOT && HTTP.REQ.HEADER("X-Requested-With") CONTAINS("XMLHttpRequest").NOT && HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager”).NOT

Evaluate

6. SMEIBHENNIZR R ERARS 25

VPN Virtual Server Responder Policy Binding

Unbind Regenerate Priorities No actien

Q Click here to search or you can en

D PRIORITY POLICY NAME EXPRESSION

D 100 NAM_Plugin_policy HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver"). NOT && HTTP.REQ.HEADER("User-Agent”)

7. FPEERIERIRER,

VPN Virtual Server Responder Policy Binding > Policy Binding

Policy Binding

Policy Name Name of a policy to bind to the

virtual server.
NAM_Plugin_policy
MaxLength = 127

» More

Binding Details

Priority*

100 |@

Goto Expression*

END v
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8. BEWITHRBEEIEM, B THMX URL UMIAE R ~"FBE Citrix Workspace NAEF "R
B, J¥ Netscaler URL 7xIN%E] Citrix Workspace N 2F, HIIAEHREREE Citrix
Workspace MREF RE.

fEF CLI #1THE

EFEMA CLI EEE“EE Citrix Workspace NRIZF"IHEE, BHRITUTIRE !

1. BUEH HTML XHFRIMBNAZFIR(E (ERILUE GUI RERiEECE)

add responder action respond_with_html_act respondwithhtmlpage
sample_page -responseStatusCode 200

2. BIEMANIERF RERLUMIER B Web 55 25M3E Citrix Workspace N 2R BYIEK,

add responder policy respond_with_html_pol "HTTP.REQ.IS_VALID &&
HTTP.REQ.URL.ENDSWITH(".js").NOT && HTTP.REQ.HEADER("User -
Agent'").CONTAINS("CitrixReceiver").NOT && HTTP.REQ.HEADER('"User -
Agent").CONTAINS("CWAWEBVIEW").NOT && HTTP.REQ.HEADER("X-Requested-
With").CONTAINS("com.citrix.Receiver").NOT && HTTP.REQ.HEADER("X-
Requested-With").CONTAINS("XMLHttpRequest").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager") .NOT"
respond_with_html_act

3. FRBERHER VPN E#lIRSS 85

bind vpn vserver vpn_vs -policy respond_with_html_pol -priority 100
-gotoPriorityExpression END -type AAA_REQUEST
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SHMEF A StoreFront i E

AE
18 J8eS A 5 B4F StoreFront ZZEhRAHEEIAY StoreFront Bd&E.

IEAI LT StoreFront BRERVENMCE, X ERRSSFNENRSHALAILE, NRFARS
= LEFEINARNE, WImEKERGER, ARBRNENEEPISHEE. NRETFR
Sl ARNRE, WHERSMNTEHENSAKELIENTE. SHNEESERNINR
RN, MABRA zip FEFEN ; WREEFELIES MR ERITINE, WA cixzip
fizzlo

AERRESHENSANGR

o XEMAFIERETENZETIKEH StoreFront BiE, MWECEREAIEREFTZHITHNER
FERIAED. EITEESINEED, BN backup.zip XX HRRE B EEDR.

o 7EF4R StoreFront Z BIAITEH LRI TREE -
o FFEIMANR StoreFront ERELUIG AL
o BT FEFIRE R ETNERIFE PR AIE B P IR E,

o EIRERFTFEABIFE TN StoreFront, FIENFEE M Windows Server 2019 H4kE] Windows
2022, AZEFFHIRIERFH R,

- EZHIEBREBPLEIMANNIRSSRAE, ANERES T EERONAREBIF,

SHMSA StoreFront iIiENEZ ENEIN

o BYUFIREERMEM Citrix® ZFRHFHIEIE SDK R=HI, 40 Magic Word B 3IEHE=H 5
MWIEBEX ? MNRE, WESASEIMNESMIIESENEBZE, HAEFRBESARSSEL
RRXLEHRMEE, NREFMFARSESE LARLTEFARNSMIGIE SDK 4al, NEBESFARE
M, MPRFHEEBSARSERA, BEEANFIER R EZESHRIERG .

o EEILUNBSARENEEER. SHAFA PowerShell cmdlet 2 XA H,
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o A LITEIGREINBNES (ctxzip), 18 StoreFront TTEEFH MR KRMNBRIED XX (zip)o N
REFZNHED, BEEASSEERNZIEM PowerShell FIEMREBXARITEH.

« StoreFront HEIZZEFRTERY IS LAY SitelD (FHARSE ) HISEERE &Y StoreFront
FEBRIE T 11S MiLAY SitelD (SAIRSES) PTEd,

PowerShell cmdlet f5 5
SH-STFECE
2H R

-TargetFolder (1T ER) BEMEENSHEZR. =6 "
$env:userprofile\desktop\"

-Credential (PSCredential 315R) BE—TREENSR, WETSHEREICIZEME
B9 .ctxzip &0 174, PowerShell EEM RN A
ZRTMENREZENELD, 57ENER
-Credential #1 -NoEncryption B8, =l :\
$CredObject

-NoEncryption (7 X) BERNEENAKRMEN zip X5, E7R
BS{# M -NoEncryption #1 -Credential 21,

-ZipFileName (ZRF &) StoreFront FC B &R EEEISAIT. IB7HRIMNX
B B4, HU0 .zip 3% .ctxzipo X4 BN
RIESHAREIEEIEE T -Credential 3%
-NoEncryption 2B &AM, =~
) : “backup”

-Force (fR’/R{H) ItEHEBBEESEESHUBTEFERN
BHNXHREBHEDFE.

BEERT

StoreFront 3.5 & IR SitelD BHTE 3.6 AP EFH. FITSARNATBEZEEISE SitelD,
RABERERRNERTE S SitelD, 1R SitelD 5FARS S L IS FERENINE
StoreFront FRILPCER, A& M SitelD 1 F| SitelD 2 HWEZEF Ao
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Import-STFConfiguration
S8

-ConfigurationZip (F¥ &)

-Credential (PSCredential 315R)

-HostBaseURL (¥ &)

Unprotect-STFConfigurationBackup
28

-TargetFolder (FFFER)

-Credential (PSCredential 315R)

-EncryptedConfigurationZip (T ER)

-OutputFolder (FFFER)

-Force (fr/R{B)

297

fix

=

TESANENEENTERE, XUNIE
X B, RMENEMEEMER zip, ME
IS EFRER ctxzip, T

$env:userprofile\desktop\backup.ctxzi

p

BEERENR, BFESARHERENES
7o Tl © $Credobject

MRS, MEREEENENER
URL, MAEXRBSHRSSFNENER
URL, =l : https://

<importingserver>.example.com

fixd

=

BEMFENFHEE. =6 :

$env:userprofile\desktop

fER LB LI &R FEBIRNE R,
IBETE ATHREERR PowerShell EiE
R, 1 $Credobject

ERENNESNEENTERE, Byt
EXHT B% ctxzip, =l :
$env:iuserprofile\\desktop\
\backup.ctxzip

FATFEIZME (.ctxzip) EHPFEIARMEZBRIA
(zip) ERTR. EMINRBMERARRE, U
BRIUEE R, B7NARMBEIRIEEXHF
BT BB T

$env:userprofile\desktop

BB ENBE5EFETEESR
NAEENXHEENENE™.

L ERY



IESEHNSATH

¥+ StoreFront cmdlet § A X8 PowerShell &i%
7£ StoreFront fR5588 L3T7F PowerShell SERRIAIRIE (ISE) H551T -

$env:PSModulePath =
[Environment]::GetEnvironmentVariable('PSModulePath', '"Machine")

$SDKModules = 'C:\Program Files\Citrix\Receiver
StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose
Import-Module
"$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1"

-verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psd1"
-verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.psdl"
-verbose

RS RIR

ERRSS 8 A LN BRBENRNEEGHREERIE—HRE
SHEREENIIRSHREE

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -NoEncryption

¥ backup.zip X E FIRIR £ &, ERIUERLENHTRERE, FRSHEREELFIEPR

AN
[3Ye]

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
storefront.example.com"
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#nkSSEE A LNABREHFEZERDIRSSE B, ULIEREIRSHRNZE
SHEREENHRSHREE,

Export-STFConfiguration -targetFolder "$env:userprofilel\desktop\"
-zipFileName "backup" -NoEncryption

}¥ backup.zip Xf+ & /2RSS 25 B BIRE,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
serverB.example.com"

StoreFront EZEE IS PRIEEX WL, FEEEERS— 1 BE X FiLRE

fR55 23 A B StoreFront SPERIBENXWIEMIE, MAE IS F@BHIKIAMLL, 7£ IS FEIERN
F N WIEAY (1S SitelD 7 2, StoreFront MubBYIRERR A AN FIER KR EhES (HIa0 d:\) ZHER
N ¢\ RgdRahEs £, BMNEAAKTF 1 89 1S SitelD,

IS FEEE T — 1%/ StoreFront B9 LL, E{FH SitelD = 2, StoreFront EZPETE IS FHIE
EX Mk £, HYPEEREAGTFIREIEZE d: \inetpub\wwwrooot o

Add Website ?| X% Browse For Folder x|
Site name: Application poo Select a directory for the application.
|St0refr0nt | |Storefront | Select...
Content Directory [ | Documents -~
Physical path: b @ Downloads
| | Izl I | W Music
Pass-through authentication b L Pictures

[+ & Videos
Test Settings [ |=5_ Local Disk (C:)

4 5 New Velume (D:)

Binding 4 1 Inetpub

Type: IP address: Port: . wwwroot

[nttps v| [An unassigned vl s | b <L) CD Drive (E)

Host name: he
| | Make Mew Folder | | oK | | Cancel

[] Require Server Name Indication

S5L certificate:
| Mot selected hd | Select...

Start Website immediately

4@ Sites @ Default Web Site 1 Started (http) *:80 (http) FSystem Drive3\inetpubhwwwroot

3 Application Pools Mame = 1D Status Binding Path
D@ Default Web Site @ Storefront Started (http) *443 (https) D\Inetpublwwwroot

1. SHRS%S ARBHEIA,
2. 1IBR%3%3 B L, A% StoreFront BUFTMIILECE 1S, ZMubtifER SitelD 2,
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3. HiREBFARESATIRSEE B, MNP ENILS ID FHER, FEAMMSERESA
StoreFront EgiERY B AR PLAC,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
serverB.example.com"

ARS32RE TR

FR1: 2hARRSHARE, BERETRBIF—RSB[AEATE

ZAINEEEEMNEERBEME StoreFront lR5588 (2012R2-A 1 2012R2-B) ZEARSS2RA MK RE#HTT
B, FRERPEESEMNIT CitrixClusterMembership 2%, EFR NS ESHERBIRSSS
2012R2-A # 2012R2-B, HTF W E&HEK, BRMEMIUAEK, StoreFront fRSS2RAIERNFIEEIE
m, RitbBERRS AT AT R 2012R2-C, HRPHRENIRSIFAKRE StoreFront 2
KEH, MMESANBENNELSANRBRSH/AET R, BOTEFERITEE=5RSHM
CitrixClusterMembership, S ARAE, HEIBEERRSNNRE, HEEEMRHS AR ERSR
EEE, MNRBREENUKRRSHAT REMNRSSHFATHIR, SAERFREEHFHN
CitrixClusterMembershipo

1. M 2012R2-A SHRSZ R4 1 ECB, 2012R2-A ERTFEEB MRS HRANERS .

ﬁ'}' CitrixClusterMembers
CitrixClusterMembers Properties 2 ]

Description: Memberships of the group denctes membership of the
citrix Cluster

Members:

i 2012R2A
& \2012R2E

2. e, HETNRIIRSSES 2012R2-C MBI B IRS 254,
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& CitrinClusterMembers
CitrixClusterMembers Properties _

| CitrClusterMembers
Description: Memberships of the group denotes membership of the
citrie Cluster
Members:

i 2012R2A
& \2012R2-B
s \2012R2C

3. IRSESRANEENINERBIEHMMTEI TIEIRS, StoreFront TR A EFENHAID I =GR
52389 CitrixClusterMembership, HESARENERER,

4. THARSB24A 1 BEEEH S AR T R 2012R2-A,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
servergroupl.example.com"

5. S ANREELRBIBENRSSHE, UEFRBERSEESAEHERE —HHEKE,

FER 2 &RRSRAE 1 PRNEER, HEAEERNRANET RIARE EIEHTRSSS
4, RE, EEILURHMFTIIRSSRER R RNBFNERS 2R

BIERSA34H 2, HhIEWMEFIRSES | 2012R2-C #1 2012R2-D, ARFE234A 2 WEBERETME
SEMRS A 1 NECE, ArS5e:4E 1 L2 EMOAkSSE: 2012R2-A # 2012R2-B, BIEHTARSS 254
B, RMEREMERFPEEZH CitrixClusterMembership, Z#ifY CitrixClusterMembership IR &
73, HESARERR. FRSANIRERIEFFIBZER, CitrixClusterMembership Z24XE =
SARS, BEREMRSBMAFA. REB[A 2 B— 1 FHPE, EXESRSRA 1 £H%E, 8
-HostBaseURL B#, AR55884H 2 fHEAFHILE FAIA StoreFront R 6IE,

1. M 2012R2-A S ARSS854H 1 BRiE, 2012R2-A 2T EEE MRS HR/ANTIRS 2R,

2. J# Server Group 1 BEES AE|T & 2012R2-C L, T AEIEHEIER Server Group 2
HEARSS 28

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
servergroup2.example.com"
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3. MIANERL /95T Server Group 2 E3E —EB 0 HVERIE AR5 25, M Server Group 1 S ARIFECE
S Bhf%#ER Server Group 2 IFREFTR R, RAXERINFTARS R0 IEEMALIZN—F
o

175% 3 | %173 Server Group A PRI BEBEHEAECEEIE Server Group B ECiE

Server Group 1 # Server Group 2 EFEF R MRILEIEF O Server Group 1 E#{1T T 5%
StoreFront iR EE R, EEFENETF S —1EEEFR.OAHH Server Group 2, B LURFEZRM
Server Group 1 ##&%| Server Group 2. 1B707E Server Group 2 EREMREFEEER
CitrixClusterMembership, ESAHAEIEE -HostBaseURL &%, X3 Server Group 2 FIEH]
EAX URL RN EHAI Server Group 1 Hei{#EHRIAERE FQDN, Server Group 2 @ — 1B EE.

1. M 2012R2-A St Server Group 1 BZ&, 2012R2-A RATEEE MRS SSAM RS

2. ¥ Server Group 1 BEBSARIT = 2012R2-C LRI BRINZ AR, ZT5 A NET Server
Group 2 FYERRSE 28,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.zip" -NoEncryption -HostBaseURL
"https://servergroup2.example.com"

SRS BRECBRVINE SR

PowerShell EEXN R A S Windows 1K~ R &M%ZE, PowerShell EENRAIBRENZBER
FHRZERP,

= g
ENRRERMNEN, FREERIEETRITNENRR, SENKRPEEHNBFPAER,

BRESENS ARS 2 LERAR PowerShell RIFFEIZTDEEEEBHEENR. 75
EXRP, ERLEEERBF,

PowerShell 23K ZEEIEZFEEIRMRIVIEERF. R BIRE A ERIGREEFIERN
Windows FBF,

TS HARSS 28 ERY PowerShell £1EF 8132 PowerShell ZIEXT R,
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$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name
$Password = "Pa55wOrd"

$Password | ConvertTo-SecureString -asPlainText -Force

$Password

$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

& S 3 backup.ctxzip, XE—MINER zip X4

Export-STFConfiguration -targetFolder "$env:userprofilel\desktop\"
-zipFileName "backup" -Credential $CredObject

EEAIRSE 23 LB PowerShell 1R8I ERBY PowerShell TR,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject
-HostBaseURL "https://storefront.example.com"

BHERIFRAENEEHES

$User = [System.Security.Principal.wWindowsIdentity]::GetCurrent().Name
$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationzZip
"$env:userprofile\desktop\backup.ctxzip" -credential $CredObject
-outputFolder "c:\StoreFrontBackups" -Force

303



CITRIX® STOREFRONT 2402

P {ELE

F P BILATE Web F%3233% Citrix Workspace N FRIEFHEENHEIE. 15SRBF A8

StoreFront FeE UL THF AL :

HAAP R

MAAFAELS Citrix Workspace fRIF—E. EE T Activity Manager ABIRIZM G FH0H T
H3RINEE, 7 CU2 zal, MAAKRERNTLRIES, FENEEFIFERER,

AR U TERS) :

TEeIEEEEREHNNAER R EEmAERA T URL (RES .
« Workspace Control HEERAI A, ZIMEERFRAAF N Ig&EMERIERE,
- AR TAENREEL,

« {#F JavaScript #1 CSS 3@i¥ StoreFront™ i Ul BEX APl #1TREBE X

BEXBFAER, BERANER

KRR AR

XE5 StoreFront RHRRRA—BIEGAR P KIS, EEJLUEHH JavaScript #1 CSS BEX AR R
HEo

BEXBFAER, BERAZEAFR

BARMX cVPN

MNRAFEIERBERNTLTEF iR VPN (CVPN)BY Citrix Gateway 48] StoreFront, NESIRMHEEDH
BRRmE, mMARERFKE StoreFront IR HE, EXMIERT, StoreFront FRELE Ul B IREAR
B

ZHUALY

ANNBRAFNFAERZERAR (URFAS—AR) HRMNEEEEH#ITEE,

304


https://docs.netscaler.com/zh-cn/netscaler-gateway/current-release/vpn-user-config/clientless-vpn-access.html

CITRIX® STOREFRONT 2402

R

IRIEEC B BY(/zh-cn/storefront/2402-Itsr/manage-citrix-receiver-for-web-site/authentication-
methods.htm)IUREEERTERER, APUREREER.

cifnx | StoreFront

MRREM T ZMBMRRIUEAE, AP ALUERYRE) AR B IIES %
Citrix Workspace N FATEFFH
p=3— g

ABCER T BT Web H¥E 2315 RFENE, FH(/zh-cn/storefront/2402-Itsr/manage-citrix-

receiver-for-web-site/deploy-workspace-app.html#deployment-option)i% & At Z2 3L sy 41 R

Zith Receiver ARIFNI{ER Receiver for HTMLSHE L, WP BRAIEEERZEIHZER
, BFBURTHEE.

AR L2 T (/zh-cn/citrix-workspace/workspace-web-extensions.html) F & ME) Citrix
Workspace A2, MaBkidthE B HEKIATE Citrix Workspace N ERZFHER. AFH
MM (#advanced) BB ThE L,

LR EXEE Web X254 0 EESBFRE Cookie f5, REFIFVGBMER Citrix
Workspace NREFREE.
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Welcome to Citrix Workspace app

For the best expenence, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnx | Workspace
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

fthfi TRy LAEEE

- KN Citrix Workspace RZFBTERFIATE A M ZEERT Citrix Workspace A2 B IRo
BINOX MR R AL

o EEREARERUBAREN NP ENEIR, LtEI{YTE(/zh-cn/storefront/2402-Itsr/manage-
citrix-receiver-for-web-site/deploy-workspace-app.html#deployment-option) 1% i& /I S0R 23t
Receiver Ar]FANI{ER Receiver for HTML5ESA] F,

LA P IEERN Citrix Workspace RTEFRY, ©ESZ=1d$TH Citrix Workspace Launcher, 55_{
& Citrix Workspace N FTEFH— 1AM, MNRELET Citrix Workspace 2R, WE Y25
WH—NEO, EREIT Citrix Workspace Launcher, i 1i%3%3%$TFF Citrix Workspace
Launcher. ¥TF#EE. ITHSBAITH BURTRINER) . Eit1Ba:EmERIF domain TEX
BXR ATERr RITHIL SER R (SELORT, BURTFREER) , UEGRSXEZERNELINLLE
Ho
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Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app Is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

citrix | We ace detection. However, you lose features like domain pass-through
authentication, which requires the native Workspace app detection to
complete successfully.

M | agree with the

WNRIEME) A ZLER Citrix Workspace TR, N/ IWHEESSREERT— 1 RE. SHAFKE
EEHEIRN, ESRECNRBNER, 8 Citrix Web ¥ B3} Citrix Workspace Launcher £
ZHER Citrix Workspace N ABIEFHFFTHE R

R KRR Citrix Workspace MR, HERFBUET Bnhas, WIBEEE, Mi1EUTED :
« F& - M Citrix W53y StoreFront fR5328 F & Citrix Workspace N B1EF. EFREILED, E5
IF 71 T & Citrix Workspace N 2R
o BRIE - S BRICNARZEER] Citrix Workspace N TR

- {ERA¥EREIAR - BiZ Workspace R FTEFM, FIRLRTE Web N SEEHITHER, BEERILE
T, iBNEREETULE NINRAM Receiver REJf, NIERA Receiver for HTMLS,

- BRE - NRAPTET AEHF Citrix Workspace Launcher 5§ Citrix Web 3 EBBJIBAR Citrix
Receiver, MAIABERALLED, WRMITLERLED, HtSEENAEFHEmeT, i
WERRTEH— launch.ica X1, MITAILAER Citrix Receiver Tz 5. LRSI
BEF R 2 MRE, RILEINEE R thEm

FE LR F

FIED -+ ERFABRENBREF AU ESGESIN AEFNRHEH FIHER-FNENNA
I 1B AR AT B0
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Welcome Joe Bloggs!

Browsers Office 2016

xH NG w3

w
¢

Calculator Cloud Excel 2016 Cloud Chrome Cloud

Cffice 201

R TR R %I F
MAERAT R E S FIE :
- i - ERPTERRER.
- W - SRAE IR PR
- 25 - BERAFIUKERS PR AR, XWETHRBATRIGE,
. 8 BRESEUARFA,
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Apps
All (39) Favorites (3) Categories
_‘.-\; \;

Access 2016 On Acrobat Reader

Prem Cloud

¢ Y

¢ ¢

Chrome Cloud Chrome On Prem

SEETF

SEETFERDFIE :

- A - ETFTERH.

Wik - AP BBERSRE,

R TR FF M SR ERE IS
B EEIRU R AR R SEE,

Wi

INRWEREREA, WA ATERIRIBNG_EEEE R ERLOF RIS I WGE

Acrobat Reader DC

Citrix HomePage

______

Calculator Cloud

Command Prompt

______

Calculator On Prem

Excel 2016 Cloud
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4 IIII
vl

Calculator Command Prompt

EEFAEETERE
R RAIUEAS B T3 NERA R RN R,

oo

Citrix StoreFront oo
APPS DESKTOPS

Welcome

Favorites

Calculator

~

Calculator Other X

Actions: Description:
[/ Open

* Remove from favorites

LUR i 1ERTRERT A

- TH - B ERNERDINAREFSHRE,

o ZANBRK - NRTEFBUER. FEEGIEN, HERIEDERKEHIINE, WFNATE
Bl SRR AU

o MG MIER - a0RIE RUEE. F2EHER, HFEEECERWERINE, NN AEE
7 B0 S T A MAZiRE S R AR iR

- EFED - WTAEFEHNENRRE, HMRMERNEFEHHRHE.
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2R

PRI LU ARERLOA L B RIE, ERFENARER. SEMES

ale]

Joe Bloggs

Account Settings

About

 KFIZE - FTIREDE.
« XF - ERBEXNARFIER.
o X - THML
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N
NE

citnx | StoreFront Cl

DESKTOPS

Settings i
Account
About
Log off
Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

bk IREDTE A RE S B LA T ER 7o

B
BEAEE, EERAFRRNELRSMIEIEN, BERERTERILRD, BEHAFBMNER.
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Change Password

User name: example\joe.bloggs
Old password:

Mew password:

Confirm password:

KL

s ]

xF. RHEE=FBRBFERE,

A, FHAR

RIFATERF

EE. MEFFEEHFEENSE. ERBREEDNIAT, BRI R,
WiFFER. WA SSEFEY. ERBETRMIAT, BBHITERER,
=R

#E Citrix Workspace MBTEFF. TH—TNXH, XU FAREERMNEBAM Citrix
Workspace WNATEF. EfE-S ERIED, FSREBERAEIKE.

B Citrix Workspace M BERF. FTH— 1" T1@E, HWEARMEIERN Citrix Workspace N TR, X
AP AR ZEER Citrix Workspace N BIEFE B RE Web XS5 E R IR I8
HITUIR,
A

EXHH, BT AREXREHEGEH. XRNAPMNAEEIHE. NRMITERIEAEERE, U
BIBRCE, ENUTERZ—:

o BIFFEIR,
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- TS RFENER
- RERRER,

BRI

AUENBRAFPOAEARAERE (UFTHAT—REE) HRMNEEREERE, RABERIATE
. ZERT, & Ul (K5,

Citrix Workspace™ W T2
p=)
S RGE R F@iE Web IS ERARIEER, HE HEIED GERN FURE 5 NRFH

Receiver F<r] FHNIfEF Receiver for HTML5, Lt BrIgEESRZaisiZiakdE, EFREUR
FEE,

INERBZE Citrix Web Extension F#iMF] Citrix Workspace N2, MabkditsE, 3
ZRINTE Citrix Workspace MAEFHE51. AR AMUM IKFIRE TEEREEhH o

BREE Web X 52334 0] ESERRE Cookie 5, BRSEE ¥AER Citrix Workspace
NAERF BR.
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@ Citrix Workspace

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the light
version, with fewer features, in your browser.

Use web browser

TR AT A Ttz — :

# KN Citrix Workspace MR (WIRM{1%H LEARMZELER Citrix Workspace N ERF
':F'}E'L'JJ RR) o BIXEMUURERIER,

o J&#F B Web J¥I8R MUBAERKNERPEoIEIR. (NE BaE ZEN MNRAH Receiver
A FANIfER Receiver for HTML5 BY, [EIF AT,

2 A P I%EtE #I Citrix Workspace TR BY, Mik==iR$TF Citrix Workspace Launcher,
B Citrix Workspace M AERFH— 1AM, HNRBE%REE Citrix Workspace N2, RN 28
2B TR—%EE, ERET Citrix Workspace Launcher, &5 ¥J7F Citrix Workspace Launcher
5y FTFFEEEE (BURTAEER) o BIVMITEIER &R & 7 X BN AEFPITH IR (5
FLLEW, BURTHERR) , LRSS REMRIRINEHILE .
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:’ 0 @ Citrix Workspace x IS - o x
«~ (9 https:/, J/Citrix/StoreWeb/#/home Ay = e o
A

This site is trying to open Citrix Workspace Launcher.
wants to open this application.

\:‘ Always allow to open links of this type in the assocdated app

Open I Cancel |

Just a moment, we're detecting if Citrix Workspace is
already installed.

If Citrix Workspace is detected, you will see a window in a few seconds.
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$ O © CirixWorkspace x I - 0 x
< © ) https// 1/Citrix/StoreWeb/#/login L RN F= e o
@y Citrix Workspace
User name:
Password:

Switch to another authentication method
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Personalize your home screen
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EFR X G, FHRIEEERFHMSRYECE B BF 33N B FRYSR.
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R AR MR E ST E &R

XERNEEREE Web X E33REDN, EETE Citrix Workspace NZFHEDN, E&EEL TEH
FB A LA7E Citrix Workspace N ATEFE P ICA XHEE D,
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BRFAUTEHE X4, ZX4BTEE Citrix Workspace N TR LUEEEIN SIS,
JETHETESR

EEERERE— B RMBANINGE, EAFEBENEEERR. EBdEH# NMEMLEXNEDD
N AEFMKSERITHREIRERRESET . APAUEEMSHIERE, ERVGAFEFE
BRiE, MTRERTFEE R IRH L1t RE.

EEERERER T VARFMNEEANERYIR, XEVARFMEEAMESRSE LLTE
RS, MEREAERENRIENTERE LHLTEDRS. APALESRHUTRE LN
FCEX HERS AR i E FRERI AN BRI REE LY K.

SEHEIREIEE Citrix Desktops as a Service 5% Citrix Virtual Apps and Desktops™ 2311 38 Sl
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RETEERENEE T AP EEEEERER, BERESFNRRIEXSNERAE
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BEXBFAER, BEAREREX T,

FoRGMH

JECHEIRERTNEEEE Citrix Desktops as a Service 3§ Citrix Virtual Apps™ and Desktop 2311 ES
AR, HNERIZERIE FEIRRAR Citrix Virtual Apps and Desktops, NSEEIEIESRASEREAS
&, HEINEEEEThE RS,

BEHNES Eran EEEEE, FRRERENEESR.

ERETNEER
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Activity Manager
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3
Activity Manager
RUNNING REMOTELY
Desktops
& APAC Managed Desktop T2 e
Log out
Restart
Shutdown
Force quit

RARFALLET R ERSHENE B MERNSERITUTEE

« X L ERLETR N ERFERNREIH, [IEPNFIENARFETXE, FEEMARRE
FHX R ER.

o XA ERLLEDR] X H B R A EEB R E,

* BRI XA © ERLETRITE H IR A B AT 52 51 X ] BB FHE B R Eo

- EFERR | ERLLETR X AH EHE M EAERNRE,

A EES F B ERNRIERNITAZERNT,

o NRIEEIT N 235 RE Citrix Workspace FEFAAMEIE, ZRIENEAEREELIIEE
T BR, —BEXAHEFITAENEER, ZEMAEENSIENREEEEIT T
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« NREBEBIARMIKEE R Citrix Workspace N BRRFHETARMIIE, WA ERNIERMN
KFHR, B2, —BEBRXAHERITAENEES, AERNRIENBETIETS
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StoreFront SDK

Citrix StoreFront 12T —1EFZ ™ Microsoft Windows PowerShell 2.0 iRi&E1REY SDK, 18It
SDK, el iT5 A StoreFront MMC #ZHISHERENES , URERZESHIS TTETR AT

5o

TE
PowerShell SDK & PowerShell 6 S{E S RAF#HS,

B X SDK &Z, 15&# StoreFront SDKo

{5/ SDK
SDK @ &% PowerShell BI85, XEEBRTELRLZEME B S StoreFront A4 &%
RS BMEE,
EiH8F1551T cmdlet :
1. #81R StoreFront EIEZHIEE X H,
2. UEBERBMEDH PowerShell si 51T #T8, Windows PowerShell ISE,
& ATER StoreFront fRSS 28 A E IR R AR R B 93517 shell SREIAS,

3. EEMIAHEHE SDK cmdlet, 151 PowerShell FIRH1THERI&E S RemoteSigned, & X
PowerShell 11THREEAVIFAE S, 1EEIR Microsoft X1,

SDK A

ZEEHA, BRITUATEIR

1. ¥ StoreFront &R SDK Rflz— & #1%] %ProgramFiles%|\Citrix\Receiver
StoreFront\PowerShellSDK\Examples X434,

2. NEHMEEEXEHCHHZAE, BEERMMAUT BETHBINIEE. BXFAER, BEAER
BIRR, HAiFdmmes T HARRF.
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3. BiRHRABETOIMA, EERAES TERIEA, Alt, BHRITUTRE -

- f#F PowerShell ISE 33U T E4RIEHIA,

- FRTERDEFTEE & ERNERNE.

« MIFRMERIARFER ST,

« JEEE, StoreFront cmdlet BJLUBERIEZR STF #1TiRF.

« {#F3 Get-Help cmdlet, 12fft cmdlet L -Full B8, UFRE XBEDSNESZER,

Nl

AR
SUZHARRY, NARGBEZRERIIERINGENE S, Citrix® BNEERE LTEE, MAEE
H ARG NE R BIRD A
Tl R
BIEEREE A BIZ—NEEEE, HPaE— 1
& 7 B XenDesktop AR5525HY StoreFront
YEHIER.
BIEIEZEIH ) ERE A . E eI AR £, HEBERINZT
2R IRTIEE,
SIZEERERMM X IEZIAREE A Tzl ARM £, FNEiEN&
EEM X, LURHEEFIIAF A,
T : SIS ERE

UFRBIESR T ANfEIIZREE 7 —1 XenDesktop® | 85RY B B ERE,

EFEZE, 1ESPETE Get Started with the SDK IFIFT B, L RFIRI AERFR A E#ITE
EX, UERFATFB5h{t StoreFront BRERIHIA,

= g
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FBRITIRL RS RAAVIGRINAEFNE R , Citrix BINEEBAXEPERNTE, MAZE
HA NSRBI A

R
ATIFEREY StoreFront ERLHIBIAR B M EDEITNEE. XFEBTEEEX HCHIHA,

o GEBIRVIBERFFS APTER StoreFront 1 E3R, 7E5FThRAAY PowerShell FREEF A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[ValidateSet("XenDesktop", "XenApp", "AppController", "VDIinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]

[string[]]$FarmServers,

[string]$StoreVirtualPath "/Citrix/Store",

[bool]$LoadbalanceServers $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP"

\# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
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Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

o« IRIEIR{HEAY \$StoreVirtualPath Bt & 754IEF] Citrix Receiver for Web BRSSBIFEIIER 12, \
$StoreVirtualPath ZE[F]F \$StorellSpath, EAEBIEEEBLRE IS PRIKZ, Rk, 7
PowerShell 1, E{HI{E9“/Citrix/Store”. “/Citrix/StoreWeb”8%"/Citrix/StoreAuth"Z5,

\# Determine the Authentication and Receiver virtual path to use based
of the Store

$authenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"'))Auth"

$receiverVirtualPath = "$($StorevirtualPath.TrimEnd('/"))Web"

o MNREREFEEIE, WEIE—ITFEE, LUERHNIFAER StoreFront lRS5, -Confirm:$false
I T BEIASRE R AR AT SR,

\# Determine if the deployment already exists

$existingDeployment = Get-STFDeployment

if(-not $existingDeployment)

\# Install the required StoreFront components

Add-STFDeployment -HostBaseUrl $HostbaseUrl -SiteId $Siteld
-Confirm:$false

elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)

\# The deployment exists but it is configured to the desired

hostbase url
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Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."

else

Write-Error "A deployment has already been created on this server
with a different host base url."

- NRIEEREBBRE LA FESMIIERS, WEIB— TS M IIERS. AARBRRMNE
BEHIIEAEERH.

\# Determine if the authentication service at the specified virtual
path exists

$authentication = Get-STFAuthenticationService -VirtualPath

$authenticationVirtualPath

if(-not $authentication)

\# Add an Authentication service using the IIS path of the Store
appended with Auth

$authentication = Add-STFAuthenticationService
$authenticationVirtualPath

else

Write-Output "An Authentication service already exists at the

specified virtual path and will be used."
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- MRIEEWEBEZR EARFE, WEIEHFNNABERS, ZRSEBEE — XenDesktop
23, FEAZ4E $XenDesktopServers F1E X RS 28,

\# Determine if the store service at the specified virtual path exists
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

\# Add a Store that uses the new Authentication service configured to
publish resources from the supplied servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath
-AuthenticationService $authentication -FarmName $Farmtype -FarmType

$Farmtype -Servers $FarmServers -LoadBalance $LoadbalanceServers \°

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

else

Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be appended to
this store."

\# Get the number of farms configured in the store

$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count

\# Append the farm to the store with a unique name

Add-STFStoreFarm -StoreService $store -FarmName "Controller$

($farmCount + 1)" -FarmType $Farmtype -Servers $FarmServers
-LoadBalance $LoadbalanceServers -Port $Port \°
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-SSLRelayPort $SSLRelayPort -TransportType $TransportType

o TEIEEM 1S EBHIERZE _E N Citrix Receiver™ for Web ARSS, LA IRITE L EGIERIN FAREE+
RN BTER.

\# Determine if the receiver service at the specified virtual path
exists

$receiver = Get-STFWebReceiverService -VirtualPath $receiverVirtualPath

if(-not $receiver)

\# Add a Receiver for Web site so users can access the applications
and desktops in the published in the Store

$receiver = Add-STFWebReceiverService -VirtualPath

$receiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."

- ANEEEREA XenApp BRES, LUEIRHKR Citrix Receiver I§ Citrix Workspace [ 2R & F i
A EER E AN AER.

\# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService $store

if(-not $storePnaSettings.PnaEnabled)
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\# Enable XenApp services on the store and make it the default for this

server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

Bl eEEARRIERE
MR RBIERI— MIABYERY BN T — N EETRIA AR S,

EFEZEI, 1ESY0ETE Get Started with the SDK FIFMIFT B, LR FIel AERFR A E#HITE
EX, UHERETB5ht StoreFront EREHIHIA,

Pz

FERIERZIRISRIAVGRINENE S, Citrix BIEERBAXEPEENS R, MAEE
w4

A
ATIFEREY StoreFront ERLHIHIAR S M DHITIEE. XFBEBTEEEX B CHHZA,

o IGEBIRVIBERFAS APTER StoreFront 1E3R, 7E5FThRAAI PowerShell FREEF A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[Parameter (Mandatory=$true)]
[long]$SiteId = 1,

[string]$Farmtype = "XenDesktop",
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[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVvirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers = $false,
[int]$Port = 80,

[int]$SSLRelayPort = 443,
[ValidateSet ("HTTP", "HTTPS", "SSL")]
[string]$TransportType = "HTTP",
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackurl,
[Parameter (Mandatory=$true)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]

[string]$GatewayName
Set-StrictMode -Version 2.0

\# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'
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$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

\# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

o BT A ZRTRY R G A K GIZ AR 18] StoreFront 888, EARIERY BUZFHRZHI,

\# Create a simple deployment by invoking the SimpleDeployment example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.psi"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype \°

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType

o REVEERMERCENRS, RAFTEEFXLERSUZFFITZN R R

\# Determine the Authentication and Receiver sites based on the Store

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$authentication = Get-STFAuthenticationService -StoreService $store

$receiverForWeb = Get-STFWebReceiverService -StoreService $store
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 TEfEM Citrix Gateway #H1TIZIZiARIFAFERY Citrix Receiver for Web AR5 EE
CitrixAGBasico M Z AN HFKEY Citrix Receiver for Web CitrixAGBasic 1 ExplicitForms &
BRIIER Eo

\# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols

\# Included for demonstration purposes as the protocol name can be used
directly if known

$receiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable |
Where-Object { $_ -match "Explicit" -or $_ -match "CitrixAG" }

\# Enable CitrixAGBasic in Receiver for Web (required for remote
access)

Set-STFWebReceiverService $receiverForWeb -AuthenticationMethods
$receiverMethods

- EHHIIEARSS LB CitrixAGBasic, iZiziIRHRELEINEE.

\# Get the CitrixAGBasic authentication method from the protocols
installed.

\# Included for demonstration purposes as the protocol name can be used
directly if known

$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object
{ $_ -match "CitrixAGBasic" }

\# Enable CitrixAGBasic in the Authentication service (required for
remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
$authentication -Name $citrixAGBasic

o AINFTRUEAZIARIM K, REAERFR IP ik, FRELSEMRI AR IR S,

\# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScaler10x" -LogonType Domain -Version
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Versionl0_0_69_4 -GatewayUrl $GatewayUrl '

\-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityuUrls
$GatewaySTAUrls

\# Get the new Gateway from the configuration (Add-STFRoamingGateway
will return the new Gateway if -PassThru is supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName
\# If the gateway subnet was provided then set it on the gateway object

if($GatewaySubnetIP)

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

\# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway $gateway -StoreService $store
-DefaultGateway

Tl SIREAREREMXEREHRERE

W FRBIES T — MIARRRM L, FINT — N EERERN % TRHN0NE,

EFIRZE, EHRRIEENE (/zh-cn/storefront/2402-Itsr/sdk-overview.html#get-started-with-the-sdk)
RIFRMP R, PILUERPMR A EBEENX RG], UERAF Bt StoreFront BRERIMIA

p=3 g

FBRITIEZRGRIAIGRINENE R, Citrix BiEEBAXEPERNTE, MAEE
wl AR BB A

BRI
ATIRRRET StoreFront ERBHIANSNERDHITNEE. XFEBTEEEX B EHIHIZA,
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o REBRIRGIBEERH S APTER StoreFront 1231, 7EEFThRAR PowerShell FREEF Ao

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,

[string]$StoreVirtualPath

"/Citrix/Store",

[bool]$LoadbalanceServers

$false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP",

[Parameter (Mandatory=$true)]

[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]

[Uri]$GatewayCallbackurl,

[Parameter (Mandatory=$true)]

[string[]]$GatewaySTAUrls,

[string]$GatewaySubnetIP,

[Parameter (Mandatory=$true)]
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[string]$GatewayName,

[Parameter (Mandatory=$true)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=$true)]
[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=$true)]

[string]$0OptimalGatewayName

Set-StrictMode -Version 2.0

\# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

\# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

« JERZRIRERE AU EC EE A EH ANNZIZ 1180

\# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

342



CITRIX® STOREFRONT 2402

$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1i"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype \°

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType \°

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackurl
-GatewaySTAUrls $GatewaySTAUrls -GatewayName $GatewayName

s PEENRERMX, HNEEREBEMXIERFRNE.

\# Add a new Gateway used for remote HDX access to desktops and apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType
UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl
-SecureTicketAuthorityUrls $0OptimalGatewaySTAUrls -PassThru

« RINAEERSUERREN X, EFMEHFEDECLRBIEEARIEE.

\# Get the Store configured by SimpleDeployment.psil

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

\# Register the Gateway with the new Store for launch against all of
the farms (currently just one)

$farmNames = @($store.FarmsConfiguration.Farms | foreach
{ $_.FarmName })

Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService
$store -FarmName $farmNames
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I FEHEBR StoreFront

ZERHEE

f%ﬁiﬁﬂﬁﬁ StoreFront BY, StoreFront ZEFZFARTE C:\Windows\Temp\StoreFront B &+ 8IEA
BEXH. XHaRBT ZEENNAGHS S EE.

« Citrix-DeliveryServicesRoleManager-*.log—E R B X &% StoreFront BYB1J3E,

« Citrix-DeliveryServicesSetupConsole-*.log—7E## A& 2 StoreFront BY AR TER B T\ 3k s A E1 2
StoreFront B 81,

« CitrixMsi-CitrixStoreFront-x64-*.log—7E 3 B T\ 3 53 BA Z2 = M H1 2, StoreFront BY €15,

FHEE

StoreFront T3 BA30IERRSS. N AEEF Receiver for Web It 52 3#1T Windows E4 HEIC

Fo EHMERIBEGHEGFE A StoreFront AR HER, AIUEREHEESRT NAEFNRS
H3& > Citrix Delivery Services'5¢“Windows B > MR TEEZHE. EralliBdRiEs
MRIIEARSS. NZFARIEF Receiver for Web B E XA RIEFIE N EHMEE BEZBHE.

Ib\ﬁﬁ

1. FERANXARERITAEMIIERS. NMAREED Receiver for Web it sl web.config X1, X
7 @ E 9 B4 F C:\inetpub\wwwroot\Citrix\Authentication\. C:
\inetpub\wwwroot\Citrix\storename\ #1 C:\inetpub\wwwroot\Citrix\storenameWeb\ B®/, Hr
storename 8N ISR N EIEER BT,

2. EXHHFHBIUT TR,

<logger duplicateInterval="00:01:00" duplicateLimit="10">

FAINBRT, StoreFront EEEAFEDHHRIE & HERBHIRHIHN 10 1

3. B duplicateinterval B4EIE, LUZEBERME S HEZEMNNEIE (LUNY. 28 e
fiI) - M duplicateLimit B4 I&BIEIEERTEEIRBAMLICRINEE £BE, UAAED

o

& BETRE, FIER—FRESHE, BRESEENAEREN&NG ., —BiYEREIZ
Hi, EEEARECRFHME, FER—RERWER, BREE BERFEFTBHRIFG,
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1833 PowerShell S EIRHEHI S HITHEBEERNRICRTE C:\Program Files\Citrix\Receiver
StoreFront\Admin\logs . HEXH4 LA WSREMER, UKIBFXotneF5e9atEE,.

PERRIER

StoreFront FIZ¥THEE A c:\Program Files\Citrix\Receiver StoreFront\admin\trace

AINBRT, =IER Error. Warning # Info K3IBUER. AAZHIBERT, XSS EBHIERK
ZETE R,

EA U EBER B RIS BENIF AR ERIER. XS Citrix® SZFFERMERNF FEXF . XA
BERFMIERE, RULTERIEPEIRTTAE, EMNIZFF TraceLevel RE N 1Info o

EEAFHABREIER .

1. FREFEXRMEIRE AR, E5) Windows PowerShell

2. WAGS !
Set-STFDiagnostics -All -TracelLevel "Verbose" -confirm:$False

XRAFREIRESERIFM BEILSE, MEFRTHAIL. BALGSE, EaEHEE
StoreFront fR55. FF PowerShell IB R FfHREIUIGIEARSZ BB EFKREFNES), EXERSZE
TEshERIE], P RFEIE StoreFront ARS8,

3. EREUER B,
4. FAERRSHAFRIERESIRERIZIAE

Set-STFDiagnostics -All -TracelLevel "Info" -confirm:$False

4123E.|-LX1;$_-}:'/:§EX li’ﬁEn_.\lai .

e StoreFront jj'ﬂ H&igkﬁﬁim EID\Y{L‘FO Ekl}\rﬁ/R—F) /'gﬁ\E/u\Y{q:Eij(jj 200MB,
StoreFront E;ﬁﬁ?la E/l_,\j#FZﬁujj%ﬁ\HE EA%%E/PEIQ\Y1¢O &D%EEEKEXE)\E'J H
ERNHEE, AJUFER -FileSizekb # -FileCount BHEUHITIR(E

o {FF -TraceLevel FHICRHFMERELF. RFHEN off . Error . Warning .
Info IZ{ Verbose o

o RS -All KEFMBERSHBEICRESH, EAILUER -Service [Service name] A
BMRZEEXBEIER.
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B X set-STFDiagnostics cmdlet WEZER, FEIA StoreFront PowerShell SDK 31,

Launch.ica X H&EIER

LEFESINBEFHEMmE, StoreFront REM—1% 9 launch.ica B9, Workspace Nz
FRIRBZ U E A EED N B R EE. RIBEE, hXHREEMEERER, EitE
AEEIFE. B2REMEIR, TF launch.ica WRAREBER.

BEEEPFim PC EEHA launch.ica XEHMBAEIEE, BHUTEE ¢
1. EREMKREIERSMEIAT MR :

32 i34 . HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA

Client\Engine\Configuration\Advanced\Modules\Logging

64 I %: . HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

Client\Engine\Configuration\Advanced\Modules\Logging

2. WEN TR FIFHRREE !

* LogFile="H&EX 48 E"

» LogICAFile=true

fign

LogFile=C:\ica\ica.log

LogICAFile=true

AR

BXEEIMERER ICAXMA GREAESHRERN) NESER, 15208 CTX200126,
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E=7EA

StoreFront AJRE B FREU T RAARFFANBE =S RGAM. WIIREERE=FRHEMRIIB

HAZERRRY. b5 RPIRERE mBVFEMRATMESR, HEREATE ; R REFERMH. TBEREER
WHSEREA, CITRIX REMNEN AT RGE AR, SNEERED AKATIRMIRISH
EAER, FMEEMEBARESER. AEREMFARNRDNSRIE, BIERANIEZATIR, TR

EEABERT, CITRIX 9FAMREEAH D X AT RMSBBEMTHR. BEE. BIRIERERENL
EAEMREREBRE,

+H/R B3 3.3.0

RRAXPTE 2004-2013 Castle Project - <http://www.castleproject.org/>

IR#E Apache FRIIE 2.0 RIR1FIFA]

M3 Unity RZFBFERFIR (Unity) 2.1

KRAXFRE © 2011 3R/~ T

1B1E Microsoft X FAIIE (MS-PL) 38153F 7] <https://msdn.microsoft.com/zh-cn/library/
hh237493.aspx>

MR 5 SCER | Prism 2.2

RRAFRE © 2010 /A F]

1EHE Microsoft X HVFRIIE (MS-PL) K155 7,

HAIRTN 5 55k | EARS EALEE 1.0

WRARFRE © 3R FE,

1R#E Microsoft NHIFANIE (MS-PL) FR1GIFA]

R Net B2E R

WRAXFRE © Microsoft Corporation, 183& MIT 3 AIIERAY,
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ManagedEsent hR 7 1.9.4

KRA¥PFE © Microsoft Corporations

ARHE Microsoft 2 HIFATIE (MS-PL) #&1%

jQuery UI - v1.10.4 - 2014-03-12

<http://jqueryui.com/>

HRAXFRE 2014 jQuery Foundation R EAMZREE ; MIT 124

jQuery JavaScript FE v1.12.4

<http://jquery.com/>

g Sizzle.js
<http://sizzlejs.com/>

MeAXFRA jQuery Foundation K Efth ST EkE
IR4E MIT FRIIER R
<http://jquery.org/license>

HEHA : 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04
MeAXFRA (c) 2010 Kelvin Luck

IR MIT 1 GPL FEIIEWNEIZ I,

jquery.contextmenu.js

BF ETXEER jQuery k.
KRAXPFE (c) 2008 Matt Kruse (javascripttoolbox.com)

IR MIT 1 GPL FBIIEWNEIZ I,
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Hammer.JS BY jQuery #ifF - v1.0.0 - 2014-01-02

<http://eightmedia.github.com/hammer. js>
KRAXPRE (c) 2014 Jorik Tangelder <j.tangelder@gmail.com>;

IR1E MIT FFRTIEREY

jQuery MouseWheel

hR#XFRE (c) 2011 Brandon Aaron (http://brandonaaron.net)

FRHE MIT #FA]IE (LICENSE.txt) 1%,

WPF TE4& 35

WPF Toolkit lR#Fr & (c) 2006-2014 Microsoft

MS-PL i 8]iiF

"B WPFIEE3.0

WAXFRA (C) 2007-2013 Xceed Software Inc.
tLAZFEARHE Microsoft NHIFAIIE (Ms-PL) BISEFIR AR,

MNFEEZLINEE. EHMIRERE I, 1B <http://xceed.com/wpf_toolkit> 3REY Plus
Edition.

1R %% | £ Twitter £ %% @datagrid

wix TE&E

WAXFRA (c) Outercurve Foundation. @A AEIFENIE 1.0 ko

CLR &%

WAXFRE (c) Microsoft Corporation, Microsoft FREIM4EF AT Y (MS-LPL)
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HERRIZIR il R 1.1

StackExchange.Redis.StrongName 1.1 <https://stackexchange.github.io/
StackExchange.Redis> RRINFAE (c) 2014 Stack Exchange

IR1E MIT FE]IEIEAR

FUER{F JSON

WRAXFRA (c) 2007 James Newton-King

IRHE MIT BT IERAY,

jQuery JavaScript E v3.7.0

(c) OpenJS Foundation F1E 1 ZRikE
£ MIT R F &7

<https://jquery.org/license>

jQuery UI - v1.13.2 - 2022-07-14

<http://jqueryui.com>

MeAXFRA © jQuery Foundation REMZTEAE ; MIT i8]

Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS - v2.0.8 - 2016-04-23
<http://hammerjs.github.io/>
WRAXFRE © 2016 Jorik Tangelder ;

£ MIT a4

VelocityJS.org (1.5.0)

velocity-animate ZhiElZE HRAXFFE (C) 2014-2017 Julian Shapiro.

£ MIT A R #FHEESRMEEE R T8I LICENSE X4,
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slick.js - 1.8.0

MIT IFB]3E (MIT)

hR#XFRE © 2013-2016

jQuery UI Touch Punch & 0.2.3 iR

heAXERE 2011-2014, Dave Furfero

£ MIT 8§ GPL hR7A 2 A FXNEFEI.

8%k NET 8

MIT IFB]3E (MIT)

WAXFRA (c) .NET Foundation F5TkE

Bt : 5| FHBYFRIIIE
MIT ¥ A]3E

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software"), to
deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in

all copies or substantial portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN

THE SOFTWARE.

Apache ¥FAIIE, hRES 2.0

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,

and distribution as defined by Sections 1 through 9 of this document.
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"Licensor" shall mean the copyright owner or entity authorized by

the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the

outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity

exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but

not limited to compiled object code, generated documentation,
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and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of

the copyright owner. For the purposes of this definition, "submitted"

means any form of electronic, verbal, or written communication sent
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to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and

subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the

Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,

worldwide, non-exclusive, no-charge, royalty-free, irrevocable

(except as stated in this section) patent license to make, have made,
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use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You

meet the following conditions:

(a) You must give any other recipients of the Work or

Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices

stating that You changed the files; and
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(c)

(d)

You must retain, in the Source form of any Derivative Works

that You distribute, all copyright, patent, trademark, and

attribution notices from the Source form of the Work,

excluding those notices that do not pertain to any part of

the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its

distribution, then any Derivative Works that You distribute must

include a readable copy of the attribution notices contained

within such NOTICE file, excluding those notices that do not

pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or

documentation, if provided along with the Derivative Works; or,

within a display generated by the Derivative Works, if and

wherever such third-party notices normally appear. The contents

of the NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution

notices within Derivative Works that You distribute, alongside

or as an addendum to the NOTICE text from the Work, provided

that such additional attribution notices cannot be construed
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as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed

with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the

origin of the Work and reproducing the content of the NOTICE file.
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7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor

has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason

of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Microsoft Z23EVFR[E (MS-PL)
This license governs use of the accompanying software. If you use the

software, you accept this license. If you do not accept the license, do
not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and
“distribution” have the

same meaning here as under U.S. copyright law.

A “contribution” is the original software, or any additions or changes to
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the software.

A “contributor” is any person that distributes its contribution under this
license.

“Licensed patents” are a contributor’s patent claims that read directly on

its contribution.
2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free copyright license to

reproduce its contribution, prepare derivative works of its contribution,

and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free license under its licensed
patents to make, have made, use, sell, offer for sale, import, and/or
otherwise dispose of its contribution in the software or derivative works

of the contribution in the software.
3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.
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(B) If you bring a patent claim against any contributor over patents that
you claim are infringed by the software, your patent license from such
contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are present in
the software.

(D) If you distribute any portion of the software in source code form, you
may do so only under this license by including a complete copy of this
license with your distribution. If you distribute any portion of the
software in compiled or object code form, you may only do so under a
license that complies with this license.

(E) The software is licensed “as-is.” You bear the risk of using it. The
contributors give no express warranties, guarantees or conditions. You may
have additional consumer rights under your local laws which this license
cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness
for a particular purpose and non-infringement.

WALFTFANE RE 1.0
REMRFFIRIBABAARIFANE (W) MRRIRM, NRFIEAER. 28R RI0REK
PEESESVIVED:: =N

1.3IEBYE X
(a) W FVRTIERE, FERIEAIINGD KIS,

(b) M FBTEETHRE -

- Changes to the Program

- Additions to the Program; where such changes and/or additions to the
Program originate from and are distributed by that particular Contributor.
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A Contribution ‘originates’ from a Contributor if it was added to the
Program by such Contributor itself or anyone acting on such Contributor’s
behalf. Contributions do not include additions to the Program which: (a)
are separate modules of software distributed in conjunction with the
Program under their own license agreement, and (b) are not derivative
works of the Program. “Contributor” means any person or entity that
distributes the Program. “Licensed Patents ” mean patent claims licensable
by a Contributor which are necessarily infringed by the use or sale of its
Contribution alone or when combined with the Program. “Program” means the
Contributions distributed in accordance with this Agreement. “Recipient”
means anyone who receives the Program under this Agreement, including all
Contributors.

2 1 FIRF

(a) RIEADINBISERR, BUSTMAERFRTFRERS —TOERER. 2. ERFEAIARSFE,
LURAHRFMBEAABRERE S, A&ITEFER. QAR AAKRE. 2ANBIFAZaME (0
B) BB R SEDTE (R

(b) EAMNFERBINRT, S ITEAREFIERFRERES—TOERAE. 2. RRFTEBZFIF
A, RIEFATER], LURRBMBEAAREEIAGE. /. HE. BOWEE. #OMMUEMS R
IZTTAERTT (0AB) . MRTMETMMSTARET, ZETMBANSEZAERIFAI T FIBR
P, MEEFFAINERTRMEEFNAS, KEFTFAIAERTEEZARNEREMEAS
KIDWARVFAIEfIRE RS

(c) BUHEMR, RESITIMERTEAMBITFAINANFL, BEMARMESFRIEEZEFRIE
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- Effectively disclaims on behalf of all Contributors all warranties and
conditions, express and implied, including warranties or conditions of
title and non-infringement, and implied warranties or conditions of
merchantability and fitness for a particular purpose.

- Effectively excludes on behalf of all Contributors all liability for
damages, including direct, indirect, special, incidental and consequential
damages, such as lost profits.

- States that any provisions which differ from this Agreement are
offered by that Contributor alone and not by any other party.

- States that source code for the Program is available from such
Contributor, and informs licensees how to obtain it in a reasonable manner
on or through a medium customarily used for software exchange. When the
Program is made available in source code form:

i. It must be made available under this Agreement.

ii. A copy of this Agreement must be included with each copy of the
Program. Contributors may not remove or alter any copyright notices
contained within the Program. Each Contributor must identify itself as the
originator of its Contribution, if any, in a manner that reasonably allows
subsequent Recipients to identify the originator of the Contribution.
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